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			Introductory remarks

			Description of the research problem and methodology

			The currently perceived technical, technological, and civilisational advances that are associated with the application of modern technologies for practical use are increasingly transforming traditional solutions into innovative alternatives. This state of affairs forces practitioners and legal theorists to react in order to adapt or create a legal framework that is effective in the changing reality. The law should normatively regulate technical or technological innovations in such a way that problems or risks associated with implementation are limited and the development of laws is not impeded. Legal sciences, therefore, has an important role in this process as both a knowledge source and a conceptual base for legislators. Legal research and analysis should be increasingly sensitive to changes in the external world to safeguard both the legitimate interests of those who participate in legal transactions and the system that protects human rights and freedoms, which has been developed over decades.

			The purpose of this monograph is related to the right to health from the perspective of cross-border provision of telemedicine services in the European Union, which fits into the above research area. It is an uncommon issue that deserves an in-depth study presented in the form of a monograph. In addition, the conclusions resulting from an in-depth analysis may be more interesting as the subject or scope of the study has not yet been exhaustively explored by other legal science researchers. This lack of exploration is likely due to the specificity of the subject matter and the combination of topics in question; the right to health and the cross-border provision of telemedicine services are typically examined independently rather than in relation to each other.

			This monograph aims to analyse the potential of telemedicine solutions and determine which more fully realize the right to health from the chosen research perspective. This study must therefore demonstrate the potential of telemedicine use to protect, support, and strengthen the realisation of the individual’s right to health. The essential research question of this work will therefore examine the relevance, place, systematics, role, essence, goals, characteristics, specificity, and functions of telemedicine in the implementation of the right to health from the perspective of cross-border provision of telemedicine services in the European Union. In addition, possible risks or problems associated with the realisation of the right to health by telemedicine remain relevant to the study will thus be defined. The issues analysed in this monograph may therefore have important theoretical and practical relevance. In addition, this monograph asks whether, at the current stage of civilizational, technical, technological, as well as legal development, telemedicine can be treated as a new and modern means of supporting the realization of the right to health in a more complete scope, or at least one which has not been examined thus far. This issue, which constitutes the key scientific dilemma of this monograph, is closely related to the realisation of the study’s main objective.

			Achieving the main objective of the monograph and answering the fundamental scientific dilemma posed in it would not be possible without defining subsidiary objectives. These include, first, a semantic approximation of the terminology used in the context of modern technologies that are used in medicine, including an indication of the possibility of certifying digital medicine solutions and a presentation of the benefits and risks of telemedicine. Second, it is important to indicate the scope and significance of the right to health in the European Union, which also includes the presentation of the concept of the right to health in genere. Third, the conditions, principles, and interpretation of the law in the context of cross-border provision of healthcare services in the European Union will be analysed, which will directly lead to demonstrating whether it is possible to qualify telemedicine services as services within the meaning of European Union law. Fourth, the problems involved in realizing the right to health and the functioning of cross-border healthcare in the European Union during the COVID-19 pandemic will be presented, together with a proposal for their solution. Fifth, solutions will be identified that will level out the phenomenon of telemedicine cybercrime, which poses a threat to the realisation of the right to health in telemedicine. Fulfilment of the subsidiary objectives should make it possible to gather the information necessary to effectively realise the research problem and answer the fundamental scientific dilemma of the study.

			The totality of the above observations leads to the proposed thesis of the monograph: which is based on the idea that telemedicine should be conceived as a new and modern means of supporting the realisation of the right to health in a more complete or at least existing scope. To prove this thesis, this monograph will scientifically analyse the three fundamental issues contained in its title.

			The first issue is how modern technologies are put to practical use in medicine. The 21st century has seen a dynamic development in civilization and technology. This affects the daily lives of the vast majority of the global population, which is shifting from traditional solutions to modern alternatives. Most areas of human life have already encountered or are encountering the potential benefits as well as the threats of modern technology. Neither law nor medicine are exempt from this phenomenon; both can benefit from new, effective, safe, and innovative solutions that increase the possibility of achieving their most important goals more widely, faster, more universally or equally, and sometimes at a lower expense; each of these possibilities should be primarily focused on the value of life and care for human health. Telemedicine is both one of these solutions and the main analytical axis of this monograph. Appropriate legislation should, among other things, guarantee that the modern medical technologies put into practical use are in fact safe, serve the purposes assumed and declared by their creators, and remain in compliance with and implement the current legal standards. These standards include various norms in the protection of human rights, particularly those that are directly related to human health. Legal regulations in this area should both consider the specificity of modern technologies put into practical use in medicine and adequately safeguard the legitimate interests of the subjects of legal transactions. In this respect, legal science has an important role to play, which should indicate, through research and analysis, the desired direction for practice and legislation.

			The second issue is the concept of the right to health. It is worth emphasising that all modern solutions derived from the issue of modern technologies put into practical use in medicine should be compatible with the subject of the right to health and support the realisation of this right. Therefore, it can be stated that the right to health, including the right to its protection, healthcare services, and its material and executive aspects, should determine the release of new and modern solutions in medicine. A proper understanding of the nature and definition of the relevant material scope of the right to health is of paramount importance for the effectiveness of the analysis in this monograph. In addition, it is no less important to pay attention to the image of the right to health in a non-traditional environment, i.e., in the eponymous digital environment, defined according to the scope, meaning, and essence of telemedicine and its role in medicine. The correlation of the analytical themes outlined here leads to the assertion that modern technologies put to practical use in medicine in the form of telemedicine must comply with the totality of human rights norms, and especially and primarily with those norms whose core directly shows a connection with the essence of telemedicine. Such rights appear to be those relating to human health. The realisation of the right to health thus justifies the use of telemedicine solutions and the use, creation, or adaptation of a legal framework for telemedicine solutions, such as the free movement of services within the European Union.

			The third issue is the cross-border provision of healthcare within the European Union. In an era of advanced and barrier-free mobility of the population, including patients, one issue in realizing the right to health through the cross-border provision of health services within the European Union is of major importance. Determining the meaning, scope, and nature of these services and whether they fall within the scope of the EU freedom of movement of services in its internal market is important. At the same, there is significant importance in the scientific discourse related to patients’ rights in cross-border healthcare and the ways that telemedicine as a form of healthcare service promoting efficiency, speed, equity of access, or universality of cross-border healthcare in the EU. These are important research areas requiring reference to a number of different sources and careful analysis leading to conclusions on telemedicine, the concept of the right to health, and the substantive law of the European Union. Conclusions potentially arising from this correlation may relate to the interpretation of EU law regarding the possibility of telemedicine services qualifying as services under European Union law. This has legally relevant implications for realizing the right to health through modern technology in cross-border and EU healthcare. In the context of these considerations, it is necessary not only to examine the role or function that telemedicine and its services may play or perform, in line with their potential, on this analytical plane; the meaning of the concept of telemedicine services also needs to be determined. It should therefore be noted that the issue of cross-border provision of telemedicine services in the European Union contains a combination of important research suppositions for the main objective of the monograph.

			The formal–legal (linguistic–logical) method has been adopted as the principal research method in this monograph, which allows for a de lege lata analysis of the applicable law on the basis of an exegesis of the content of the legal act. The analysis in question is supplemented by the application of linguistic hermeneutics and the views of representatives of the doctrine (theoretical–legal method). In addition, the specificity of the research problem constituting the main objective of the work justifies the possibility, but not the necessity, of the complementary application of other methods as well, such as the sociological method (law as a social fact), the psychological method (law as a kind of mental experience, based on Leon Petrażycki), the axiological method (law as a value), and the statistical method (exclusively for descriptive-research purposes). Irrespective of the above, the legal comparative method is a research method that was considered and could be usable in this monograph. Through comparative law, by means of de lege lata analysis of Polish and foreign law, court rulings and opinions of doctrine representatives may lead to the discovery of legislative differences and similarities between various legal systems, which may inspire valuable conclusions. In the monograph, particular attention will be paid to the views of the doctrine of the law, which will be expressed using a wide range of international literature. Considering that the scientific statements in question were written at different times and in the context of different normative systems, they may provide the basis for numerous insights or conclusions that can enrich the scientific discourse in this work. In addition, heuristic and other research methods will be used when appropriate. When conducting scientific research, it is important to determine the correct methodological approach through the selection of appropriate methods, but in terms of the quality of legal analysis, it is no less important to maintain openness to externalities of national laws and legal doctrines along with objectivity and scientific integrity. The course of logical reasoning in this work will be mainly based on the deductive method, but the inductive method will not be excluded when its use benefits the research problem. The cognitive and interpretative functions and, subsidiarily, the didactic function have been considered as the purpose of the application of the research instrumentation described above.

			

			The issues presented so far directly determine the structure of the monograph, which comprises five main research segments. These include modern technologies in medicine, the concept of the right to health in the European Union, cross-border healthcare provision in the European Union, problems in realizing the right to health and the operation of cross-border healthcare in the European Union during the COVID-19 pandemic, and telemedicine cybercrimes as a threat to the realisation of the right to health in telemedicine. Prima facie, the first three research segments are clearly characterised by a theoretical approach with relevant elements of research analytics. The other two, meanwhile, are characterised by a predominantly problem-based approach, where research analytics come to the fore and theoretical elements are presented as necessary. Identifying these research segments makes it possible to propose a specific structure for the chapters of this monograph by organising its subject matter into predetermined analytical areas.

			The first chapter defines the terminology that is used regarding the concept of how modern technology is used during the practice of medicine throughout the monograph. It considers the necessary reporting elements as well as the monograph’s contribution to the overall discussion on this topic in terms of existing literature and selected international or non-governmental organisations. This is done through the author’s proposal regarding how modern technology can be used during the practice of medicine. The goal is to demonstrate, as precisely as possible, the scope of each subject and its internal correlation with concepts such as digital medicine, eHealth, mHealth, telehealth, sensory health, and medical informatics. Within the framework of these considerations, the author proposes a method that can unify and systematise the terminology used by introducing legal definitions in terms of EU law. In addition, the issue of certification of digital medical solutions is presented; this issue is important for both the theory and practice of law, particularly in the context of different types of modern technologies being implemented during the practice of medicine. The discussion also includes an interpretation of how a medical device is defined under EU law and the possibility of classifying digital medicine solutions as medical devices. In this context, a postulate concerning EU law is presented. An analysis of the concept of telemedicine, which constitutes the main research axis of this work, is also presented. As part of these considerations, the different definitions of telemedicine found in the literature and documents of international or non-governmental organisations is examined. This leads to an attempt to interpret the essence of telemedicine and its most important structural elements. The current and foreseeable future benefits and risks of telemedicine is also discussed. The chapter concludes with a concise summary containing the author’s observations regarding its content and emphasising the normatively significant purpose of telemedicine as a new guarantor of the right to health protection and a modern tool for the implementation of the right to healthcare services.

			The second chapter presents the scope and importance of the right to health in the European Union, including the concept of the right to health in genere as central to the main analytical axis of this monograph. Considerations related to the object of the right to health are presented. Within this analytical designator, insights on the right to health as a determinant of modern technologies in medicine and outlines of the right to health protection and healthcare services are presented. In addition to the necessary reporting elements, a voice in the discussion with the representatives of the doctrine is proposed for the author’s examination of the right to health based on the division of this topic into the right to health protection and healthcare services, including medical care, along with the proper definition of healthcare services’ normative character. The deviations that relate to the correlation of the essence of the right to health protection and healthcare services, which should lead to proposing the material and executive aspect of the right to health, are also important. In addition, a historical outline of the right to health in the primary law of the European Union is presented, where the points of reference are the legal situation both before and after the Maastricht Treaty, singling out observations on the significance of the Lisbon Treaty as the next stage in the evolution of European integration. The research question of the possibility of historically establishing direct and indirect references to the subject of the right to health in the primary law of the European Union becomes the object of analysis in this case. The manifestations of the right to health in the current law of the European Union are also approached. This is done by indicating the provisions of the Charter of Fundamental Rights of the European Union, the Treaty on the Functioning of the European Union, and the Treaty on European Union, reflecting the object of the right to health and identifying selected manifestations of its concretisation in the secondary law of the European Union. The purpose of this discourse is to show the level of significance of these provisions in the system of Union law in the context of the right to health. Next, considerations related to the right to health in telemedicine are presented. In this context, the author’s definition of the specific functions of telemedicine in the right to health is proposed, taking into account the division between the right to health protection and healthcare services, including medical care. These functions provide the basis for postulation within the scope of Polish and international law. Considerations related to the relationship of telemedicine with the requirement of equal access to healthcare services are also presented. The chapter concludes with a concise summary containing the author’s observations concerning the issues discussed in the chapter and emphasising, above all, an important condition for the provision of telemedicine services that guarantees and implements the right to health. This condition focuses on enhancing equality of access to healthcare services, including medical care, through cross-border provision.

			The third chapter analyses the conditions, principles, and interpretation of the law in the context of cross-border provision of healthcare services in the European Union. It also directly demonstrates whether it is possible to define telemedicine services as services within the meaning of European Union law. Considerations of a general nature concerning the internal market in the light of the free movement of services are presented. Attention is turned towards the characteristics of the internal market in genere, the outline of the free movement of services, and the EU definition of a service. As part of these observations, in addition to the necessary reporting elements, an element of the discussion is highlighting the importance of the issues presented in terms of the main research area of this work. In particular, observations regarding the normative character of the treaty norms related to the freedom of movement of services are mentioned, where the need to establish a more complete relationship between the right to health and the cross-border provision of telemedicine services in the European Union is emphasised. The issue of the free movement of healthcare services is then analysed; the concept of healthcare service is proposed in this section. Building on these findings and considering other research positions and case law, the eligibility of healthcare services as services within the European Union internal market is examined. An integral complement to this is a discussion of the possibility of introducing restrictions on the free movement of healthcare services, including in the light of the proportionality test of the Court of Justice of the European Union. These observations form the basis for further conclusions, in particular those concerning cross-borderism, which is understood as an alternative solution. After that, the issue of patients’ rights in cross-border healthcare is discussed. Here, the focus is on both the cross-border rights of patients and the obligations of the Member States of the European Union. This allows for the consideration of telemedicine as a subject of cross-border healthcare. This section also includes an analysis of telemedicine services in cross-border healthcare; a definition of telemedicine services is proposed, and an attempt to establish the eligibility of telemedicine services as a service of the European Union internal market is made. The chapter ends with a concise summary containing the author’s observations on the issues raised within the chapter and emphasises two selected and current scientific problems arising from the implementation of the right to health and related to cross-border provision of telemedicine services in the European Union.

			The fourth chapter presents the problems related to implementing the right to health and the functioning of cross-border healthcare in the European Union during the COVID-19 pandemic in the context of how telemedicine services can be implemented across borders, along with a proposal for a solution to these problems. First, a general characterisation of the COVID-19 pandemic is made, consisting of the main events related to it, its statistics, and a history of the development of COVID-19 vaccines. This is followed by a discussion of the impact of COVID-19 on the legal system, including a discussion of the law as an instrument for combating the pandemic. In this respect, the legal measures against COVID-19 adopted in selected European Union Member States are be presented, and the actual possibility of exercising the powers of individuals in the reality of the pandemic is outlined. Importantly, the findings so far allow the problems that constitute the main point of reference for this chapter to be identified. The problem of exercising the right to health during a pandemic and the problem of the operation of cross-border healthcare under the same conditions is presented. It should be emphasised that this analysis should provide a basis for interpreting and naming the core of these problems. In this way, the desirable characteristics that should characterise the object of solutions to the defined problems are established. This is also supported by the conclusions drawn from the analysis of the actions taken by the European Union to offset the negative impact of the COVID-19 pandemic on the functioning of cross-border healthcare. In addition, proposals are made to address the realisation of the right to health and how cross-border healthcare in the European Union functions under pandemic conditions. The chapter ends with a summary containing the author’s observations on the matter under discussion and an outline of de lege ferenda postulates for the legislator.

			The fifth chapter establishes solutions to mitigate the phenomenon of telemedicine cybercrime as a threat to the realisation of the right to health through telemedicine. To this end, it mainly identifies ways to respond before and after a telemedicine cybercrime is committed. These solutions aim to protect and strengthen the ability of telemedicine to help realise the right to health. Insights related to the theoretical characteristics of telemedicine cybercrime are presented, turning attention towards the impact of telemedicine cybercrime on the right to health and referring to the concept of cybercrime and the term telemedicine cybercrime. Furthermore, the types of telemedicine cybercrimes that can be interpreted from the relevant public international law norms are analysed. In this regard, a method for determining specific types of telemedicine cybercrimes and their types are presented. Subsequently, the issue of telemedical evidentiary acts that can be interpreted using relevant norms of public international law are analysed. Here, too, a method for determining the types of telemedical evidentiary acts is indicated, together with the specific types of such acts. This is followed by a proposal for the standardisation of telemedicine systems containing two main demands. The first is the standardisation of telemedicine service IT systems on the basis of the types of telemedicine cybercrimes, and the second is the standardisation of telemedicine service IT systems on the basis of the types of telemedicine evidentiary acts. In this context, a proposal for EU law is also presented. The chapter concludes with a summary containing the author’s observations on the matter under discussion and an outline of de lege ferenda postulates for the legislator.

			The monograph concludes with a comprehensive summary of the findings and conclusions for the future.

			Reason for choice of topic

			There are many reasons that the topics in this work, such as the concept of the right to health, the application of modern technology for practical use in medicine, and the cross-border provision of healthcare services in the European Union, should be examined. Therefore, it is necessary to present several of the most relevant motives behind the choice of topic for this work.

			First, these issues are part of the current technical, technological and civilisational progress. Modern developments touch and, in part, determine human life in many aspects. Law as a field is no exception, nor is medicine in its broadest sense. For this reason, it is essential to study, analyse, and constructively consider new solutions for these issues so that, even as their positive aspects are revealed, negative consequences can be identified and eliminated.

			The second reason, which is closely related to the first one, is the need to establish the predisposition of modern technologies to realise human rights protection norms as much as possible. The topic of this work is the application of modern medical technologies from the perspective of realising the right to health. It is therefore reasonable to determine whether the use of telemedicine actually supports or sustains the functioning of the traditionally understood healthcare system and the realisation of the right to health.

			Third, the current demographic projections of modern countries clearly indicate a progressive ageing of the population. This has an undeniable effect on the capacity of traditional healthcare systems. Telemedicine, as an innovative method of providing healthcare services, including cross-border services, aimed at increasing the efficiency of providing services as well as the accessibility and quality of services. Telemedicine attempts to support the work of medical personnel, and thus the entire healthcare system. Such a solution allows for the efficient and Europe-wide use of existing human, financial, and material resources. This justifies examining the main issue of the paper in terms of modern technologies whose aim is presumed to be strengthening and supporting the functioning of healthcare systems and realising the right to health to the highest scope possible.

			Fourth, it is necessary to analyse the concept of the right to health and its key elements, namely the rights to health protection and healthcare services and to deepen the research on the subject matter. Such an analysis may lead to new conclusions or a different perspective on the insights already presented in the literature. In particular, the right to health as a determinant of modern technologies in medicine, where the standard of protection should be an essential element that legitimises the practical use of such solutions and the creation or proposal of new legal frameworks.

			Fifth, it is important and legitimate to analyse the traditionally understood concept of the right to health in terms of the application of telemedicine as a specific type of modern technology put to practical use in medicine. The main issue of this work should help determine the role of telemedicine in the right to health and whether telemedicine can in fact be seen as a new guarantor of the right to health protection or as a modern tool for realising the right to healthcare services. In this respect, the relationship of telemedicine to equal access to healthcare services is also important. It is therefore important for legal science to determine the function of telemedicine in the right to health.

			Sixth, the European Union is emerging as a geographical area where traditional national borders are beginning to lose their meaning due to existing EU freedoms, including the freedom of movement of services; this is crucial for the point of view of this monograph’s research goal. The above observation sufficiently justifies the choice of topic for the monograph, including the analysis of the implementation of the right to health through the use of modern medical technologies increasing the popularity of cross-border healthcare. This need arises not only from the current factual state of affairs, but also from the legal state existing in the European Union, including its primary and secondary law. The existing trends and directions of European integration therefore demonstrate the importance of the analysis presented in this monograph, as it addresses some of the priorities of the EU’s current activities.

			The seventh reason, which is related to sixth, is that a legal framework for cross-border healthcare is currently in place within the European Union. Combining that with the contemporary trends of European integration, the topic of this work is important for examining the conditions, principles and interpretation of EU law in the context of cross-border provision of healthcare services in the European Union to prejudge or further confirm the normative character of the treaty norms of the freedom of movement of services. This allows for the determination of whether healthcare services, in the proper sense of the word, benefit from the freedom of movement of services within the internal market of the European Union. This determination is critical as its findings may alter the perception of the legal situation. Also, there is a need to establish or demonstrate the sensitivity of the current legal framework in terms of cross-border healthcare in the EU to ensure that it appropriately addresses modern developments in the medical field. In this context, it becomes important to determine whether it is legally possible to qualify telemedicine services as services within the meaning of European Union law. Determining the principles of the interface between law and modern medical technology is also an important aim of this monograph.

			Eighth, it is generally necessary to face current problems and threats in the field of legal sciences in terms of this paper’s topic as these problems and threats often result from changes in the external world. There are also problems from traditional legal institutions, where the solution may be a specific type of modern technology put into practical use. However, some risks may directly result from the implementation and practical use of modern technology. This work aims to determine if telemedicine may both constitute a solution to the problems currently occurring in the right to health and be a source of specific threats.

			Ninth, examining the topic of this paper is useful because representatives of legal sciences have not sufficiently explored it, most likely due to the topicality of the analysed matter and its innovation. As a rule, these fields have not been juxtaposed in the literature to date; instead they have been treated as independent from each other. This makes addressing the issue even more relevant.

			Finally, it should be noted that exploring this issue can also be justified by the axiological background present in the world of science. This background is characterised by the intrinsic value of investigating, analysing, or determining what is known or unknown, but not exhaustively explored. This value can be described as cognitive, and it carries a certain evaluative load in terms of the work’s topic because, clearly, not every innovative or modern method, measure, instrument, or solution has exclusively positive consequences. The benefits of these types of solutions always outweigh the risks or problems associated with their implementation. At the same time, not every innovative or modern solution has only negative consequences and, in addition, the risks or problems associated with the implementation of such a solution always outweigh its benefits. In such cases, it is usually necessary to weigh the positive and negative aspects of an innovation and, from the perspective of the issue at hand, modern technologies put to practical use in medicine. Hence, the assessment of the usefulness of a specific solution should be obligatorily preceded by a reliable, consistent, objective, and correct analysis using appropriate research methods. This analysis should lead to specific conclusions diagnosing the degree of intensity of either positive or negative levels of innovative or modern solutions. This diagnosis, within the framework of the issue addressed in this monograph, should allow for a clear, essentially unconditional verdict on the validity of the implementation of telemedicine from the perspective of the realisation of the right to health. Without such an analysis, the assessment of innovative or modern solutions would be subjective and even arbitrary or unfair.

			The reasons outline above fully justify the need to analyse this issue, which combines, in a pioneering manner, the coexistence of the right to health, the application of modern technologies for practical use, and the cross-border provision of healthcare services in the European Union.

			The body of doctrine

			An analysis of the subject presented and to the extent indicated would not have been possible without the extensive use of the body of doctrine, particularly the international literature. Examining the papers that correlated with the main research aim of this paper, it should be noted that they include a wealth of thought and knowledge and are also incredibly diverse. The specificity of the scientific problem addressed in this monograph, which requires a complex scientific analysis, is responsible for this state of affairs. To achieve the main objective of the study and answer the fundamental scientific dilemma presented herein, a complete analysis of the already described subsidiary objectives is first required. Understanding their perspective requires adopting an attitude that is open to the multidimensionality, multifacetedness, or multigenicity of the matter under study, which seems to directly determine the peculiarity, especially the mentioned diversity, of the doctrinal output used. Justification can be sought in the structure of this work. Each chapter corresponds to one of the paper’s main objectives, leading to an understanding of the main objective and answering the fundamental dilemma of the study. Moreover, it constitutes a separate and, in principle, independent scientific issue having in abstracto its own already established and quite numerous bibliographical sources. Consequently, in presenting the body of literature related to the issue in this paper, it is important to remember that it consists of at least five essential thematic segments.

			First, the literature examined is delineated by sources valuable to the analysis of modern technologies in medicine. It is possible to identify positions that make it possible to propose a systematisation of the application of modern technologies used in medicine. We examine the existing literature to determine the meaning and material scope of various concepts, such as digital medicine1, eHealth2, mHealth3, telehealth4, sensory health5, and medical informatics6, together with their mutual correlation. Sources regarding the certification of digital medicine solutions, including the qualification of medical devices as a certification system, the interpretation of the definition of a medical device, and the classification of digital medicine solutions as a medical device7, were also important in this segment. Literature related to the concept of telemedicine and referring to the definition of telemedicine and its essence and basic building blocks8 is also considered. The last pillar deals with the benefits and risks of telemedicine9. The literature reviewed in this part of the study should enable a semantic approximation of the terminology used in the context of this work along with an analysis of the accompanying issues.

			The literature used also consists of sources on the right to health in the European Union. The important value of the materials that allow for the conceptualisation of this topic and refer to it as a determinant of modern technologies in medicine,10 and to the rights to health protection11 and healthcare services12 should be emphasised. The literature also includes items addressing the historical outline of the right to health in the primary law of the European Union, such as the legal situation both up to and following the Maastricht Treaty, with a separate section on the Lisbon Treaty13. The above has also provoked examination of the literature on the right to health in current European Union law. We refer to the reflection of the right to health in EU CFR, TFEU, and TEU, as well as the concretisation of this right in secondary law14. This part of the study highlighted the issue of the right to health in telemedicine. It has allowed for an analysis of telemedicine as a new guarantor of the right to health protection and a modern tool for realising the right to healthcare services. It has also allowed for analysis of the relationship that exists between telemedicine and equal access to healthcare services. Using this literature helps to establish the scope and meaning of the right to health in the EU, which includes the presentation of the concept of the right to health in genere as having a key significance for the main analytical axis of this work, as well as the place of telemedicine in the right to health.

			An important part of the body of doctrine used in this monograph consists of bibliographical items relating to the cross-border provision of healthcare services in the European Union. Within the framework of these considerations, sources related to the internal market in the light of the free movement of services were used, which made it possible to characterise the internal market in genere, the outline of the freedom of movement of services, the EU definition of a service, and the normative character of the treaty norms for the freedom of movement of services15. These findings provided the apex for further discourse on the main topic. This section includes the body of literature related to the concept of healthcare services, the qualification of healthcare services as internal market services in the EU, and the restrictions on the free movement of healthcare services and cross-borderism as an alternative in the free movement of healthcare services16. The acquis used also includes items thematically linked to patients’ rights in cross-border healthcare and the obligations of the Member States of the European Union and telemedicine as a subject of cross-border healthcare17. The literature cited so far has provided the impetus to explore the issue of telemedicine services in cross-border healthcare and made it possible to carry out an analysis related to the definition of the meaning of telemedicine services and their qualification as internal market services EU. The body of doctrinal work presented constitutes such a solid base of material that it should be possible to analyse the conditions, principles, and interpretation of the law in the context of the cross-border provision of healthcare services in EU. This also leads to directly demonstrating whether it is possible to qualify telemedicine services as services within the meaning of the EU’s laws.

			The relevant sources include literature relating to the problems of implementing the right to health and the function of cross-border healthcare in the EU during the COVID-19 pandemic. References to items based on their general characteristics, including thematic links to the most important related events, statistical data on the COVID-19 pandemic, and the issue of vaccination against COVID-1918 are discussed. Next, sources relating to the issue of the law vis-à-vis the COVID-19 pandemic can be identified which analysed the law as an instrument to combat this threat, as well as legal measures taken to mitigate COVID-19 spread in selected Member States EU and the exercise of the individual’s rights during the pandemic19. This part of the study also draws on the opportunities offered by the body of literature correlating the right to health and cross-border healthcare in the realities of the COVID-19 pandemic, which should result in valuable findings related to both the right to health and cross-border healthcare in these difficult circumstances, and in the EU countering the negative impact of COVID-19 on the functioning of cross-border healthcare20. The quantity and quality of the sources used should, within the framework of the issue under review, lead to an examination of two issues: the problems regarding realising the right to health and the functioning of cross-border healthcare in the EU during the COVID-19 pandemic in the context of the possibility of cross-border provision of telemedicine services in EU; and to concrete proposals for their solution.

			Furthermore, those sources that deal with how telemedicine cybercrime threatens the realisation of the right to health in telemedicine are important in the present work. We refer here to items that have enabled a theoretical characterisation of telemedicine cybercrime, thus providing a basis for analysis related to how telemedicine cybercrime affects the right to health, the concept of cybercrime, and the term telemedicine cybercrime itself21. This provided an opportunity to present specific types of telemedicine cybercrimes and telemedicine evidentiary actions. Taken as a whole, the research in this area leads to the identification of solutions to offset the phenomenon of telemedicine cybercrime as a threat to the realisation of the right to health in telemedicine. The main reference here is to identify ways of responding before and after a telemedicine cybercrime is committed, aiming to protect and strengthen telemedicine’s implementation of the right to health.

			Taken together, the literature review used in this monograph should enable the main study objective to be achieved and its fundamental research question to be answered.
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			Emerging technologies in medicine

			1.1 Introduction

			This chapter aims to provide definitions of the terms used in this paper in the context of using modern technologies in medicine in practical ways. First, in addition to the necessary reporting elements, a voice in the discussion with doctrine and selected international or non-governmental organisations is presented by proposing an authorial systematisation of the practical use of modern technologies in medicine. The primary analytical objective is to identify the subject scopes as precisely as possible and then to determine their internal correlation, creating a foundation for further, more advanced inquiries. The issue of certification of digital medicine solutions, which is of relevance to both the theory and practice of law, is described, particularly in the context of systematising the practical application of modern technologies in the health sector. A certification system that determines what qualifies as a medical device is proposed, followed by an interpretation of the current definition of a medical device under the EU law and how digital medicine solutions can qualify. The present and foreseeable future benefits and risks of telemedicine are presented. These reflections allow for a creative analysis of the concept of telemedicine, which constitutes the main research axis of this work.

			This chapter concludes with a succinct summary containing the author’s observations on the issues raised therein and emphasising the normatively momentous purpose of telemedicine as a new guarantor of the right to health protection and a modern tool for implementing the right to healthcare services.

			1.2 Systematics of the application of modern technology for practical use in medicine

			1.2.1 Digital medicine

			To use an appropriate methodological and logical approach, characteristic of analytical activity, it is appropriate to present a general concept related to how modern technology is used during the practice of medicine22. This involves decoding a term that constitutes the foundation for further, more advanced theoretical considerations which will serve as a matrix for other, narrower subject-related concepts concerning specific uses of innovative technologies in medicine. Digital medicine can be considered as a concept that meets the above criteria because the literature emphasises that it is a general synonym for the digitalisation of the traditionally understood healthcare system23. All manifestations of the application of modern technologies during the practice of medicine therefore fit into this term, implying that digital medicine also includes the concept of e-health and the entire technical infrastructure, including subsidiarily supporting areas like large data sets24 and the technologies that manage them25, or artificial intelligence algorithms26. Digital medicine therefore encompasses a wide variety of services, and presenting a complete catalogue of these services is impossible; even providing an open catalogue is extremely difficult as the technical, technological, and civilisation progress of medicine is constantly increasing. This implies the avant-garde possibilities of medicine27, where any catalogue of forms of application of modern technologies in practical use must be constantly updated. These changes mean there is no validity in trying to define the term ‘digital medicine’. However, it can be noted that digital medicine includes, for example, the use of advanced and digitised health information systems, portable digital devices or biosensors28, health applications for patients, medical consultations using tools in cyberspace29, or creating electronic medical databases30. Digital medicine thus represents the process of adapting the art of medicine and medical science to the realities of information and communication technologies (ICT); the intention to provide and scale the healthcare system for all stakeholders is the main aim of implementing and using advanced technologies. These technologies include providing medical services not only to patients, but also to consumers, which helps them manage their medical data.

			In conclusion, given the issues raised above, it should be postulated de lege ferenda that the concept of digital medicine should be equated with all manifestations of applying modern technologies during the practice of medicine with the fields that support their function. It seems legitimate to conclude that, from this perspective, digital medicine will be a mirror image of the traditionally understood concept of medicine that includes a digital element.

			1.2.2 eHealth

			A concept with a slightly narrower scope than digital medicine is eHealth31, which refers to medical services that are supported by ICT. The aim of such solutions is to increase the quality, safety, and accessibility of the medical services provided using modern technologies32.

			Many semantic proposals for the term are presented in the literature about eHealth33. Most readings agree that this term is general and encompasses healthcare services provided through ICT, such as electronic medical records, health information systems, remote monitoring and consultation services, or self-management and health data analysis tools34. Some proposals emphasise that eHealth refers several different topics, including: the electronicisation of healthcare; the use of modern technology by the public; health professionals and others to access health and lifestyle information; services and support; the use of ICT networks to improve a patient’s health; or the convergence between cyberspace and the healthcare industry, which provides consumers with a wide range of healthcare-related information35. The World Health Organisation defines eHealth as the use of ICT for health, which provides an opportunity to advance public health by improving equity, solidarity, and quality of life and care36. The European Union, on the other hand, notes that eHealth is the combination of modern technologies with the objectives of traditional medicine, with possible benefits for stakeholders, including patients, health professionals, health institutions, and public authorities37.

			These different definitions imply that, due to the lack of a legal definition of eHealth, there are many semantic proposals38 that do not support a clear understanding of the analysed issue, especially since the concept of digital medicine has already been defined. e-Health should not only be equated with the fields supporting and enabling the digital transformation of traditionally understood medicine, but the semantic boundary between the two concepts is difficult to clearly identify. It is only possible to recommend that eHealth services should not be equated with technical infrastructure that is invisible to the ordinary user. This has the merit of precisely defining the subject scopes of these semantically similar terms. From this view, eHealth would be the de lege ferenda external layer of digital medicine, i.e. it would represent its services to both medical staff and patients. Therefore, within the concept of eHealth, there is the possibility of defining more specific terms, such as mHealth, telehealth, and sensory health. The concept of eHealth can be considered the starting point for presenting terms related to how modern technologies are used in the practice of medicine. The multiplicity of implications in this case should not lead to pejorative assessments, as the solutions discussed here are intended to comprehensively map the possibilities of traditionally understood medicine, and which is more complex than it appears based on the terminology.

			1.2.3 mHealth

			mHealth is part of the overall concept of eHealth. mHealth refers to medical personnel performing tasks related to improving a patient’s health using mobile tools, such as mobile phones, tablets, or other types of specialised portable medical devices39; these services are most commonly delivered via mobile applications. The literature notes that mHealth should be understood as the use of medical applications via mobile devices to remotely deliver, access or process medical data, provide medical services or support healthcare delivery40. The importance of mHealth as an emerging and developing mobile communication technology for healthcare systems is also stressed, in part because the evolution of eHealth systems have been improved by the possibilities of modern technologies in biomedicine41. mHealth may help communities overcome traditional healthcare problems, such as access to medical care, quality and safety of services provided, or proper planning for the use of available resources42.

			Another semantic proposal suggests that mHealth should be considered an umbrella term for the use of mobile information technology to access healthcare systems and services, which includes mobile and peripheral devices used by healthcare professionals, patients, and clients to collect, store, and analyse data for decision-making43. The World Health Organisation states that mHealth is part of eHealth and that mHealth refers to the practice of medicine supported by mobile devices, such as mobile phones, patient monitoring devices, personal digital assistants, and other wireless devices. Wireless devices includes the use of voice and SMS-type messaging services as well as more complex functions, including the general radio service GPRS, third and fourth generation mobile telephony (3G and 4G), and the global positioning system (GPS)44. This facilitates the transformation of healthcare services and data delivery by reaching vast geographical areas45. In contrast, the EU states that mHealth encompasses activities in the medical and public health sector that are carried out using mobile devices such as mobile phones, patient monitoring devices, PDAs, and other wireless devices46.

			In conclusion, it should be emphasised that the solutions proposed by mHealth should be assessed as a valuable contribution of technical, technological, and civilisational progress to the development of innovative medicine. These solutions can help people manage their own health, promote a healthy lifestyle, and access useful information wherever there is a need. Given these considerations, it is necessary to postulate de lege ferenda that mHealth should be understood as a segment of eHealth, in which modern mobile technologies enable medical personnel to improve the patient’s health using mobile tools, such as: mobile phones, tablets, and medical applications, among others. Defining the subject scope of mHealth in this way allows a precise distinction from other terms used in the context of using modern technologies in medicine and the understanding that mHealth is part of the overall concept of eHealth47.

			1.2.4 Telehealth

			The concept of telehealth is another pillar of the overall eHealth concept. It implies the use of virtual communication technologies that remotely transmit data to provide medical care or to train patients and medical staff remotely48. Essentially, telehealth is used in modern medicine as video conferencing, robotics, or other forms of telepresence that gives the impression that a person is in one location when they are actually in another49. The literature emphasises that telehealth involves the use of remote communication tools and technologies to provide healthcare regardless of time or distance50 or the delivery of medical services directly to the home51. Telehealth is also defined as the use of electronic information and telecommunication technologies to support clinical healthcare at a distance52, as well as the technology to provide universal support for healthcare services that connect rural residents to appropriate healthcare53, or a remote system that provides direct patient care54. The World Health Organisation states that telehealth is the provision of healthcare or the exchange of health information through telecommunications technology when participants are separated by a significant distance55. Such solutions are a way to improve healthcare management by offering self-care practices and more convenient and frequent health monitoring compared to traditional healthcare delivery56. Prima facie, it can be seen that there are many different definitions.

			To systematise the nomenclature used concerning the use of modern technologies in the practice of medicine, it should be postulated de lege ferenda that telehealth can be defined as the provision of medical services at a distance using telepresence techniques. The subject matter of the concept examined in this way includes those eHealth services that take place remotely with the direct participation of medical personnel in both real time and asynchronously. The indicated definition of telehealth makes it possible to distinguish two important subcategories: telemedicine and telecare. Due to the specific methodological order of this scientific monograph, the concept of telemedicine will be presented in detail later in the work; here, it is useful to highlight that telemedicine de lege ferenda should be understood as the part of telehealth responsible for the doctors providing medical services at a distance using telepresence techniques57. Telemedicine, meanwhile, uses programmes focused on nursing or on supporting the public in caring for the right level of health58. The main aim of this type of technology is to enable patients to maintain their safety and medical independence in their own homes, particularly where older people are concerned59. Telecare services can range from basic alarm or medication reminder services, providing the ability to respond to specific situations, to integrated early warning and detection systems, including sensing falls or fire and gas concentrations that trigger alerts at specialised response centres60.

			In summary, the concept of telecare de lege ferenda refers to the provision of medical services by non-physicians using telepresence techniques. The difference between this term and telemedicine therefore lies in the level of sophistication that exists in the healthcare provided as determined by the involvement of a specific type of medical personnel.

			1.2.5 Sensory health

			The last segment of the eHealth concept highlighted in this work is sensory health. The literature often points out that part of mHealth is mobile technologies that monitor patients’ health through specialised medical personnel using mobile tools such as mobile phones, tablets, medical apps or other types of mobile tools61. This observation is only somewhat true because sensory solutions do not always have to be mobile, and mobile techniques are not exclusively sensory. Therefore, the use of ICT for remote diagnosis, monitoring of vital functions, or treatment using mobile or non-mobile tools that enable the transfer of medical data to specialised databases can be defined as sensory health. In this sense, a medical sensor is any device with pre-programmed system functions for wireless diagnosis, vital function monitoring or treatment, and transferring medical data between consumers and patients and medical facilities, whether mobile or non-mobile in nature. Such a sensor usually uses a built-in or embedded sensor system that mimics the nervous system, which can both detect and predict internal concerns with medical significance62. This type of solution leads to lower costs and easier maintenance compared to traditional healthcare, which should in principle take place in a clinical or ambulatory setting63.

			There are three main components in sensory health. The first is medical sensors that are responsible for collecting selected health data; the second is the communication system between these sensors and the medical facility databases programmed for this purpose; and the third is the object of observation, which will most often be the patient64. The medical sensory therefore brings together two basic elements, namely the medical sensors and the communication system. The proper correlation of the elements presented is in fact the essence of sensory health; this has universal applications but is most commonly used with older adults, infants, and individuals with chronic illnesses65. It should also be noted that this application of modern technology in medicine is characterised by a higher level of security compared to traditional forms of medical care due to a broader independence from external infrastructure, which creates a lower possibility of interruption66. It is therefore postulated that the solution in question should be seen as a medical monitoring system that is reliable, energy efficient, and secure, and collects health data in real time67. The above remarks lead to a clear statement that de lege ferenda sensor health should be treated as a separate segment of the general concept of eHealth which is responsible for wireless care through the use of medical sensors that enable the collection and transmission of medical data regardless of the patient’s mobility. It should also be suggested that the criterion presented precisely differentiates mHealth and sensory health, indicating their essential differences.

			1.2.6 Medical informatics

			It was noted above that eHealth can be distinguished as a category within digital medicine, but these terms are not the same in the subject matter. Therefore, this work suggests that eHealth should be understood as the external layer of digital medicine, i.e., the service layer, which is visible from the point of view of the ordinary user, i.e. the medical staff or the patient. e-Health should therefore not be equated with the technical infrastructure aspect of digital medicine, including fields that fall within the semantic scope indicated and subsidiarily support the development of modern technologies that can be applied to the practice of medicine, such as big data sets68 and the technologies that manage them69 or artificial intelligence algorithms70. The subject of digital medicine is addressed using medical informatics, which are defined either as the use of computer technology combined with information management to provide patient care71 or as a scientific field dealing with the collection, processing, and transmission of information related to healthcare services72. Health informatics is therefore at the intersection of informatics and healthcare, involving resources, devices, and methods used to optimise the acquisition, storage, retrieval, and use of health information73. In addition, the literature notes that the term health informatics comprises three further categories. First, bioinformatics dealing with the molecular and cellular level of medicine, i.e. methods for gene sequence analysis and high-throughput sequencing. Second, clinical informatics aiming to provide methodological and technical solutions for the representation of data and knowledge as well as the organisation, capture, and storage of consultation and medical interpretation used in practice. Third, public health informatics combining tools, techniques and applications that enable logical inference to be performed at the level of the general population, so that tools can be obtained for cohort tracking, disease registries, or vigilance systems74. A basic example of medical informatics as described here is computerised methods for recording patient data, managing this data, and using it to help medical personnel complete diagnostics or medical treatments and support patients in their daily work or life75.

			In summary, in this work, medical informatics de lege ferenda will be understood as the use of advanced ICT and programming methods to create the technical infrastructure to apply modern technology to the practice of medicine. The above considerations suggest that each category of eHealth, i.e. mHealth, telehealth and sensory health, has a service layer made available to the interested user as well as a technical infrastructure layer. The latter is the responsibility of medical informatics, i.e. the technical infrastructure of digital medicine.

			1.2.7 Subject correlation in digital medicine

			The systemisation described thus far may give the impression that each term defined above has its own precise meaning and scope. It should be noted that this work indicates semantic proposals for the term digital medicine and its derived terms. The digital medicine should be understood as all manifestations of the application of modern technologies in the practice of medicine combined with the fields supporting its function76. Beginning with this assumption, this chapter has suggested that eHealth should not be identified with a technical infrastructure that is invisible to the ordinary user. From this point of view, the external layer of digital medicine is the service layer for stakeholders, both medical staff and patients77. This section then highlighted that mHealth refers to the segment of eHealth in which modern mobile technologies enable medical staff to improve patient health using mobile tools, including mobile phones, tablets, medical apps, and other mobile tools78. Subsequently, it was suggested that telehealth should be equated with the delivery of medical services at a distance using telepresence techniques79. Therefore, the subject outlined thus far includes remote eHealth services that have the direct participation of medical personnel, both in real time and asynchronously. This section also highlighted that sensory health should be considered as a separate component of the overall e-Health concept which is responsible for the care of patients by using medical sensors that enable the collection and transmission of medical data independently of the patient’s mobility80. At the very end, this section proposed that medical informatics be defined as the use of advanced ICT and programming methods to create a technical infrastructure for the application of modern technologies in the practice of medicine81. The definitions proposed may provide useful material for the legislator, whose aim should be systematising and standardising the nomenclature around modern technologies used in medical practice. It would seem appropriate to introduce legal definitions of various terms, such as digital medicine, e-health, telehealth, telemedicine, telecare, sensory health, and medical informatics, into EU law. For example, legal definitions would be useful in Regulation (EU) 2017/745 of the European Parliament and of the Council of 5 April 2017 on medical devices, amending Directive 2001/83/EC, Regulation (EC) No 178/2002 and Regulation (EC) No 1223/2009 and repealing Council Directives 90/385/EEC and 93/42/EEC (hereinafter: Medical Device Regulation)82, and more specifically, its Article 2. This item was chosen because of the request described later in this work to require digital medicine solutions to be certified as medical devices. For this to be done, terminology must be standardised and systematised, and specific legal definitions must be introduced. The systematisation of terminology proposed above serves this purpose and can serve as a foundation for legislative efforts to introduce appropriate legal definitions in Article 2 of the Medical Device Regulation. Nevertheless, it should remembered that, in terms of how modern technology is applied in real life situations, the subject ranges of the mentioned terms are fluid. It may still be that the semantic criteria of a certain type of application may not also meet the definition of another application. The concept of digital medicine may therefore fit into more than one subject area based on the terms presented in this work. For example, a particular digital medicine solution that clearly delivers medical services remotely using telepresence techniques may also use mobile technologies supported by a mobile tool. That solution would therefore fall under the definitions of both telehealth and mHealth. It should still be emphasised, however, that all terms discussed in this work are different from one another.

			1.3 Certification of digital medicine solutions

			1.3.1 Qualification of medical devices as a certification system

			The certification of digital medicine solutions, determined by the specific application of the technology that is being used during medical practice, is of significant importance in both the theory and practice of law. It is important to emphasise that, when seeking the necessary legal solutions to the title issue, the question of what legal construction will be used remains relevant. First, it should be considered whether it is necessary to create new, previously unknown regulations, or whether regulations that have an already tested legal basis can be used, either directly or with appropriate modifications. It would seem that priority should be given to legal norms already in force, assuming that they are suitable. Therefore, in the first instance, priority should be given to a system which is currently provided, irrespective of the existence or otherwise of other certification systems83. The qualification of digital medical solutions as medical devices according to the definition contained in the Medical Device Regulation, which has its origin in the Council Directive 93/42/EEC of 14 June 1993 concerning medical devices (hereinafter: Council Directive 93/42/EEC)84, can be regarded as such a certification system85. This definition should also be included in the normative orders of the Member States of the EU86 as they were obliged to implement Council Directive 93/42/EEC87. This seems to be crucial from the point of view of safety for patients, consumers and medical personnel, which is determined by applying a number of legal standards related to medical devices that provide digital medicine solutions88. According to Article 2(1) of the Medical Device Regulation,

			‘medical device’ means any instrument, apparatus, appliance, software, implant, reagent, material or other article intended by the manufacturer to be used, alone or in combination, for human beings for one or more of the following specific medical purposes: – diagnosis, prevention, monitoring, prediction, prognosis, treatment or alleviation of disease, – diagnosis, monitoring, treatment, alleviation of, or compensation for, an injury or disability, – investigation, replacement or modification of the anatomy or of a physiological or pathological process or state, – providing information by means of in vitro examination of specimens derived from the human body, including organ, blood and tissue donations, and which does not achieve its principal intended action by pharmacological, immunological or metabolic means, in or on the human body, but which may be assisted in its function by such means. The following products shall also be deemed to be medical devices: – devices for the control or support of conception, – products specifically intended for the cleaning, disinfection or sterilisation of devices as referred to in Article 1(4) and of those referred to in the first paragraph of this point.’

			Meanwhile, according to the now repealed Article 1(2). (a) of Council Directive 93/42/EEC

			

			‘medical device’ means any instrument, apparatus, appliance, material or other article, whether used alone or in combination, including the software necessary for its proper application intended by the manufacturer to be used for human beings for the purpose of: – diagnosis, prevention, monitoring, treatment or alleviation of disease, – diagnosis, monitoring, treatment, alleviation of or compensation for an injury or handicap, – investigation, replacement or modification of the anatomy or of a physiological process, – control of conception, and which does not achieve its principal intended action in or on the human body by pharmacological, immunological or metabolic means, but which may be assisted in its function by such means.89

			As the Medical Device Regulation is a relatively new piece of the legislation in the EU, its interpretation will be based mainly on conclusions concerning Council Directive 93/42/EEC, which was developed regarding the definition of a medical device, where the similarity of different definitions is significant. This plays an important role in the context of the decision of the Court of Justice of the European Union (CJEU)90 analysed in section 1.3.2 as it is a prerequisite for maintaining the relevance of the concept’s interpretation.

			1.3.2 Interpretation of the definition of a medical device

			It is important to determine what criteria are used EU law to designate whether digital medical solutions are eligible to be medical devices. This is even more important considering the obligation of the Member States of the EU to interpret national law in accordance with the EU laws designated by CJEU91. The concept of medical device in the Medical Device Regulation and Council Directive 93/42/EEC has the value of being an autonomous characteristic of the EU normative order, which has developed its own principles and concepts and uses autonomous terminology92. This is because EU law has created terms and concepts that do not appear in national legal orders and has given a different meaning to the terms and concepts in Member States’ national laws93. For this reason, CJEU is responsible for independently and uniformly interpreting the concepts used in EU law that do not contain a direct reference to the Member State’s law to determine a law’s meaning and scope94. As the concept of medical device does not contain a direct reference to the national law of the Member States of the EU, an interpretation must be sought that considers the context of the provision and the purpose of the regulation in case law CJEU. The judgment CJEU of 22 November 2012 in Case C-219/11 in Brain Products GmbH v BioSemi VOF, Antonius Pieter Kuiper, Robert Jan Gerard Honsbeek, Alexander Coenraad Metting van Rijn95 is of relevance to the present subject of analysis. However, it only answers whether an article intended by the manufacturer for use in humans with the aim of studying a physiological process constitutes a medical device within the meaning of the third indent of Article 1(2)(a) of Council Directive 93/42/EEC; the answer is that it constitutes a medical device only if it is intended for medical purposes96, which therefore provides an interpretation of the concept of medical device within EU law. It should be emphasised unequivocally that the ruling in question is also of relevance for the proper interpretation of the definition in the Medical Device Regulation, where partial identity with the definition in Council Directive 93/42/EEC is relevant. In light of the above ruling, it should also be noted that only the first, second, and third indents of Article 1(2)(a) of Council Directive 93/42/EEC are inextricably linked to the premise of medical use; the same cannot be said of the fourth indent of this provision97. This is also indirectly apparent from Recital 18 of Council Directive 93/42/EEC; it is noted here that, in view of the specific aims of the fight against AIDS, the EU legislator decided to bring contraceptives within the scope of the legislation to ensure effective quality control regardless of whether they were used for a medical purpose98. Through this recital, the EU legislator indicated that Council Directive 93/42/EEC was applied to devices for human use to regulate conception; however, it did not provide the same reasoning for other devices referred to in Article 1(2)(a) of Council Directive 93/42/EEC. This could imply that the intended use of a device for medical purposes is inextricably linked to the definition of a medical device99. Accordingly, the complete definition of a medical device is determined by the premise that it is used for a medical purpose, apart from devices intended for human beings for the purpose of regulating conception100.

			1.3.3 Digital medicine solutions as medical devices

			These considerations also apply to digital medicine solutions since the concept of a medical device covers objects created by the manufacturer for use in humans for the purposes referred to in the Medical Device Regulation and Council Directive 93/42/EEC only if they are intended for medical purposes. This implies that, if a digital medicine device has not been developed by the manufacturer for medical use, its certification as a medical device is not legally required101. In addition, in the context of digital medicine solutions potentially qualifying as medical devices under EU legislation, it is particularly important to note that a medical device can include instruments, apparati, devices, materials, or other articles, as well as software itself102. Digital medicine solutions may therefore qualify as medical devices in both tangible and intangible dimensions. Tangible digital medicine will include any instrument, apparatus, device, material, or other article used in the practice of medicine using modern technology while intangible digital medicine will include either independently functioning software or software that allows a tangible item to function. Stand-alone software may qualify as a medical device if it is specifically intended by the manufacturer to be used for one or more medical purposes103. Regarding software, the EU legislator has emphasised the fact that, for an item to fall within the scope of the Medical Device Regulation, formerly the Council Directive 93/42/EEC, it is not sufficient for the item to be used in a medical context104. The manufacturer must have intended for it to fulfil at least one medical purpose105. This means, for example, that general-purpose software used in healthcare facilities, which unquestionably belongs to the category of digital medicine, cannot be considered a medical device106.

			In conclusion, it is clear from the above analysis that, if digital medicine solutions in both the tangible and intangible dimensions are intended to be used for at least one medical purpose, their qualification as medical devices as defined under EU law is both legally permissible and required. However, in this context, it is important to consider whether this qualification formula remains valid for digital medical solutions, which have their own particular characteristics determined by the application of modern technology in the practice of medicine. It seems necessary here to distinguish between two different legal situations. The first is when certification of digital medicine solutions as medical devices is optional, and the second is when certification of digital medicine solutions as medical devices is mandatory. In this context, the de lege ferenda certification system for digital medicine solutions in terms of whether they qualify as medical devices should be two-pronged. First, any digital medicine solution, regardless of whether it is directly used for one or more medical purposes, should have the option of being admitted to the certification system as a medical device. Second, those digital medicine solutions that are used for one or more medical purposes should be mandatorily referred to this certification scheme. This solution offers a balanced option as it would in fact be most effective de lege ferenda to have a mandatory system of certification as a medical device for any digital medicine solution, whether tangible or intangible, and irrespective of the premise of direct medical use. This is because the safety of patients or medical staff and the application of a number of standards provided by law for medical devices to digital medicine solutions are at stake. However, the postulate in such a variant, due to the need to ensure the efficiency of the healthcare system, must remain in the realm of abstraction; therefore, it does not apply to the presented question in this work.

			1.4 The concept of telemedicine

			1.4.1 Definition of telemedicine

			As the concept of telemedicine is the main analytical axis of this monograph, it is necessary to define its meaning in detail. It appears that many different definitions of the term under analysis can be found both in the literature and in documents from international organisations or NGOs107. The doctrine notes that telemedicine is the study, monitoring, management, and education of patients and medical staff by means of systems that allow remote access to doctors’ advice and medical information regardless of location of the patient, staff, or the data sought108. Such a system uses a combination of telecommunications and technology as a substitute for the traditional face-to-face contact between patient and doctor109. It also emphasises that telemedicine refers to the use of telecommunications and informatics in medical applications110 or transmission and exchange of medical data via telecommunications networks in real time or asynchronously111. Further semantic proposals assume that telemedicine involves the exchange of medical information between stakeholders via electronic communication in order to protect the health of the patient and the consumer and improve the quality of healthcare provided to them112 or the transformation of traditional medicine through the use of interactive audio-visual methodologies for the transmission of data to assist, educate and research in the field of health113. Other authors postulate that telemedicine is:

			
					the exchange of medical information at a distance, where the data transmitted may include images, calls, laboratory data and any other medically relevant information114,

					the use of telecommunications technology for medical diagnosis, monitoring and therapeutic purposes when stakeholders are separated by distance115,

					technology that makes it possible to deliver care anywhere, anytime, to anyone, regardless of the physical location of the parties involved116,

					interactive audio-visual communication between healthcare providers and their patients117,

					an initiative to enable remote patient-centred monitoring118,

					a model of healthcare delivery, the implementation of which depends on the will of clinical, administrative and policy makers in hospitals, communities, or regions119,

					a tool to solve real problems in medicine concerning people, patients, service quality, and processes120,

					a new approach to caring for patients in remote locations where specialist doctors may not be available121 that has been gaining popularity in recent years,

					geographical separation between medical expertise and medical expert, including interaction via technology122.

			

			Already prima facie, it can be seen that, when analysing the concept of telemedicine, as was the case with the rest of the terminology concerning the application of modern technologies in the practice of medicine, there is a negative phenomenon of definitional chaos. This occurs because most of the authors dealing with this specific research field create their own semantic proposals, considering them appropriate. A remedy to this state of affairs would be to create a legal definition of telemedicine at the level of international cooperation. The definitions already created by recognised organisations could be helpful in this context. For example, the World Health Organisation considers telemedicine to be healthcare services provided in situations where distance is a key factor and which are provided by health professionals using ICT to exchange information for diagnosis, treatment, prevention of illness and injury, research and evaluation, and education of healthcare providers in the interest of improving the health of patients123. Meanwhile, the EU assumes that telemedicine is the provision of healthcare services where traditional patient–doctor or doctor–doctor contact is replaced by remote interaction through ICT124. According to the American Telemedicine Society, telemedicine encompasses an increasing number of applications and services that use two-way video, email, smartphones, wireless tools, and other forms of telecommunications technology125. De lege ferenda, it would seem that these three semantic proposals could provide the substantive foundations for an international initiative to adopt a legal definition of telemedicine. Without such a definition, the literature will continue to produce varying ones, which will further reduce the clarity of the language used in relation to the use of modern technologies in the practice of medicine.

			1.4.2 Essence of telemedicine

			Telemedicine belongs to the broader notion of telehealth, which should be understood as the use of modern technologies in the practice of medicine, where medical services are provided at a distance using telepresence technology126. This definition allows two subcategories to be distinguished: telecare and telemedicine. As already noted, telecare refers to the provision of medical services by non-doctors using telepresence techniques127 while telemedicine is the provision of medical services by doctors at a distance using telepresence techniques128. The proposed semantic boundary between these terms has the advantage of precisely defining their actual material scope and is justified by the level of sophistication of the healthcare services provided depending on what type of medical professional is involved. Discussing the potential solution was important for this paper129 as they demonstrate that, without a legal term to analyse, various definitions appear that may not be fully compatible with each other. However, the intention of explaining the different definitions was to present a universal priority representing their common denominator, the transmission of medical data using ICT to improve patient health. Further, ICT-enabled transmission implies the need to also address the issue of the routineness of the provision of telemedicine services, and that improving the patient’s health should be directly linked to realising the right to health protection and healthcare services, including medical care. This priority, combined with the correct terminological meaning, seems to be the essence of telemedicine. It combines a sensitivity to providing clinical support, overcoming geographical barriers, utilising different types of modern technology, improving health outcomes and, above all, realising the right to health protection and healthcare services, including medical care130. This remark is central to this work as telemedicine is the main axis of reference under analysis. It is critically important to identify the basic building blocks of telemedicine. It is also important to note that the essence of telemedicine thus defined directly prevents the dehumanisation of healthcare that could be caused by the use of modern technology; instead, telemedicine becomes a tool that can help improve accessibility, speed, equity, safety, and quality and reduce the cost of medical services131. It can also support physicians’ work by improving efficiency. However, and this should be strongly emphasised, the widespread implementation of telemedicine solutions is not an end unto itself. It is an adaptation of the achievements of technical, technological, and civilisation progress to the needs and problems of traditionally understood medicine.

			1.4.3 Basic building blocks of telemedicine and their implications

			The above proposed essence of telemedicine provides both a starting point and a target point for defining the most important building blocks of this type of application of modern technology to medical practice; at least three basic building blocks of the telemedicine concept are apparent. First, there is medical data in a form that enables its transmission via ICT. This refers to an electronic medical record, which is a digital reproduction of traditional medical records with functionalities adapted to the current technical, technological, and civilisation progress132. The second building block is the use of an ICT network by doctors for medical purposes. It is necessary not only to use a properly designed ICT network133, but also to ensure that final access to it is provided134. The cross-border nature of telemedicine service provision must therefore also be discussed. The third, and most importantly from an axiological point of view, basic building block of telemedicine is the improvement of the patient’s health135, which should be equated with the realisation of the right to health protection and healthcare services, including medical care. This leads, therefore, to the conclusion that the correlation of the basic structural elements of telemedicine stems, both from the universal priority that is part of its essence, understood as the transmission of medical data using ICT to improve the health of the patient, and on the foundation for the proper semantic meaning which is the rest of the essence of telemedicine. In this case, telemedicine is understood as the provision of medical services by doctors at a distance using telepresence techniques136. For this reason, the basic structural elements of telemedicine are, from the scientific point of view, extremely interesting. They imply that important criteria of telemedicine include adaptation elements that are of momentous importance during implementation: universality, accessibility and permanent substitutability137. Universality refers to who uses telemedicine, which may include, for example, the entire population or a specific group of individuals. Accessibility evaluates the actual ability and capacity of the final beneficiaries to use the implemented solutions. Permanent substitutability assesses whether a traditional solution will be permanently and irrevocably replaced by a modern alternative. The combination these criteria de lege ferenda identifies the actual directives for the adaptation of telemedicine. From a theoretical point of view, these can lead to situations in which it becomes impossible or significantly more difficult to fully implement telemedicine in practical use. For example, they imply that telemedicine can be implemented with several different types of coverage:

			
					global (e.g. entire population) with full availability, together with permanent substitution,

					global (e.g. entire population) with limited availability and no permanent replacement,

					regional (e.g. community groups) with full accessibility, together with permanent substitution,

					regional (e.g. community groups) with limited availability but no permanent replacement,

					non-universal (e.g. selected and informed individuals) with limited availability combined with a permanent substitution.

			

			The main objective of these criteria is to prevent the deployment of telemedicine that is not adapted to the realities of a specific society.

			1.5 Benefits and risks of telemedicine

			1.5.1 Benefits of telemedicine

			The implementation of telemedicine solutions can have a number of benefits improving how the healthcare system functions as well as the status of patients and medical staff. The situation in question does not seem peculiar, as the justification for the application of any modern technology for practical use is usually a catalogue of possible positive effects. Attention is drawn to this fact by researchers138 and to the EU in their normative activity, particularly within the framework of the so-called soft law139. In these sources, the already mentioned potential positive effects of the implementation of telemedicine for general use can be pointed out. Nevertheless, for methodological reasons, these effects should be divided into general and specific benefits. The general benefits of telemedicine can be considered as improving the efficiency of the healthcare system sensu largo and supporting the work of doctors by increasing their efficiency. These indicators also lead to an increase in the confidence and satisfaction of the final beneficiaries. In this light, telemedicine can be understood as a guarantor of the right to health protection as well as a modern tool for the implementation of the right to healthcare services. This observation is crucial for further considerations related to the title issue, particularly the right to health in telemedicine. Meanwhile, the specific benefits of telemedicine can be considered to be improving the accessibility, speed, equity, safety, and quality of medical services and reducing their costs. These benefits are visible as overcoming challenges such as the barriers caused by the distance between the patient and the provider, the lack of access to transport, and the fragmentation of healthcare due to a lack of available appointments and appropriate medical staff. Telemedicine can be particularly beneficial for patients in communities in rural geographic areas where there are staff shortages, in particular because telemedicine avoids concerns regarding distance and travel time. Telemedicine can also increase the efficiency of the healthcare provided while reducing costs by reducing traditional hospitalisation as much as possible. Ultimately, this kind of application of modern technology in practical medicine facilitates greater patient involvement in their healthcare through convenient and flexible medical services delivered in real time or asynchronously. Increased satisfaction of healthcare providers, including medical staff, is also significant.

			In summary, the possible positive effects of implementing telemedicine at the current stage of technical, technological and civilisation progress mean that it should be evaluated as necessary for the proper functioning of modern healthcare systems, which are aimed at full realisation of the right to health protection and healthcare services, including medical services.

			1.5.2 Risks of telemedicine

			A noticeable trend in the literature and the documents from international or non-governmental organisations is that discourses on telemedicine-related topics are conducted exclusively or predominantly from the perspective of the possible positive effects of the use of these technologies in medical practice140. This is clearly an important aspect of the topic of this work that justifies the initiation of implementation activities. However, it is also considered necessary in this work to present the possible negative effects of implementing telemedicine. It should first be noted that the emergence of legal problems associated with the introduction of telemedicine into general use is not of a pejorative nature. These aspects may be described as difficulties for telemedicine at most, but they are not by any means associated risks. The difficulties in question have positive overtones for the legal sciences as they give rise to ways of regulating new, previously unknown matters. For example, their designations within the framework of this monograph are problems related to realising the right to health in telemedicine or the cross-border provision of medical services.

			Still, every innovation has positive and negative factors. It is not possible to make an unambiguously positive or negative assessment of the impact of implementing telemedicine as it is necessary objectively and constructively judge the ratio of possible positive and negative effects. The negative effects of telemedicine can be considered to be its risks. Given that the digital transformation of medicine opens it up to a new field of application, namely cyberspace, cybercrimes become major threats141, particularly those standardised in the Council of Europe Convention on Cybercrime142, on the basis of which it is possible to interpret telemedicine cybercrimes143. This raises the possibility of new types of criminal acts in relation to the telemedical provision of medical services in cyberspace, including several illegal and intentional activities: gaining access to part or all of an information system; using technology to intercept non-public transmissions of data to, from, or within an information system, including electromagnetic emissions from the transmitting information system; destroying, deleting, damaging, or altering data; interfering with the functioning of an information system through introducing, transmitting, destroying, deleting, damaging or altering data; inputting, altering, deleting, or concealing data in such a way that the end product creates inauthentic data; an action designed to deprive another person of their property rights by inputting, altering or deleting data, or through any interference with the functioning of an IT system144. Nevertheless, the risk of cybercrime is part of the nature of the application of modern technology for practical use and cannot be completely eliminated. It should be remembered that these risks can be reduced by introducing legal requirements to use standardised telemedicine systems145 and ensuring that telemedicine programmes have high security standards146. If these conclusions are taken into account, then the ratio of risks to possible positive effects in this case sufficiently justifies the implementation of telemedicine solutions for general use.

			1.6 Summary

			This chapter presents the author’s reflections on the application of modern technologies for practical use in medicine. The author proposed a systematisation of the application of modern technologies in the practice of medicine along with an indication of precise potential scopes of terms such as digital medicine, eHealth, mHealth, telehealth, sensory health, and medical informatics. The author recommended that the term digital medicine should be understood as all manifestations of applications of modern technology in the practical use in medicine, as well as the fields that support its functions. The chapter highlighted that eHealth is the outer layer of digital medicine, i.e. its service layer for stakeholders, both medical staff and patients. It was then suggested that mHealth should considered as the segment of eHealth in which modern mobile technologies enable medical staff to improve a patient’s health using mobile tools, such as mobile phones, tablets, or medical apps, among others. It was further noted that telehealth should be equated with the delivery of medical services at a distance using telepresence techniques. It was emphasised that the subject thus outlined includes eHealth services that take place remotely with the direct participation of medical personnel in both real time and asynchronously. Attention was also drawn to the appropriateness of treating sensory health as a separate component of the overall e-Health concept, which is responsible for the wireless care of patients by means of medical sensors that enable the collection and transmission of medical data regardless of the patient’s mobility. Finally, the author proposed that medical informatics means the use of advanced communication and information technologies and programming methods to create a technical infrastructure for implementing modern technologies in medical practice. The internal correlation of the subject scopes of the above terminology was further defined. It was noted that the scope of the presented definitions are fluid in nature, and that the essence of each of the terms presented is different.

			Accordingly, a semantic basis for further, more advanced scientific considerations was built. The issue of certification of digital medicine solutions was then presented. As part of these considerations, the qualification of digital medicine solutions as medical devices, as defined in the Medical Device Regulation and, earlier, in Council Directive 93/42/EEC, was proposed. It was noted that this is crucial from the point of view of patient and healthcare personnel safety, which is determined by the application of a number of standards provided by law for medical devices used for digital medicine solutions. This was followed by an interpretation of the definition of a medical device under EU law by referencing the relevant CJEU case law. This clarified the EU definition of a medical device as being used for a medical purpose beyond devices intended for human use to regulate reproduction. Importantly, the possibility of qualifying digital medical solutions as medical devices has also been submitted for consideration. In this context, an extensive de lege ferenda postulate is presented.

			These reflections have enabled the author to creatively analyse the concept of telemedicine, providing a basis for interpreting its most important structural elements and the essence of its proper terminological meaning. The author proposed that the universal priority of telemedicine should be the transmission of medical data using ICT to improve patient health, and that telemedicine itself should be understood as the provision of medical services by doctors at a distance using telepresence techniques. In this context, it was logical to present both the current and foreseeable future benefits and risks of using modern technology in medical practice.

			The chapter contains a number of proposals or postulates, and considering them using the theory or practice of law will produce positive results. However, all considerations presented in this chapter should be considered in terms of the overall benefit of telemedicine, i.e., improving the efficiency of the healthcare system sensu largo and supporting doctors’ work by increasing their effectiveness. Telemedicine can thus be seen as a new guarantor of the right to health protection as well as a modern tool for implementing the right to healthcare services. This is crucial for further considerations related to the paper’s aims, particularly the right to health in telemedicine.
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			The right to health in the European Union

			2.1 Introduction

			This chapter aims to present the scope and relevance of the right to health in the EU, which will lead to proposing the concept of the right to health in genere, which is critical to the main analytical axis of this work. The right to health as a determinant of modern technologies in medicine will be discussed, and an outline of the right to health protection and healthcare services will be presented. In this case, in addition to the necessary reporting element, the main purpose of the discussion with be the author’s proposal regarding the right to health based on its division into the rights to health protection and healthcare services, including medical care, and the appropriate definition of each term. The conclusions will derive from the correlation of the essence of the right to health protection and the right to healthcare services, which should lead to a proposal of the substantive and executive aspect of the right to health.

			This discussion is followed by a historical outline of the right to health in EU primary laws, with the legal situation both before and after the Maastricht Treaty as the points of reference, and singling out insights into the significance of the Lisbon Treaty as the next stage in the evolution of European integration. The indicated part of Chapter 2.3, “Historical outline of the right to health in primary law European Union”, aims to highlight the historical possibility of decoding both direct and indirect references to the subject matter of the right to health in primary law of the EU.

			After the above considerations, as a logical continuation of the scientific discourse conducted, the manifestations of the right to health in the current EU law are approximated. This is done by indicating the provisions of the EU CFR, TFEU, and TEU, reflecting the subject matter of the right to health and identifying selected manifestations of its concretisation in secondary EU law. The above considerations allow for the realisation of the significance of the provisions discussed in the EU law system in the context of the law analysed in this chapter.

			Next, the author’s definition of the specific functions of telemedicine in the right to health is proposed, taking into account the distinction between the right to health protection and the right to healthcare services, including medical care. In addition, considerations related to the relationship between telemedicine and equal access to healthcare services are presented.

			

			This chapter concludes with a concise summary containing the author’s observations on the issues raised. Particular emphasis will be placed on the important prerequisite of telemedicine services guaranteeing and realising the right to health to a fuller extent, i.e. increasing equality of access to health services, including medical services, by means of cross-border provision.

			2.2 The subject of the right to health

			2.2.1 The right to health as a determinant of modern technology in medicine

			The issue addressed here requires a methodologically appropriate introduction. The right to health protection and healthcare services, including medical care, are integral and key elements of the right to health as understood through the lens of the research plane analysed within the framework of this monograph147. Importantly, the above assumption is further confirmed in the literature, where one encounters manifestations of how the conceptualisation of the right to health is justified148. The entitlements in question can justifiably be regarded as a critical part of a normatively defined system of human rights protection149. It is necessary to emphasise that, from a theoretical point of view, any modern technology put into practical use should be created and implemented for and applied to human beings. The main goal of innovation should improve everyday life, possibly followed by an increase in the efficiency of the results of the processes carried out. Different types of assumptions seem pointless. This implies, in turn, that modern technologies in the form of telemedicine services that are used in the practice of medicine are obliged to comply with norms of the protection of human rights and, in particular, with those whose core is directly related to the essence of telemedicine, understood as the correlation of the universal priority of telemedicine with its proper terminological meaning150. It seems indisputable that such rights are those relating to human health, which should be an essential part of determining the legitimacy of authorising a particular type of modern technology in medicine.

			2.2.2 Outline of the right to health protection

			The right to health protection is the normatively defined right of every human being to be able to take care of his or her health in material or substantive terms151. What is important here is the abstractly understood concept of the opportunity for individuals to take care of their health, which is both a fundamental human good and extremely subjective in nature, as it is based on the individual’s idea of what health is and on the concrete expectations connected with it152. According to the definition recognised by the World Health Organisation: ‘ Health is a state of complete physical, mental, and social well-being and not merely the absence of disease or infirmity’153; the ability to enjoy the highest attainable level of health is also a fundamental right of every human being, regardless of race, religion, political beliefs, and economic or social conditions154. The right to health protection is referred to in a number of instruments of international law. First Article 55 of the Charter of the United Nations (hereinafter: UN Charter) states that the international community shall promote solutions for international economic, social, health and related issues as well as international cultural and educational cooperation155. Several other documents should also be noted, including: Article 25 of the Universal Declaration of Human Rights (hereinafter: UDHR)156, Article 12 of the International Covenant on Economic, Social and Cultural Rights (hereinafter: ICESCR)157, Article 12 of the Convention on the Elimination of All Forms of Discrimination against Women (hereafter: Convention Against Discrimination Against Women)158, Articles 24 and 25 of the Convention on the Rights of the Child (hereafter: CRC)159, Articles 11 and 13 of the European Social Charter (hereafter: ESC)160, Article 10 of the San Salvador Protocol to the American Convention on Human Rights (hereafter: San Salvador Protocol to the ACHRC)161, Article 16 of the African Charter on Human and Peoples’ Rights (hereafter: ACHPR)162, Article 35 of the Charter of Fundamental Rights of the European Union (hereafter: EU CFR)163, Article 6 and 168 of the Treaty on the Functioning of the European Union (hereafter: TFEU)164 and Article 3 of the Convention for the Protection of Human Rights and Dignity of the Human Being with regard to the Application of Biology and Medicine (hereafter: Convention on Human Rights and Biomedicine)165. References to the right to health protection can be found in all of the above-cited legal provisions, demonstrating its relevance in an international arena that is sensitive to ensuring rights related to human health. The constitutional regulations of modern states are also significant where, as in the international system, the right to health protection is provided for directly or indirectly. This remark applies, for example, to Article 23 of the Constitution of the Kingdom of Belgium (hereafter: CKB166, Article 52 of the Constitution of the Republic of Bulgaria (hereafter: CoRoB)167, Article 59 of the Constitution of the Republic of Croatia (hereafter: CoRoC)168, § 28 of the Constitution of the Republic of Estonia (hereafter: CoRoE)169, § 19 of the Constitution of the Republic of Finland (hereafter: CoRoF)170, § 11 of the Introduction to the Constitution of the French Republic of 27 October 1946 (hereafter: Introduction to the 1946 CoFR.)171, Article 5 of the Constitution of Greece (hereafter: CG)172, Article XX of the Constitution of Hungary (hereafter: CH)173, Article 32 of the Constitution of the Italian Republic (hereafter: CoRoI)174, Article 31 of the Charter of Fundamental Rights and Freedoms (Czech Republic) (hereafter: CZ CFR)175, Article 43 of the Constitution of Spain (hereafter: CS)176 or Article 68 of the Constitution of the Republic of Poland (hereafter: CoRoP)177.

			From this paper’s point of view, the issue that needs the most scientific clarification is the normative character of the right to health protection. The literature notes that this is generally classified as a second-generation right, but it remains directly linked to first-generation rights, such as the rights to life, privacy, and information, as well as the freedom from inhuman or degrading treatment or punishment, or the freedom of conscience and religion178. Because of this special connection, the right to health protection is sometimes classified not only as a typical social right, but also as a personal right179. This distinction is crucial because the concepts protected as personal rights are all goods of the human being that commonly regarded as the most valuable from the point of view of physical, psychological and legal existence, which serving to create appropriate conditions for development and protect against any unjustified interference180. In addition, every human being has the right to these protections, regardless of his or her qualities181. For this reason, personal rights tend to be more general concepts. The normative character of a personal right seems abstract from additional conditions as the essence of such legal norms excludes their relevance. Social rights, on the other hand, generally are programmatic norms addressed to the public authority. They require specific, concrete actions be taken by public authority to guarantee their realization and the material basis of their existence182. Importantly, the subject of a social right is, as a rule, made concrete by indicating its specific feature that links a specific individual with a specific public authority in a legal relationship. Given how this type of relationship functions, it will often be based on the legal status of citizenship. The scope of realisation of the social right is also made dependent on additional conditions, such as the economic conditions of the state that is obliged to take positive action. In the light of this, it is noticeable that there is a dispute about the proper conceptualisation, including the actual normative character of the right to health protection. This dispute is based on the distinction presented above regarding the necessity of deciding whether the right to health protection should be classified as a social or a personal right. However, an important caveat is needed. The right to health protection under analysis here should not be understood through the lens of a specific legal provision, but instead should be understood in the abstract, i.e., as a general human right. This caveat is of momentous theoretical value as it detaches scientific considerations from the specific legal system and the question of how legal provisions are formulated, focusing exclusively on the normative nature of the essence of the right to health protection. A subordinate question of a legal nature, secondarily related to the above, is whether the right to health protection gives rise to a claim on the part of its beneficiary against the State, and thus whether the right to health protection is a subjective right.

			It is important to lean into the scientific issues outlined above in a logical, chronological order because determining the primary issue will affect the understanding of the secondary issue. In this view, the primary legal issue will be to decide whether the right to health protection should be classified as a social right or as a personal right. It is also worth noting that the existence of the already presented dogmatic dispute relating to the subject of the conducted analysis183 does not affect the essence of the dilemma put forward for consideration. Therefore, it is necessary that the essence of the question directly refer to the establishment of a desirable and strictly defined course of reasoning. This must be determined from the point of view of assumptions regarding humanity and the system that protects human rights. The question is related not only to issues that concern legal science, but also, and perhaps, more so foundations of the axiology of human functioning. A critical element is identifying the fundamental matter reflecting the autonomous, internal thinking of the individual. From a methodological point of view, this point of view seems appropriate to clarify whether the right to health protection should be classified as a personal right because a negative result demonstrates that the right to health protection should be classified as a social right.

			To this end, it is first necessary to determine what good constitutes the object of protection of the right to health. Undoubtedly, such a good is not health considered independently; it also includes the abstract understanding of taking care of health and the indirect protection of the right to life184. This is good unquestionably one of the most basic human goods from the point of view of physical, psychological, or legal existence. Significantly, the claim that it serves both to create the right conditions for development and to protect against unjustified external interference seems legitimate. The above theses do not seem controversial; their negation would constitute an unjustified instrumentalisation of the analysed right. Therefore, the presented line of reasoning fulfils the premises of the classification of a personal right in its material aspect185.

			Second, determining the subjective scope of the right to health protection, i.e., concretising the beneficiaries of the mentioned goods is necessary. It should be established whether the right to health protection as understood in the concept of the above-mentioned observations belongs to every human being solely because he or she is a human being. This follows directly from the assumptions of equality and human dignity, and the classification premise of a personal right in the aspect of subjectivity is also fulfilled186. In view of the above remarks, it should be proposed de lege ferenda that the right to health protection as understood within the presented semantic limits should be classified as a personal right, constituting a material guarantee of health protection. The latter should at the same time be regarded as a specific, core feature of the right to health. In addition, the findings presented thus far imply, both primarily and secondarily, that the right to health protection should oblige the public authorities to take positive action that will ensure the essence of the good that will be protected by law, and thus should be seen as a subjective right. A caveat must be made, however, that the claims made fall only within the substantive limits of the right to health as presented.

			2.2.3 Outline of the right to healthcare services

			As was the case when analysing the right to health protection, the right to healthcare services, including medical care, is envisaged in many acts of international law and in the constitutional orders of modern states. Interestingly, as a general rule, the legal bases relevant to the former right are simultaneously relevant to the latter. This is because legal provisions from which the right to health protection can be directly or indirectly interpreted usually also refer directly or indirectly to the right to healthcare services, including medical care, or vice versa, and thus contain at least a general reference to the right to health. Therefore, the right to healthcare services, including medical care, can be identified in Article 55 of the UN Charter, Article 25 of the UDHR, Article 12 of the ICESCR, Article 12 of the Convention Against Discrimination Against Women, Articles 24 and 25 of the CRC, Articles 11 and 13 of the ESC, Article 10 of the Protocol of San Salvador to the ACHRC187, Article 16 of the ACHRC188, Article 35 of the EU CFR, Arts. 6 and 168 of the TFEU, Article 3 of the Convention on Human Rights and Biomedicine189, and in the relevant national regulations, more specifically in Article 23 of the CKB190, Article 52 of the CoRoB191, Article 59 of the CoRoC, Article 28 of the CoRoE192, Article 19 of the CoRoF193, Article 11 of the CFR 1946194, Article 5 of the CG195, Article XX of the CH196, Article 32 of the CoRoI197, Article 31 of the CZ CFR198, Article 43 of the CS199 or Article 68 of the CoRoP.

			The right to healthcare services, including medical care, is a normatively stipulated entitlement of a person to benefit from universally available healthcare services offered by a specific public authority exercising jurisdiction over a well-defined geographical area or individuals over whom it has de facto authority and who exhibit an actual state of unhealth200. From a methodological approach, it should be noted that the material scope of the concept of healthcare is much broader than that of medical care. This is because, in principle, the latter should be determined by the actual medical need, particularly as understood through the lens of clinical, hospital, or pharmacological services. Healthcare, meanwhile, also encompasses all non-clinical, non-hospital, or non-pharmacological health services that have a positive impact on general health. The relationship between these concepts is governed by the unidirectional principle of inclusion of medical care in healthcare. According to this principle, every medical care benefit is also a healthcare benefit, but not every healthcare benefit is a medical care benefit201. As a rule, beneficiaries of the right to healthcare services, including medical care (hereinafter: healthcare), are guaranteed access to the entire health system in genere, and not selectively to a single or selected benefit202. Although the right in question is multifaceted203, it seems that, from a theoretical point of view, its most important element is the concretisation of the medical protection of life and the abstract possibility of taking care of one’s health. This takes place in the form of a precise indication of the types of healthcare services to which specific groups of beneficiaries will be entitled. To this end, public authorities issue legal regulations reflecting the rights under consideration. The main premise of these regulations is to adapt the care offered to the development of medicine by providing increasingly modern healthcare204. However, the latter unfortunately results in a negative tendency to limit the scope of the healthcare in question rather than expand it due to limited material, personnel or financial resources205. It is also important to note that, for the right to healthcare services, there is a social perception regarding to what level the entitlement in question is realised, which usually takes the form of the ideal of a long life in good health and equal and fair access to healthcare services206.

			From the perspective of the present work’s research aim, the key issue requiring clarification is the normative nature of the right to healthcare services. It is necessary to confirm whether the right in question is a social right rather than one giving rise to claims against public authority on the part of the beneficiary207. This is of major theoretical importance as it will determine whether the right to healthcare services in the light of the right to health is characterised by the nature of a purely material guarantee or whether it has a more procedural or executive value. The test already presented is therefore conducted based on two qualifying premises—subjective and material—to verify whether the right to healthcare services is a personal right. A positive result shows that the analysed right has a personal normative character while a negative result certifies that it is a social right. It is therefore essential to immediately establish what type of good is the object of protection of the right to healthcare services. Based on the views represented in the literature, it seems reasonable to suggest that equal access to healthcare, which effectively protects health and guarantees participation in treatment regardless of the material situation of the beneficiary208, should be regarded as such a good. It should be emphasised that such a good is not the healthcare system as such, but is instead fair access to the healthcare system, with the system itself based on the principles of speed, cost reduction, accessibility, equality, safety, and the highest possible quality of services provided. It is worth noting that, in this view, the healthcare system is drawn as an infrastructural component of the right to healthcare services, and the possibility of participating in it appears as the material basis of the entitlement in question. It seems that, due to the particularly close connection between the described legal good and healthcare in genere, it is reasonable to claim that this kind of good may meet the criteria of the personal right in question. However, determination of this would require additional justification beyond the scope of this work. Regardless, healthcare is, as a rule, offered to an individual in a concrete state of facts, where the medical risk can be identified209. The individualisation indicated will most often be linked to the legal status of the nationality of the state obliged to take positive action. This means that the right to healthcare services ex definitione does not belong to every person just because he or she is a human being, but to the person who fulfils additional conditions. The analysis so far therefore leads to the conclusion that the right to healthcare services does not meet the subjective premise of a personal right. For this reason, it has a social normative character that directly affects the determination of its essence. This, in turn, is founded on guaranteeing the realisation of the right to health in the institutional aspect, constituting a means to realise the main objective, i.e. health protection.

			2.2.4 Correlation of the essence of the right to health protection and healthcare services

			In view of the observations made so far, it seems justifiable to postulate that the subject of the right to health, as understood within the semantic boundaries set, should be identified primarily in correlation with the essence of the rights to health protection and healthcare services. The above is a fundamental component of the right to health, which is the main research axis of this paper monograph. In addition, it is worth pointing out that the subject matter also complements other generic elements210. It seems rational, therefore, to theorise that the right to health protection is a substantive guarantee of the right to health, while the right to healthcare services is more executive in nature. First, this means that the right to health has a material aspect, where there is both a legally protected good in the form of self-treated health, the abstractly understood possibility for individuals to care for their health on their own, and the indirect protection of the right to life, and an unconditional subjective scope, according to which every human being, regardless of his or her qualities, should have such a right simply because he or she is a human being. The subjective aspect is of a personal normative nature and materialises in the form of the material core of the right to health.

			Second, the right to health has an executive aspect, in which both the legally protected good (equal access to healthcare that effectively protects health and guarantees access to treatment regardless of the material situation of the beneficiary) and the contingent subjective scope are evident. In this respect, the right ex definitione does not belong to every person just because he or she is a human being, but to the person who fulfils additional conditions211. Consequently, this aspect has a social normative character, concretising itself in the form of the right to healthcare services, which constitutes an institutional guarantee for the realisation of the material aspect of the right to health, which is the most essential means for the realisation of the main objective, i.e. health protection.

			In summary, the above observations on the subject of the right to health postulate that the right to health protection defines the endpoint while the right to healthcare services is the main means to its realisation. Consequently, it is not possible to speak fully of the right to health without any of its aspects, either material or executive.

			2.3 Historical outline of the right to health in primary law of the European Union

			2.3.1 Evolution of the right to health up to the Maastricht Treaty

			When analysing the evolution of the right to health in EU law, it is important to remember the Treaty history, including the idea of European integration and that it was originally purely economic in nature. It was only later that social and political integration mechanisms began to be implemented, with the gradual emergence of guarantees for personal and social human rights as fundamental rights, including the right to health as a reference point. To present the analysed process, it is necessary to examine the treaties that are the most important foundations of the currently functioning EU in chronological order and determine whether there are legal norms directly or indirectly referring to the subject of the right to health. This will be done based on the author’s division of European integration into two stages: economic, leading up to the Treaty on European Union of 7 February 1993 (hereinafter: Maastricht Treaty/TEU)212, and socio-political, after the Maastricht Treaty213.

			There are five treaties within the economic phase. The first treaty was the Treaty establishing the European Coal and Steel Community of 18 April 1951 (hereinafter: TECSC)214. Its main objective, according to Article 2 TECSC, was to define interdependence and contribute to economic development, increase employment, and raise living standards by creating a common market for coal and steel215. This was intended to build confidence and minimise tensions in post-World War II Europe. TECSC therefore lacks indirect or direct references to the right to health.

			Second was the Treaty establishing the European Economic Community of 25 March 1957 (hereinafter: TEEC)216, and third was the Treaty establishing the European Atomic Energy Community of 25 March 1957 (hereinafter: TEAEC)217. Both treaties represented a further stage of integration, the aim of which became general European economic cooperation218. In addition to the purely economic elements, TEEC also included provisions on raising living standards and closer ties between Member States. In the original version of TEEC, as in TECSC, there are no indirect or direct references to the right to health. Notwithstanding this, TEAEC included provisions alluding to a high level of health protection; however, these were only concerned with the use of nuclear energy.

			Fourth was the Treaty establishing a Single Council and a Single Commission of the European Communities of 8 April 1965 (hereinafter: Fusion Treaty)219. The aim of this legislation was to streamline the activities of the Community institutions by establishing a single structure for the European Economic Community (hereafter: EEC), European Atomic Energy Community (hereafter: EURATOM) and European Coal and Steel Community (hereafter: ECSC)220. While the Merger Treaty had a technical value as it maintained the economic nature of European cooperation, it did not contain provisions directly or indirectly referring to the right to health.

			Fifth was the Single European Act of 17 February 1986221 (hereinafter: SEA)222. This treaty made further reforms to the Community institutions, accelerating the decision-making process in preparation for the Single Market primarily by modifying voting procedures in terms of the required majority, strengthening the influence of the parliament, and introducing cooperation and consent procedures223. The SEA implemented the legal basis for the extension of Community policies to new areas related to cooperation at the political and social level into the Treaty provisions, taking a significant step towards fuller European integration that was focused only focused on economic matters, but also on scientific research, environmental protection, or technological development. In turn, from the point of view of the provisions concerning the subject matter of the right to health, the SEA provided for the addition of a new Article 100a to TEEC, according to which, in the legislative procedure, the Commission of the European Communities was obliged to use a high level of base protection in the fields of health, safety, environmental protection, and consumer protection. In addition, the SEA also introduced Article 118a, previously unknown in TEEC, which obliged Member States to attach particular importance to the promotion of improvements, especially in the fields of working environment and protection of workers’ health and safety, and to consider harmonizing conditions in this area to be their objective. The above provisions of the SEA directly refer to the subject matter of the right to health protection, while its provisions for matters such as environmental protections do so indirectly.

			These considerations lead to the conclusion that the idea of European integration was initially of an economic nature, based on the direct and indirect matters of measures related to the right of health, has evolved over time to have a more social and political integration. TECSC, TEEC, TEAEC, and the Merger Treaty did not contain legal norms correlating to the right to health. The SEA did, and by doing so, it represented a significant re-profiling of the idea of European integration towards opening up to social and political cooperation among Member States. The SEA is of momentous importance for the right to health in the EU as it laid the foundation for a new, previously undefined area of EU action, which was fleshed out in the Maastricht Treaty.

			2.3.2 Evolution of the right to health since the Maastricht Treaty

			Four key episodes in the evolution of European integration can be discerned within the socio-political phase. The final episode will be discussed in detail in the next section due to its importance.

			The first episode was the Maastricht Treaty, which introduced the foundations of a monetary union and a political union, particularly through its provisions for a common foreign and home affairs policy and citizenship224. From a historical point of view, this act is important for the development of the EU ideas, as it created the EU225 and renamed the EEC the European Community (hereafter: EC), gave the parliament more powers in the decision-making process, and introduced new levels of cooperation, such as defence or justice226. For these reasons, this piece of legislation should be seen as opening up a new stage of European integration. The Treaty of Maastricht made direct reference to the subject of the right to health, in particular by introducing the new wording of Article 3 of the Treaty establishing the European Community (hereinafter: TEC)227, according to which Community activities were required to contribute to the attaining a high level of health protection. An extension of the above was added to Title X ‘Public Health’ in TEC, where it was confirmed that the EC contributes to ensuring a high level of human health protection in the form of supporting and encouraging cooperation between Member States in the field of public health. Unfortunately, the role of the EC in this respect and for the time being has been limited to incentive measures and recommendations. The provisions of the Maastricht Treaty on consumer protection and the environment did indirectly refer to the subject of the right to health.

			The second episode included the Treaty of Amsterdam, which amended the Treaty on European Union, the Treaties establishing the European Communities, and certain related acts of 2 October 1997 (hereinafter: the Treaty of Amsterdam)228, which clarified TEU and TEC and made further structural changes to prepare EU for the accession of new Member States. This was primarily done by increasing the importance of the ordinary legislative procedure to minimise the complexity of EU decision-making in the EU229. Although the Treaty of Amsterdam was more technical, it also included provisions that directly addressed the subject of the right to health. Under it, Article 129 TEC was amended to indicate that a high level of human health protection should be ensured in the definition and implementation of all Union policies and activities. This emphasis was directed towards improving public health, preventing human illness and diseases, and obviating sources of danger to human health, including health information and education and combating pandemics. The Treaty of Amsterdam provided the EU with a mandate not only to take incentive measures and recommendations, as the Maastricht Treaty did, but also to adopt legal instruments that set high standards of quality and safety for organs and substances of human origin, blood and blood derivatives, and to adopt measures in the veterinary and phytosanitary fields that were directly aimed at protecting public health. It was emphasised that any Community action in the field of public health must respect the responsibility of the Member States for the organisation and delivery of healthcare and medical care services. The Amsterdam Treaty also included provisions indirectly relating to the subject of the right to health, particularly the legislative procedure, the working environment and occupational safety, and consumer protection.

			The third episode involved the Treaty of Nice, which amended the Treaty on European Union, the Treaties establishing the European Communities, and certain related acts of 26 February 2001 (hereinafter: the Treaty of Nice)230. These amendments were made mainly through changes in the method of composition of the Union’s institutions, enabling the EU to function effectively and efficiently with 25 Member States231. Due to the extremely technical nature of the treaty in question, it did not provide for provisions directly addressing the subject of the right to health protection. It contains only indirect references on this level in the form of provisions concerning the protection of the health and safety of workers and the conclusion of international agreements on trade in human health services.

			In conclusion, the considerations so far justify the claim that, from the Maastricht Treaty, via the Treaty of Amsterdam, to the Treaty of Nice, it is possible to observe an increasingly fuller, more complete, and more effective handling of the issues of both health protection and access to healthcare services, i.e., in genere the right to health in the EU. This clearly shows that this issue is a priority for the EU and requires an in-depth and comprehensive academic approach.

			2.3.3 The Lisbon Treaty as the next chapter in evolution

			The separation of the Treaty of Lisbon amending the Treaty on European Union and the Treaty establishing the European Community of 13 December 2007 (hereinafter: the Treaty of Lisbon)232 for a separate analysis is justified by the two-pronged nature of its significance. The Treaty of Lisbon can be examined from a historical point of view, but it is also a source of current primary law in the EU. The Treaty should therefore be seen through the lens of the boundary between what can be defined in terms of the past and what remains current today. Under it, TEC was renamed TFEU, and the main objective of the changes carried out at the time was to enable the EU to represent a unified position on global issues233. This was also designed to strengthen the efficiency and democratic principles throughout EU234. To this end, the Lisbon Treaty provided for a citizens’ initiative, a new EU diplomatic service, a new High Representative for Foreign Affairs, a permanent President of the European Council, a change in voting procedures in the EU Council, an increase in the powers of the European Parliament, and a clarification of which powers belong to the EU, to the Member States, and which ones are shared between them235. In addition, compatible modifications were made to the objectives and values of the EU. Importantly, the Lisbon Treaty also amended Article 6 of TEU where, according to its new wording, EU recognised the rights, freedoms and principles set out in the Charter of Fundamental Rights of the European Union of 7 December 2000, as adapted on 12 December 2007 in Strasbourg236. By virtue of the same provision, EU CFR was given a legal force equal to that of the Treaties, making it an integral part of primary law. Since the legal status of primary law of the EU, as shaped in accordance with the provisions of the Lisbon Treaty, is current and universally applicable, a discussion of its direct and indirect references on the subject matter of the right to health will be discussed in the next subsection. However, for the moment, it can be pointed out that this Treaty represents a furthering of European integration but does not seem to be its final manifestation.

			2.4 The right to health in current European Union law

			2.4.1 Reflecting the right to health in the EU CFR

			A number of references to the subject of the right to health can be seen in the current primary law of the EU as shaped by the Lisbon Treaty. It should be emphasised, however, that primary EU law consists essentially of the founding treaties, the accession treaties of the Member States of the EU, and their protocols and annexes237. In addition, as noted above, under the Lisbon Treaty, EU CFR has been given a legal force equal to that of the Treaties. This means that the EU CFR should also be counted as a primary law of the EU238. Due to the different nature of the indicated sources of the EU law, it becomes necessary to select the group of primary law acts that are most important for determining references to the subject of the right to health protection. This group appears to be EU CFR and the founding Treaties, and TEU and TFEU in particular, as they constitute the foundation of the current EU and how it functions. In this regard, EU CFR includes Article 35, according to which:

			Everyone has the right of access to preventive healthcare and the right to benefit from medical treatment under the conditions established by national laws and practices. A high level of human health protection shall be ensured in the definition and implementation of all the Union’s policies and activities.239

			It therefore follows that one of the EU is to guarantee a high level of protection for human health, as the quoted provision constitutes a fundamental right in the EU240. Interestingly, the quoted legal norm not only confirms that the EU respects the right to healthcare services and to benefit from medical treatment, but it directly ensures the right of access to such services241. This means that Article 35 of the EU CFR directly references the executive aspect of the right to health. In addition, its declaration that the EU is concerned with a high level of health protection constitutes an abstractly understood reference to the object of the right to health in the material aspect. Unfortunately, despite the positive qualities of the norm presented, it has an illusory character because the content of Article 35 EU CFR introduces a significant limitation by referring to conditions established in national legislation and practices242. This leads to the conclusion that, although the EU is formally the addressee of the norm in question, it has only been obliged to implement claims that have arisen under the national law of the Member States and not to determine the types or scope of said claims243. Accordingly, it may indeed be justified to claim that this right in the EU forum is illusory in nature, and that its concretisation can occur by referencing legislation from the Member States of the EU. In addition, the EU CFR includes provisions that indirectly refer to the subject matter of the right to health, specifically concerning due and fair working conditions244, the prohibition of child labour, and the protection of young people at work245.

			2.4.2 Reflecting the right to health in TFEU and TEU

			To keep the analysis systematic, it is necessary to make similar observations about TFEU and TEU as were considered for the EU CFR. In the context of the first treaty, it should be emphasised that TFEU contains numerous references to the subject of the right to health, which is already evident directly in its Article 6. According to this provision, the EU is competent to carry out actions to support, coordinate, or supplement the action of the Member States in the field of protection and improvement of human health246. Therefore, irrespective of other provisions of the EU law, the EU has an independent treaty basis to take action on both the right to health and the right to healthcare services, and thus on the subject of the right to health in general. This carries the proviso that the action in question should be subsidiary to the above. However, according to Article 9 TFEU, in defining and implementing its policies and activities, the EU should consider the requirements linked not only to the provision of adequate social protection or the fight against social exclusion, but also to the provision of a high level of employment, education, training and protection of human health247. The legal norms outlined above make it clear that the EU focuses its activities to the fullest possible on fulfilling the demands from the Member States for effective quality, safety, and accessibility of national health systems. Turning to more specific treaty provisions, it should be noted that, based on Article 114 TFEU, the European Commission has an obligation248 to use a high base level of protection in the field of healthcare, particularly considering any changes based on scientific facts249.

			Nevertheless, the most momentous TFEU provisions directly related to the right to health are those contained in Title XIV Public Health. Firstly, according to Article 168 TFEU(1), a high level of human health protection must be ensured in the definition and implementation of all policies and activities of the EU with a view to improving public health, preventing human diseases and ailments, and removing sources of danger to physical and mental health250. This includes combating pandemics by promoting research into their causes, how they spread, and how they can be prevented, as well as by collecting information, enhancing health education, and monitoring serious cross-border health threats, providing early warning when they occur and combating them. The cited legal standard also emphasises that EU complements Member States’ actions to reduce the harmful effects of drug abuse on health, including information and prevention.

			Second, according to Article 168(2) TFEU, the EU encourages cooperation between Member States in the field of health and, where necessary, supports their actions by encouraging cooperation between them to increase the complementarity of their healthcare services in border regions251. In addition, Member States of the EU should, in cooperation with the European Commission, coordinate their own policies and programmes relating to the areas in paragraph 1 of Article 168 TFEU among themselves.

			Third, in accordance with Article 168(3) TFEU, the EU and Member States remain open to cooperation with developing countries and international organisations competent in the field of public health252. Fourth, in accordance with Article 168(4) TFEU, the European Parliament and the Council of the European Union promote the described objectives by adopting not only measures that set high standards of quality and safety for organs and substances of human origin, blood and blood derivatives. This article also references to the veterinary and phytosanitary fields that directly relate to the protection of public health or measure that set high standards of quality and safety for medicinal products and medical devices253.

			Fifth, under Article 168(5) TFEU, the European Parliament and the Council of the European Union are empowered to adopt many different measures, including: incentive measures designed to protect and improve human health; measures concerning monitoring, early warning of, and combating serious cross-border threats to health; and measures that are directly intended to protect public health in relation to tobacco and alcohol abuse254. Sixth, according to Article 168(6) TFEU, the Council of the European Union may, on a proposal from the European Commission, adopt recommendations for the attainment of the objectives set out in Article 168 TFEU255.

			Seventh, Article 168(7) TFEU includes a declaration that the EU shall conduct its activities with due regard to the responsibilities of the Member EU States regarding definitions of their health policy and the organisation and delivery of health services and medical care. These items are designed to include the management of health services and medical care as well as the allocation of resources assigned to them256. In the context of Article 168 TFEU as a whole, it should be emphasised that this Article provides a concrete treaty basis for EU public health action that manifests particularly through secondary EU acts and soft law acts257. This suggests that the correlation of Articles 6, 9, 114, and 168 TFEU confirms the increasing prominence of public health in the EU, including the rights to health protection and healthcare services258. This means, therefore, that one of the priorities of the EU is to ensure that the dispositions of the legal norms cited above are fulfilled, respecting the obligations of the Member States in defining their health policy as well as the organisation and delivery of health services and medical care. This is further confirmed by the indirect references to the right to health in TFEU, which mentions shared competences between the EU and the Member States EU259 that improve the working environment260, promote consumer protection261, and protect the environment262. TEU, however, lacks direct references to the right to health because it is a more programmatic treaty that functions as the basis of the EU’s ability to achieve the common objectives of the Member States263. TEU sets the general orientations, values, and objectives of the EU264, and represents a new stage in the process of creating an ever closer union in Europe, where decisions are taken with the utmost respect for the principle of openness and as close to the citizens as possible265. This does not mean, however, that indirect references to the right to health cannot be identified in TEU. They are visible primarily in the provisions on values266 and objectives of the EU267, as well as declaring the recognition of the rights, freedoms and principles contained in the EU CFR268.

			In conclusion, the above analysis of primary law in the EU clearly shows that there are indirect and direct references to the right to health, which increases the level of significance of the subject matter by determining its general directions and objectives. This seems to be the way to read the role of the legal norms relevant to the title issue at this research level. Obviously, these general directions, objectives or principles await concretisation within the framework of the EU law, which generally takes place in the form of secondary EU law.

			2.4.3 Concretisation of the right to health in secondary legislation

			As noted above, the conclusions of the analysis of primary law of the EU from the point of view of the existence of direct and indirect references to the right to health emphasised the need to examine how the indicated general directions, objectives, or principles were concretised within the framework of secondary law in the EU. Obviously, due to the volume of the presented issue and in view of the primary research aim of this work, it is necessary to limit the discussion to specific, relevant references to the right to health in secondary EU law.

			These examples include acts from areas that relate to patients’ rights in cross-border healthcare, cross-border health risks, tobacco products, organs, blood, tissues, cells, pharmaceuticals, and medical devices. Therefore, the first example is Directive 2011/24/EU of the European Parliament and of the Council of 9 March 2011 on the application of patients’ rights in cross-border healthcare269 (hereinafter: Directive on Patient’s Rights in Cross-border Healthcare/DPRCH), which was adopted on the basis of Articles 114 and 168 TFEU. It constitutes a normative development of the primary EU legislation regarding these matters, i.e., facilitating access to safe and high-quality cross-border healthcare and promoting cooperation in the context of healthcare between Member States of the EU while fully respecting national competencies in the organisation and delivery of healthcare270. This directive is central to this work and will therefore be discussed in detail in the following sections271.

			Another example of these secondary laws is Decision No 1082/2013/EU of the European Parliament and of the Council of 22 October 2013 on serious cross-border threats to health and repealing Decision No 2119/98/EC (hereinafter: the Decision On Serious Cross-border Threats To Health)272. This Decision was adopted mainly on the basis of Article 168(5) TFEU, concretising it. It specifies rules related to epidemiological surveillance and monitoring of serious cross-border health threats to allow for early warning and control, including preparedness and response planning to coordinate and complement national policies273.

			A third example is Directive 2014/40/EU of the European Parliament and of the Council of 3 April 2014 on the approximation of the laws, regulations and administrative provisions of the Member States on the manufacture, presentation and sale of tobacco and related products and repealing Directive 2001/37/EC (hereinafter: the Tobacco Products Directive)274, which was issued specifically on the basis of Article 53(1), 62 and 114 TFEU275. The purpose of this Directive is to approximate the laws, regulations, and administrative provisions of the Member States of the EU, inter alia, on ingredients, emitted substances, and distance selling, labelling, and packaging of tobacco products over borders276.

			A fourth example is Directive 2002/98/EC of the European Parliament and of the Council of 27 January 2003, which set standards of quality and safety for the collection, testing, processing, storage and distribution of human blood and blood components. This Directive amended Directive 2001/83/EC (hereinafter: Human Blood Directive)277 and Directive 2004/23/EC of the European Parliament and of the Council of 31 March 2004 which had set standards of quality and safety for the donation, procurement, testing, processing, preservation, storage, and distribution of human tissues and cells (hereinafter: Human Tissues and Cells Directive)278. These standards were adopted following the use of Article 152(4)(a) TEC, which is the equivalent of Article 168(4)(a) TFEU. The object of both Directives is to define standards of quality and safety for human blood and blood components as well as human tissues and cells intended for human applications to ensure a high level of human health protection279.

			A fifth example is Regulation (EC) No 726/2004 of the European Parliament and of the Council of 31 March 2004, which laid down Community procedures for the authorisation and supervision of medicinal products for human and veterinary use and established a European Medicines Agency (hereinafter: the Medicinal Products Regulation)280. It was adopted on the basis of Article 152(4)(b) TEC, which has identical wording to Article 168(4)(b) TFEU. However, Article 168(4)(c) appears to be the relevant legal basis for the regulation. The main task of the Medicinal Products Regulation is to implement the EU standards for medicinal products for human use and veterinary medicinal products281.

			A final example is the already cited Medical Device Regulation, which was issued specifically based on Articles 114 and 168(4)(c) TFEU. All of these examples show how treaty provisions defined as relating to the right to health are concretised under secondary law. The Directive on Patients’ Rights in Cross-Border Healthcare, the Decision on Serious Cross-Border Health Risks, the Tobacco Products Directive, the Human Blood Directive, the Human Tissues and Cells Directive, the Medicinal Products Regulation, and the Medical Device Regulation all present different sectoral approaches to the right to health in the EU; they all address particular details of treaty provisions that include general orientations, objectives, or principles related to the right to health.

			2.5 The right to health in telemedicine

			2.5.1 Telemedicine as a new guarantor of protection of the right to health

			Considering the observations to this point, it is appropriate to discuss the function of telemedicine in the context of the personal right to health protection. The key elements of this analysis will be the essence of telemedicine, the definition of the right to health, and the material aspect of the right to health protection, as already presented.

			In this regard, following the order above, it should be recalled that the essence of telemedicine consists of a combination of its universal priority and its proper terminological meaning282; it constitutes the provision of medical services by doctors at a distance using telepresence techniques that transmit medical data using ICT with the goal of improving patient health. Next, it is important that the right to health protection should be understood as a normatively defined personal right of every individual, providing the possibility to take care of one’s health in a material or substantive aspect. The importance lies on the abstractly understood opportunity to take care of one’s health, which is both a fundamental good and of an extremely subjective nature283. Ultimately, no less important is the suggestion that protection of the right to health is a material guarantee of the right itself284. This work has suggested that there is a material aspect to the right to health, which is both a legally protected good in the form of health taken on its own, the abstractly understood possibility to take care of one’s health, and the indirect protection of the right to life. There is also an unconditional subjective scope, according to which every person, regardless of his or her qualities, should have the right to health simply because he or she is a human being.

			Relying on the above-mentioned elements of this work, additional authorial insights on the topic are justified. To decode the function of telemedicine in the context of the personal right to health protection, a cross-interpretation of the components thus defined appears to be sufficient. Therefore, de lege ferenda, after presenting the main motives of logical reasoning, the function of telemedicine in protecting the right to health should be seen as a substantive guarantee of a normatively defined personal right for every human being, ensuring that his or her health can be cared for substantively. There should also be a properly defined, legally protected scope for both goods and subjective aspects that provide medical services by doctors across distances using telepresence techniques and ICT methods to transmit medical data with the goal of improving the patient’s health285. This means, simplistically, that the claim that telemedicine is fully predisposed to act as a new guarantor of the substantive nucleus of the right to health, i.e., to act as a guarantor of the right to health protection, seems justified286. While this may be the case in areas other than the EU, as already noted, the EU faces elaborate legal references to the right to health.

			2.5.2 Telemedicine as a modern tool for realising the right to healthcare services

			Along with its function in protecting the right to health, telemedicine must be examined in the context of the right to healthcare services. This is done with a similar procedure that is based on the same methodology. However, the logical premises differ because the essence of telemedicine should be considered the first premise, the determination of the right to healthcare services as the second, and the enforcement of the right to health as the third.

			Given that the essence of telemedicine has been presented previously in this paper, it is appropriate both to refer to the previous sections of this paper and to provide an overview of the other two premises. It should be reiterated that the right to healthcare services must be understood that universally available healthcare services should be a normatively stipulated social entitlement of a human being. These services should be offered by a specific public authority exercising jurisdiction over a well-defined geographical area or individuals over whom it has de facto authority and who exhibit an actual state of unhealth287. The right to health has both a material and an executive aspect; the material aspect refers to the legally protected good in the form of equal access to healthcare that effectively protects health and guarantees access to treatment regardless of the individual’s material situation while the executive aspect is the conditional subjective scope288. Essentially, the right to health consists of offering healthcare services to an individualised subject in a concretised factual situation where medical risks can be identified. As with the function of telemedicine regarding protecting the right to health, a cross interpretation of the analytical segments presented suggests that, de lege ferenda, the function of telemedicine in the right to healthcare services should be viewed through the lens of executive realisation of a normatively envisaged human social entitlement. This ensures that the provision of telemedicine offers an individual equal enjoyment of universally available healthcare services that have a well-defined legally protected good and subjective scope289. Telemedicine appears to have the necessary qualities to act as a new institutional guarantor for realising the material aspect of the right to health and constituting the most relevant means for achieving its main objective, i.e., health protection. Telemedicine should therefore be considered as a modern tool for realising the right to healthcare services.

			The functions of telemedicine in the right to health that have been defined thus far suggest that access to telemedicine, like access to healthcare services, should be treated as a human right, specifically, a patient right. This acknowledgement should be made internationally; one example of how this could be done would be amending Article 3 of the Convention on Human Rights and Biomedicine. In terms of Polish law, the Act of 6 November 2008 on Patients’ Rights and the Ombudsman for Patients’ Rights290 could be amended. This would involve either amending the current Articles 6, 7, and 8 of the Act by adding the right of access to telemedicine services to their material scope, or adding a new Article 6 prim, which would directly provide for the patient’s right of access to telemedicine.

			2.5.3 Telemedicine and equal access to healthcare services

			In light of the above considerations, one more point must be highlighted. The premise of equal access to health services has been presented as a key structural element of the legally protected good in the right to healthcare services. It is significant that the same legally protected good has been indicated as part of the telemedicine function in the same law. This implies agreement with the concept that equality requires that the beneficiaries of the indicated right should receive care determined by their health needs and not by non-health factors, for example, such as their ability to pay for the services provided291. The principle of equality in the right to health is therefore fundamental; however, unfortunately, the actual achievement of precisely equal access to healthcare services can only be assessed in abstract terms. Action to reduce manifestations of inequality should therefore be seen as a priority.

			The indicated enhancement of prima facie equality should be directly linked to the realisation of the right to healthcare services, which also constitutes the implementation aspect of the right to health. It guarantees the realisation of the substantive aspect of the right to health, which is the most relevant means for realising the main objective, i.e. health protection. This also implies that the objective of increasing equality in access to healthcare services should be indirectly linked to the right to health protection, thus constituting an essential component of the entire concept of the right to health. In turn, applying modern technology in the form of telemedicine to the practice of medicine can lead not only to increased speed, safety, quality, and reduced costs, it can also improve equality in access to healthcare services. However, for this to be possible, barriers caused by the distance between patient and provider must be overcome. One factor supporting the realisation of the outlined objective is the guarantee of a well-defined cross-border nature of healthcare services, including telemedicine services, which is the focus of Chapter 3 in this monograph.

			In light of this discussion, it seems reasonable to claim that telemedicine, when able to function across borders, is an even more complete instrument for increasing equality of access to healthcare services in genere, allowing distance and travel time to become irrelevant.

			2.6 Summary

			This chapter presented the author’s reflections on the right to health in the EU. The fundamental premise was to propose a concept of the right to health in genere, which has momentous significance for the main analytical axis of this work. The discussion found that the rights to health protection and healthcare services are integral elements of the right to health as understood through the lens of the research analysed within this work.

			Considering this, the right to health as a determinant of modern technologies in medicine is presented. Modern technologies, such as telemedicine services, are used in medical practice to comply with norms in the field of human rights protection, specifically those whose core is directly related to the priority and terminology of telemedicine, i.e., with rights that concern human health.

			The outlines of the rights to health protection and healthcare services were then presented. It was emphasised that the right to health protection is the normatively determined right of every human being to be able to take care of his or her health in material or substantive terms, while the right to healthcare services is the normatively determined entitlement of a human being to benefit from generally available healthcare services that are offered by a specific public authority exercising jurisdiction over a well-defined geographical area or individuals over whom it has actual authority and who exhibit an actual state of health. An analysis of their normative nature was also conducted. Based on this, the right to health protection should be classified as a personal right constituting a material guarantee of health protection, and that the right to healthcare services should be viewed through its social normative character. This character directly influences the determination of its essence based on guaranteeing the implementation of the right to health in the institutional aspect, constituting a means to achieve the main objective, i.e. health protection.

			The conclusions drawn from the correlation of the essence of the rights to health protection and healthcare services led to proposing the substantive and enforcement aspects of the right to health. On this basis, a historical outline of the right to health in EU primary law was presented, noting the reference points in the legal situations both before and after the Maastricht Treaty and singling out insights on the significance of the Lisbon Treaty as the next stage in the evolution of European integration. A historical perspective can decode both direct and indirect references to the right to health in the EU’s primary law.

			As a logical continuation of this discourse, the manifestations of the right to health in the current EU law were approximated by identifying provisions under EU CFR, TFEU, and TEU that reflected the right to health and identifying specific manifestations of its concretisation in secondary EU law. The importance of the provisions referring to the right to health in the EU was highlighted, and attention was also drawn to how the primary law of the EU, by setting general directions, objectives, or principles concerning its human health policy, is concretised in the secondary law of the EU.

			The final subsection addressed how to define the specific functions of telemedicine in the right to health protection, considering the distinction between the rights to health protection and healthcare services. Telemedicine was proposed as a new guarantor of the right to health protection and as a modern institutional implementer of the material aspect of the right to health, constituting the most relevant means of achieving health protection. It was stressed that it is currently impossible to achieve equal access to healthcare services, and that telemedicine can reduce inequalities as it works across borders and makes distance and travel time irrelevant.

			Based on this, it can be argued that telemedicine is useful as a subsidiary instrument to the traditional healthcare system, with the two systems operating in parallel. Currently, however, it seems unreasonable to see telemedicine as a permanent successor to current solutions, although this may be possible in the future. To exploit the full potential of telemedicine solutions, it is necessary to emphasise its cross-border nature, which enhances equality of access to healthcare services. This observation is crucial for further considerations related to the major aim of this work, particularly the cross-border provision of healthcare services in the EU.
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			Cross-border healthcare provision in the European Union

			3.1 Introduction

			This chapter aims to analyse the conditions, principles and interpretation of the law in the context of the cross-border provision of healthcare services in the EU. This leads directly to demonstrating whether it is possible to qualify telemedicine services as services within the meaning of the EU law. To this end, general considerations regarding the internal market in the light of the free movement of services are presented. Within this framework, attention is turned towards the characteristics of the internal market in genere, the outline of the free movement of services, and the EU definition of a service. In addition to the necessary reporting elements, the discussion also draws attention to the relevance of the presented issue not only for the main research area of this work, but also more broadly, i.e., for the discipline of legal sciences in general. The chapter is concluded with a discussion of treaty norms regarding the freedom of movement of services, where the need to establish a more complete relationship between the right to health and the cross-border provision of telemedicine services in the EU will be highlighted.

			The issue of the free movement of healthcare services is then analysed; the concept of healthcare services is first proposed within this section. Building on these findings and considering literature and case law, the possibility of healthcare services qualifying as services of the EU internal market is examined. In addition, an integral complement to this will be discussing the possibility of introducing restrictions to the free movement of healthcare services in light of the CJEU proportionality test. These insights will form the basis for more far-reaching conclusions, including those on cross-borderism, as alternative solutions.

			Following the above discourse, the issue of patients’ rights in cross-border healthcare is discussed as a logical consequence. Within this framework, attention is directed towards both the aim of defining cross-border patients’ rights and the obligations of Member States of the EU. This will make it possible to undertake a reflection on telemedicine as a subject of cross-border healthcare. The final chapter analyses telemedicine services in cross-border healthcare in the final part of the chapter; a definition for telemedicine services is presented, and an attempt is made to establish qualifying telemedicine services as internal market services of the EU.

			The chapter will conclude with a succinct summary of the author’s observations on the issues raised in the chapter, emphasising specific, topical issues related to the cross-border provision of telemedicine services in the EU that arise from realising the right to health.

			3.2 The internal market in the light of the free movement of services

			3.2.1 Characteristics of the internal market in genere

			The basic principles of the EU’s internal market are set out in the relevant provisions of primary law. According to Article 26 TFEU, the internal market comprises an area without internal frontiers in which the free movement of goods, persons, services, and capital is ensured292. The broad nature of this topic exceeds the scope of this monograph, so the discussion is limited to presenting the general assumptions underlying the concept of the EU’s internal market, which is one of the most important achievements of the EU’s legal, political, and economic293 value.

			In the light of the above observations, it should first be noted that the free movement of goods is intended to remove any direct or indirect impediment to EU trade, either potential or actual294. It consists of three key prohibitions: under Article 30 TFEU, customs duties and charges having equivalent effect are prohibited; under Articles 34 and 35 TFEU, quantitative restrictions on imports and exports and all measures having equivalent effect are prohibited; and under Article 110 TFEU, discriminatory or protectionist taxation of goods originating in other Member States is prohibited295.

			Second, it should be mentioned that the free movement of persons generally consists of three essential components. This combines the free movement of workers in Article 45 TFEU, the freedom of establishment in Article 49 TFEU, and the freedoms that derive from simply possessing EU citizenship296. Article 21 TFEU, according to which every EU37 citizen has the right to move and reside freely within the territory of the EU Member States, subject to the limitations and conditions indicated in primary and secondary law, is of momentous importance297. Taken as a whole, the beneficiaries of the EU law institution in question include not only natural citizens but also legal entities. The CJEU interpretation of the legal norms defining the free movement of persons is also significant as it directly indicates that these provisions aim to facilitation EU citizens’ ability to conduct professional activities in the EU area and oppose actions that could disadvantage them in other Member States298, even if the measures adopted are not of a discriminatory nature299.

			Third, the free movement of capital comprises the prohibition of restrictions on capital movements and payments between Member States of the EU as well as between Member States and developing countries. National measures that consist of discouraging non-residents from investing in a particular Member State of the EU or residents of one Member State from investing in another country300 are therefore impermissible. Finally, the free movement of services, which is one of the essential points of reference in this work, will be discussed in more detail in the next subsection.

			The issues raised so far have been aimed at presenting a general characterisation of the idea of the internal market of the EU, which is the foundation for cross-border provision of healthcare services in the European Union. The intentional generality of the presented issues has been forced by the size of the overall topic and the desire to thoroughly address the main research aim of this work. However, the importance of these issues cannot be denied. It is therefore necessary to refer to the body of doctrine301 and case law CJEU302.

			3.2.2 Outline of the free movement of services

			Notably, pursuant to Article 56 TFEU, restrictions on the free provision of services within the EU are prohibited for nationals of EU Member States who are established in a Member State other than the one where they will receive a service. The freedom to provide services therefore prohibits any form of discrimination against a service provider established in another Member State of the EU on the basis of nationality and abolishes any restriction which stops or further restricts the activities of a service provider from another Member State where he or she lawfully provides his services303, regardless of whether the restrictions in question apply equally to national service providers and those from other Member States of the EU. This institution also prohibits the existence or introduction of national rules that make it more difficult to provide cross-border services than to provide services exclusively on the market of one Member State of the EU304. Further, Article 56 TFEU directly authorises the European Parliament and the Council of the EU to extend the benefits of the free movement of services to nationals from developing countries who are established within the EU. In turn, according to Article 61 TFEU, as long as the restrictions on the free provision of services have not been abolished, each Member State of the EU shall apply these restrictions to all service providers who are nationals from Member States and are established in a Member State of the EU37 which differs from the national origin of the person receiving the service, regardless of nationality or residence.

			It is important to underline that the freedom to provide services is a treaty-based source for the analysis concerning the cross-border provision of healthcare services in the EU. In other words, it is a matter of general application which allows for more specific rules on the freedom of movement to be established regarding concretised types of services. Concretisation may take the form of either secondary legislation, which establishes specific rules on the freedom of movement of services, or case law CJEU, which may establish an autonomous understanding of the EU legal norms already in force.

			3.2.3 EU definition of service

			In the context of the freedom of movement of services within the internal market of the EU, the EU definition of a service is important as it constitutes the decisive criterion for qualifying a certain activity as a service within EU law305. A legal definition of a service was introduced in the EU under Article 57 TFEU. According to this provision, services are defined as services normally performed for remuneration to the extent that they are not covered by the provisions on free movement of goods, capital, and persons306. This provision clearly indicates that the free movement of services is complementary to the objects of the other EU freedoms, meaning that it fills potential gaps which may arise when applying the legal norms in the internal market of the EU. However, this characteristic does not prejudge either the lesser importance of the freedom of movement of services vis-à-vis the other EU freedoms or the possibility of parallel application of the legal norms defining the various freedoms of the internal market of the EU. The same provision of Article 57 TFEU further indicates that services within the meaning of the law of the EU include, in particular, activities of an industrial, commercial, craft, and professional nature. It should be emphasised that the legislative drafting of this provision clearly prejudges the open nature of the catalogue presented. This leads to the conclusion that the substantive enumeration of the notion of service contained in TFEU is merely exemplary and serves to adopt a proper line of interpretation. The considerations regarding the classification of other activities as services under law of the EU are therefore open to analysis.

			This is a key observation in the context of this paper’s goal of conducting scientific discourse as it justifies the research question regarding the possibility of treating healthcare services as services that benefit from the EU freedom of movement of services. In addition, the decision of the EU legislator to introduce a legal definition of a service into the legal circuit should be welcomed as it provides a starting point for determining the actual material scope of the freedom of movement of services. For example, it is crucial in determining whether a particular service under national law is also a service under EU law. This means that the usefulness and justification of this definition is characterised by its high legal significance both in theory and in practice.

			3.2.4 Normative nature of the Treaty rules the free movement of services

			The normative nature of the provisions that set out the prohibition of restrictions on the freedom to provide services (Article 56 TFEU) and the definition of a service (Article 57 TFEU) is also relevant to the institution of law of the EU being considered in this work. The crucial question is whether these norms have direct effects in the national law of the Member States of the EU.

			According to case law CJEU, both Articles 56 TFEU and 57 TFEU fulfil the formal criteria for the attribution of direct effect307, giving parties a legal basis for proceedings before the courts of Member States of the EU308. This further strengthens the need to analyse whether classifying activities other than those listed in Article 57 TFEU as EU services can benefit from the free movement of services in the EU. Nevertheless, it should be stressed that the direct effect of the provisions in question does not prejudge the impossibility of enacting relevant secondary EU law, which is a concretisation of the general principles found in primary law. We are referring specifically to two secondary pieces of legislation, namely Directive 2005/36/EC of the European Parliament and of the Council of 7 September 2005 on the recognition of professional qualifications309 (hereinafter: the Professional Qualifications Directive) and Directive 2006/123/EC of the European Parliament and of the Council of 12 December 2006 on services in the internal market310 (hereinafter: the Services Directive). The cited sources of law are important as they detail the Treaty’s comments on freedom of movement of services with issues that require more detailed regulation.

			In this context, it is noteworthy that the Professional Qualifications Directive establishes rules that every Member State of the EU must abide by if they allow a regulated profession in its territory contingent upon possession of specific professional qualifications. The Member State must recognise, for the purpose of access to and pursuit of that profession, professional qualifications obtained in another Member State or States of the EU, allowing the qualification holder to pursue the same profession in that country311. The Services Directive also identifies general provisions that facilitate the exercise of the freedom of establishment for service providers and the free movement of services while ensuring a high level of quality of services312. The overall analysis, based on the premises presented above, suggests that it is fully justified to examine the subject matter identified by the research aim. This is even more important as establishing the validity of this thesis is directly linked to enabling an analysis of the possibility of allowing telemedicine services to benefit from the EU freedom of movement of services.

			The latter issue is central to the main research objective of this work, i.e., to establish a more complete relationship between the right to health and the cross-border provision of telemedicine services in the EU. This focus is important because the relationship between telemedicine itself, including its services, and the right to health has already been identified313, as have the functions of telemedicine in the context of these rights.

			It is important to consider the conditions and principles of the legal nature of the cross-border provision of telemedicine services in the EU. To do so, however, it is necessary to introduce the more general issue of the free movement of healthcare services.

			3.3 Free movement of healthcare services

			3.3.1 The concept of healthcare services

			First, it is important to determine whether healthcare services benefit, in the full sense of the word, from the freedom of movement of services within the internal market of the EU as outlined above. This is of momentous importance, as the determination of this thesis directly affects the picture of the cross-border provision of healthcare services in the EU, including the cross-border provision of telemedicine services. Nevertheless, a methodologically appropriate approach is crucial for the scientific question thus presented. Accordingly, the concept of healthcare service must first be addressed.

			As already noted, the relevant provisions of CJEU means that there is a legal definition of a service in the EU; services are defined as normally provided for remuneration to the extent that they are not covered by the provisions on free movement of goods, capital and persons314. It also worth noting again healthcare and medical care are different terms with different material scopes, where the material scope of the term healthcare is much broader than that of medical care. The latter term refers to actual medical need, understood as clinical, hospital or pharmacological services. Healthcare, on the other hand, refers to medical care but also includes any non-clinical, non-hospital, or non-pharmacological health services that have a positive impact on the general state of health.

			However, the premises for a proper understanding of a healthcare services presented thus far do not contain a direct reference to the right to health. It is therefore necessary to supplement these premises with the reason for the type of service being discussed. This seems to be the aim of realising the right to health, where the right to health protection and healthcare services are treated as integral and key elements of it. See Chapter 2.2.4 . This would mean that, from a dogmatic de lege ferenda point of view, healthcare services should be conceived as benefits related to an actual medical need, understood as clinical, hospital, or pharmacological services, complemented by any non-clinical, non-hospital, or non-pharmacological healthcare services that have a positive impact on the general state of health. These services realise the material and executive aspect of the right to health and are usually performed for remuneration to the extent that they are not covered by the provisions on free movement of goods, capital, and persons315.

			The proposed semantic meaning of the notion of healthcare service has the advantage of indicating as precisely as possible its object boundaries, but because of its open character, it does not omit any important profile of such a service while also referring to the right to health. From a theoretical point of view, the proposal put forward deserves approval is reasonable and fits with the argument of the overall analysis.

			3.3.2 Healthcare Services. Internal market services of the EU

			When a dogmatically decoded meaning of the concept of healthcare services has been proposed, the decisiveness of the key research problem is fully updated. The question then arises as to whether healthcare services in this sense are within the scope of the rules applying to the free movement of services within the internal market of the EU. Initially, the regulation of public health, the healthcare system, or the provision of healthcare services, i.e., the general regulations related to the right to health, was considered to be outside the scope of EU regulations; it was therefore considered to be an exclusive competence of the EU Member States316. It is important to remember the basic principle that EU public health carries out its activities with respect to the obligations the Member States have to determine their health policies while organizing and delivering their health and medical care services. This process includes both the management of health and medical care services and the allocation of resources317. This does not mean that the EU has no basis for defining and adopting regulations related to the right to health318, or specifically that CJEU cannot interpret the principles expressed in primary law in accordance with the spirit and wording of the treaty norms.

			The latter also applies where such an interpretation refers directly or indirectly to the right to health, especially if the internal market provisions of the EU are involved. In this context, literature and case law CJEU stress that any service which is normally provided for economic reasons is to be treated as a service under Article 57 TFEU provided that it is not subject to the provisions on free movement of persons, goods or capital319. The key determination is whether the provision of healthcare is related to the exercise of an economic activity for remuneration as the other specific characteristics of healthcare services do not affect whether they remain within the scope of the Treaty freedom of movement of services320. Since this has been confirmed, any national measure which would have the temporary or permanent purpose of limiting or preventing the use of cross-border services in another Member State of the EU is prohibited under Article 56 TFEU as it would formally constitute an obstacle to the free movement of services321. This observation applies irrespective of whether the assessment is made from the perspective of the position of service providers or service recipients322. This approach to the subject of the free movement of healthcare services is determined based on how the judgemental arguments of the CJEU are based directly on the Treaty provisions on the free movement of services, and thus, applied a mechanism beyond the decision-making reach of the ordinary EU legislator323.

			Based on the above observations, CJEU concluded that, according to the very literal wording of Article 57 TFEU, the legal definition of a service includes the exercise of liberal professions, including medical ones324. Medical professionals325, when acting in a different Member State of the EU, are entitled to enjoy the same rights and guarantees as those enjoyed by doctors or dentists who are natively practising in that Member State in order to ensure the freedom to provide services326. Meanwhile, nationals of one EU Member State who practise their profession in another Member State are obliged to comply with the rules governing the practice of the particular profession in that other Member State. The rationale behind this is the need to ensure that the health of service recipients are protected as fully and effectively as possible327. This situation is acceptable in two ways as long as it does not lead to a double regulatory burden on the service provider328. This is the case if, first, the enforced national rules do not have the effect of restricting the free movement of services within the internal market of the EU. Second, if the enforced national rules have the effect of restricting the free movement of services within the internal market of the EU, these restrictions must be both applied on a non-discriminatory national basis329 and justified by the specificities of the profession. These restrictions must not go beyond what is necessary to achieve the intended purpose330. However, it is always unacceptable for legislation to prohibit a provider from another Member State of the EU from providing healthcare services if that provider is not established in the Member State of the EU where the service is provided331.

			It should be remembered that the scope of the Professional Qualifications Directive includes the principle of automatic recognition of qualifications of medical specialities between different Member States of the EU332. However, this principle is limited nature and is conditioned by both legal considerations and the will of individual Member States333. Notwithstanding the above, de lege ferenda Member States of the EU should be encouraged to mutually recognise their rules governing the entry of providers into the healthcare market, particularly since, within the context of the EU internal market rules, virtually any regulatory or institutional aspect requiring healthcare providers to adapt in order to be admitted to the market on the territory of another Member State of the EU can be challenged, even if it is not directly related to cross-border situations334.

			In turn, regarding the nature and importance of the funding source for healthcare services, it has been interpreted that the prohibition in Article 56 TFEU applies irrespective of whether the source of funding is public or private335. For example, services provided in one Member State of the EU and paid for by the patient do not cease to benefit from the Treaty freedom of movement of services within the internal market of the EU merely because they are subsequently reimbursed on the basis of a request made in accordance with the legislation of another Member State of the EU336. This may therefore lead to the conclusion that it is impermissible under Article 56 TFEU for prior authorisation from the Member State of the EU to be required before the Member State is obliged to cover the costs associated with the provision of healthcare services or reimburse expenses incurred by the patient; this constitutes an obstacle to the free provision of services by preventing the patient from choosing a healthcare provider from another Member State of the EU on the basis of objective considerations337. From the point of view of the EU regarding the freedom to provide services, the differentiation of whether the patient pays the costs himself and then seeks reimbursement from the Member State of the EU in which he has insurance or whether the national budget pays directly does not change the legal status of the situation under consideration338. In other words, if a recipient or a patient travels to another Member State of the EU to receive healthcare services, there is a service within the meaning of TFEU irrespective of the type of payment method adopted339.

			This suggests that it is not permissible for the legislation in an EU Member State to entirely exclude the possibility of reimbursement or direct payment of costs for healthcare services provided in another Member State of the EU without prior authorisation340. However, this also does not mean that all requirements for prior authorization from the Member State of the EU are incompatible with Article 56 TFEU. This is still possible because the provisions of TFEU relating to the freedom of movement of services do not prevent the adoption, enforcement, or creation of legislation in individual Member States of the EU that make it possible for direct or indirect funding of healthcare services costs provided in another Member State of the EU to be subject to prior authorisation by the relevant national entity, provided that the prior authorisation mechanism is based on reasonable grounds.

			The first premise justifying the application of a prior authorisation mechanism is based on the requirement that the healthcare services provided are considered typical. The second premise is based on the requirement that the recipient’s health condition necessitates the requested healthcare services341. However, the prerequisites for applying a mechanism in this way would cause far-reaching interpretative difficulties342, meaning they must be clarified.

			The first premise must be interpreted to mean that the healthcare service provided is typical only if it has been sufficiently tried and tested and recognised by international medical science343. In such a case, prior authorisation cannot be refused on the basis of the atypicality of the healthcare service344. The second condition must be interpreted as meaning that consent may only be refused on the grounds of a lack of medical necessity if the same or equally effective healthcare services can be obtained without undue delay in a facility located in the home Member State of the EU345. It is also highlighted that subjecting the costs of hospital healthcare services in another Member State of the EU to prior authorisation it is not an obstacle to the internal market rules of the EU on the freedom of movement of services if the provider has not completed an agreement with the relevant body of the Member State that will pay the costs. Granting or refusing authorisation is based on the patient’s actual medical need, understood as the condition that the specific health measure is necessary for the protection of that recipient’s health346. However, even in such a case, consent may only be refused if the same or equally effective types of healthcare services can be obtained without undue delay from a national healthcare facility347. Interestingly, the interpretation of the principles behind financing the costs of non-hospital healthcare services is different348. In that case, an obstacle to the free movement of services within the internal market of the EU consists of making the financing of the costs of non-hospital healthcare services in another Member State of the EU subject to prior authorisation by the person concerned, where the service provider has not concluded a contract with the relevant body of the Member State which is to be responsible for covering those costs regardless of whether national legislation provides for a system of benefits in kind in the form of access to free healthcare349.

			The above considerations concerning the nature of the source of financing for healthcare services and its impact on the qualification of those services as services within the meaning of Articles 56 and 57 TFEU may lead to the conclusion that the premise of actual medical need, which is part of the proposed definition of a healthcare service, is of a primary nature and the premise of whether the healthcare services are typical is of a secondary nature. These two conditions, which are decisive for the legality of the restrictions on the free movement of healthcare services introduced by Member States of the EU, therefore must be considered separately.

			The arguments put forward make it clear that, in principle, there are no restrictions under Article 56 TFEU, and that exceptions must be justified and are subject to careful examination350. Interestingly, one of the more recent CJEU rulings on this matter even indicated that healthcare services provided for remuneration fall within the scope of the provisions on freedom to provide services without the need to examine whether the care was provided in the context of hospital or non-hospital care351. Meanwhile, a line of jurisprudence incorporating most of the interpretative system presented above was indicated to be relevant and valid352. This seems to be to be interpreted as signalling a softening of the interpretation of the relevant Treaty provisions towards a global and, in principle, unconditional free movement of payable healthcare services while also respecting already developed interpretative standards.

			3.3.3 Restrictions on the free movement of healthcare services

			It should also be remembered that, when restrictions on the free movement of healthcare services are introduced and operate in the EU, the restrictions must meet the requirements of the proportionality test353. A restrictive measure meets this test when it enables the achievement of a legitimate aim. Of all measures, it is the least burdensome one that meets that objective and strikes a proportionate balance between the costs and legal disadvantages for the individual and the importance of the objective pursued354. A restrictive measure therefore meets the requirements of the proportionality test only if it is appropriate, necessary, and proportionate stricto sensu355. The burden of proof lies with Member States of the EU who wish to demonstrate that their measures satisfy the proportionality test, which entails the presentation of a series of difficult evidence that is also related to determining public interest356. It is worth remembering that, given that there are people in different communities who cannot pay for healthcare services they require due to financial reasons, it is incumbent on the particular Member State of the EU to organise its public healthcare system in such a way that it ensures universal, equal, and effective access for all people within its jurisdiction357. Conversely, in the context of private healthcare, where the provision of services is entrusted to third parties, it may be equally necessary to introduce quality standards to ensure the safety of the service recipients, which in certain cases may be justified on public interest grounds358.

			For this reason, any provision of Member State of the EU which constitutes a potential restriction within the meaning of Article 56 TFEU requires two basic considerations to be established. First, it must be considered whether the legislation under consideration actually constitutes a restriction under Article 56 TFEU. If this is confirmed, then it must be considered whether the restriction passes the proportionality test359. This type of mechanism, particularly due to the vague nature of the premises, may seem to effectively counteract the functions within the EU legal system of regulations that unjustifiably limit the Treaty freedoms. After all, it should be emphasised that the objective has generally been, and still is, justifying the definition and use of the proportionality test standard in the EU law.

			To conclude the presented thought, in connection with all the observations made so far, de lege ferenda, in view of the comments raised, it should be postulated that any healthcare service, irrespective of additional conditions than its usual provision for remuneration, should be treated as a service within the meaning of Articles 56 and 57 TFEU while maintaining the fullest possible recognition of professional qualifications and respect for patients’ rights in cross-border healthcare360. This demand seems reasonable based on the literal wording of the relevant provisions of primary law of the EU, its interpretation, and the normative content of the relevant secondary law of the EU.

			3.3.4 Cross-border as an alternative in the free movement of healthcare services

			It is noteworthy that healthcare services do not fall within the scope of one of the main secondary pieces of legislation in the EU relating to the free movement of services. Article 2(2)(f) of The Services Directive states that it does not apply to healthcare services regardless of whether they are provided in healthcare facilities, without reference to the way they are organised and financed at national level, and whether they are public or private. This is justified by the peer review procedure envisaged in the Services Directive, which would periodically check national regulations on healthcare services for unjustified barriers to the free movement of such services. In turn, this could lead to deregulation, forcing EU Member States to not only adapt their healthcare system’s organization, but even to withdraw from its governance361.

			This state of affairs seems to have been influenced by other factors, particularly the unwillingness of Member States of the EU to confirm the classification of healthcare services as services benefiting from the EU freedom of movement of services. Such a confirmation in the light of the above-cited case law CJEU is unnecessary, although it is desirable for the purposes of transparency and legal consistency. This is even more true since the market dimension of a healthcare service does not depend on how its provision is defined in national healthcare legislation362. The decision to exclude healthcare services from the scope of application of the Services Directive must therefore be judged negatively as an unjustified negation of a fact established by CJEU because the mere exclusion provided for by the Services Directive does not change either the content of EU primary law or its interpretation by CJEU.

			For these reasons, the EU legislator, being aware of the need to ensure that healthcare services can benefit from the freedom of movement of services within the internal market of EU, decided to establish a legal framework for patients receiving cross-border healthcare363. Such a manoeuvre is to be welcomed, in particular because it bypasses the sensitive issue of the direct impact of the EU on national healthcare systems. Attributing greater importance to patients’ rights in cross-border healthcare and shifting the focus from healthcare systems themselves to the legal status of patients in cross-border situations is also to be welcomed, especially since the essence of the problem requiring a legislative solution has been retained. This implies, first, an indirect effect on the Member States’ regulation of the healthcare system and, second, directly fulfils the interpretative demands of CJEU for the recognition of healthcare services as services under the freedom of movement of the EU services.

			From the totality of the analysis conducted thus far on the legal classification of healthcare services as services within the meaning of the freedom of movement of services in the EU, considering the scientific problems outlined above, it should be noted that a service is considered a service within the meaning of Articles 56 and 57 TFEU when it is primarily for profit, regardless of whether the funding is public or private. Nevertheless, underestimating the importance of national rules governing the functioning of the health system is a mistake. In accordance with Article 168 TFEU, EU, the public health sector shall conduct its activities with due regard to the responsibilities of the Member States of the EU for the definition of their health policy and for the organisation and delivery of health services and medical care, which includes managing health services and medical care as well as allocating resources for them364. Given that Member States are responsible for defining their health policy, recognising professional qualifications365, organising their healthcare system, providing healthcare services, managing these services, and financing them, it is, but de facto and de jure, the national law of the Member States that plays the primary role in making the right to health in the EU a reality. This fact is confirmed, inter alia, by the exclusion of healthcare services from the scope of application of the Services Directive, which suggests that creating an appropriate legal framework guarantees real enforcement of the legal norms for the freedom of movement of healthcare services was prioritized at that time.

			Therefore, to ensure that the entitlements derived from the internal market rules in this area are not illusory, the EU legislator decided to adopt the Directive on Patient’s Rights in Cross-border Healthcare. This must be seen as a positive sign of sensitivity to the political will of Member States of the EU when they adopted the Services Directive and as an expression of the realisation of the right to health in cross-border situations that is occurring in the EU. This can be seen as an alternative to making the free movement of healthcare services more of a reality. In addition, at this stage of the analysis in this work, this fact justifies considering patients’ rights in cross-border healthcare as the key to a proper understanding and presentation of the principles and conditions for the movement of cross-border healthcare services in the EU. Apart from primary law of the EU, the provisions of the DPRCH are the most relevant source of EU law in this respect.

			3.4 Patients’ rights in cross-border healthcare

			3.4.1 Purpose of defining cross-border patients’ rights

			It has already been noted that the reason for defining patients’ rights regarding cross-border healthcare was both the normatively defined exclusion of healthcare services from the scope of application of the Services Directive and the jurisprudence CJEU issued in the context of Articles 56 and 57 TFEU which developed single principles for cross-border healthcare366. The principles in question, however, required both internal codification and clarification of the substantive and regulatory aspects367 of the right to health. This rationale, in view of the need for the EU to ensure the full realisation of the principles of free movement of services within the EU internal market and to effectively guarantee the right to health, and therefore the right to health protection and healthcare services throughout the EU, led to the issuance of the Directive on Patient’s Rights in Cross-border Healthcare368. However, identifying the reason or reasons for a certain legislative action by the EU legislator is not the same as identifying the purpose and motives of the law being made. According to Article 1 and Recitals 10 and 33369 of the Directive on Patients’ Rights in Cross-border Healthcare, the directive’s aim is to establish rules that facilitate access to safe and high quality cross-border healthcare, ensure patient mobility in accordance with the principles established by CJEU, and promote cooperation on healthcare between Member States of the EU, fully respecting their competence both for the definition of social security benefits, the organisation and delivery of healthcare and medical care, and the organisation and delivery of social security benefits, particularly sickness benefits370.

			However, the legal norm of the Directive on Patients’ Rights in Cross-Border Healthcare, so defined, requires additional analysis in terms of identifying the premises of the purpose of the DPRCH, which together seek to realise it. The first is to facilitate access to safe, high-quality cross-border healthcare. It should be emphasised that linking the availability of cross-border healthcare with the requirement for safe, high-quality healthcare provision should be welcomed. This has the caveat that, when considering the principles of law in the EU, particularly the directives of purposive interpretation, it is reasonable to conclude that the above premise of the purpose of the DPRCH also contains other designations defining standards for cross-border healthcare, particularly the standard of solidarity, speed, cost reduction, and equality of healthcare services provided, as confirmed by Article 4 of the DPRCH. This premise refers to the actual possibility for patients to receive healthcare services without normatively unjustified restrictions throughout the EU territory. In other words, the intended outcome of the DPRCH standards is to influence Member States by harmonizing national normative systems so that every EU citizen is legally and factually able to become a beneficiary of their healthcare systems. Do so may require patients to be equipped with claims for access to healthcare that are effective in practice, which should be provided for in the national laws of Member States.

			It is worth emphasising that facilitating access is not conceptually the same as guaranteeing it. It appears reasonable to argue that the use of such nomenclature containing its semantically defined meaning is not accidental. Such a state of affairs follows directly from at least two norms of primary law of the EU. First, Article 35 of the CFREU implies that the primary responsibility for the realisation of the right to health in the EU is shifted to the legislation and practice of the Member States of the EU371. Second, the legal norm of Article 168 TFEU is not without significance here. Moreover, the rationale of facilitating accessibility to cross-border healthcare, which is analysed at this point, should be directly linked to the principles of the freedom of movement of services within the internal market of the EU. This is because the normative construction of the freedom of movement of services provides the foundation for guaranteeing that patients can actually benefit from healthcare services offered by other EU Member States. The latter would therefore seem to be possible only by considering the provisions of Articles 56 and 57 TFEU. This is confirmed both by Recital 11 of the DPRCH372, which correlates the accessibility of the healthcare system of another Member State of the EU with the normative classification of healthcare services as benefiting from the freedom of movement of services, and by the fact that, currently, ensuring this accessibility does not appear to be conceptually identical with enabling the physical mobility of patients crossing traditional borders. By using ICT networks, patients can decide to receive healthcare in another Member State of the EU in real time without physically changing their geographical location.

			For the above-mentioned reason, the second premise of the objective of the DPRCH is to ensure patient mobility in accordance with the principles set out by CJEU. This premise is related to general mobility, which involves not only about traditional concepts of mobility, implying legislative action to guarantee the realisation of the freedom of movement of persons373, but also about the digital mobility provided by access to ICT networks, where time and place cease to matter.

			The two premises presented so far and analysed for the purpose of the DPRCH require increased cooperation between Member States of the EU. The third premise exists to promote such cooperation, for example, through the issuance of soft law374. The DPRCH was mainly issued on the basis of Article 114 TFEU as most of its provisions aim to improve the functioning of the internal market and the free movement of goods, persons, and services, while fully respecting the standard of Article 168 TFEU, which sets a limit for EU public health activities.

			

			Considering the above points, the EU legislator also decided to establish a fourth premise that was limiting in nature. This premise is a guarantee of full respect for national competence in the organisation and delivery of healthcare.

			In conclusion, it should be noted that the fulfilment of the objective of the DPRCH should ensure the wide recognition of the right to health and its material and executive aspects, especially as, in principle, the beneficiaries of the right to healthcare services should be able to access the entire health system, and not a single or selected service375. However, it should be noted that healthcare under the DPRCH has its own legal definition: ‘health services provided by health professionals to patients to assess, maintain or restore their state of health, including the prescription, dispensation and provision of medicinal products and medical devices’. This definition appears to be contained in the semantic proposal presented in this work to understand the concept of healthcare376.

			3.4.2 Obligations of the Member States of the European Union

			The DPRCH provides for a number of obligations for Member States of the EU, with the most relevant provisions being Articles 4, 5, and 6. However the importance of distinguishing between the two different functions that EU Member States can perform in cross-border healthcare should be emphasized. The first function refers to the Member State where the patient is entitled to receive healthcare services according to its legislation (hereinafter: Member State of affiliation)377, and the second to the Member State on whose territory healthcare is actually provided (hereinafter: Member State of treatment)378.

			Article 4 of the DPRCH normatively defines the obligations of the Member State of treatment. The first obligation is to an information duty towards the patient, who is, inter alia, to be provided with data such as information on standards and guidelines, arrangements for supervision and evaluation of providers, accessibility of hospitals for people with disabilities, prices of healthcare services provided, or information to help patients make informed choices, including information on treatment options, accessibility, quality, and safety of healthcare in the Member State of treatment. Secondly, the Member State is obligated to provide, in the event of harm or injury to a patient, clear rules identifying procedures and mechanisms for seeking remedies in accordance with the law of the Member State of treatment. The third obligation involves having existing legal provisions that provide guarantee, insurance, or similar professional liability schemes commensurate with the nature and extent of the risk. The fourth obligation is to respect the right to privacy with regard to the personal data administered and processed, particularly in compliance with Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data, and on the free movement of such data and repealing Directive 95/46/EC379 (hereinafter: GDPR). The fifth obligation highlights the implementation of procedures under which the patient will be entitled to receive either traditional or electronic access to the medical records of his/her treatment and to obtain at least one copy of such records. The sixth obligation is to apply the principle of non-discrimination on the basis of nationality, including with regard to the scale of charges for the healthcare services provided380.

			Article 5 of the DPRCH, meanwhile, provides for obligations of the Member State of affiliation which have a different material scope since they do not relate to the treatment process and activities directly related to it; this essentially refers to the time during which healthcare is provided in the Member State of treatment. These include obligations such as: reimbursement of treatment in accordance with the provisions of the DPRCH; ensuring the same quality of medical follow-up, justified on medical grounds, as for domestic patients not receiving cross-border healthcare; ensuring that patients receiving or seeking to receive cross-border healthcare have remote access to their medical records or at least one copy of them; allowing patients on request to obtain information on, inter alia, their rights and entitlements with regard to receiving cross-border healthcare, particularly the terms of reimbursement. In turn, according to Article 6 of the DPRCH, each Member State of the EU is obliged to establish at least one national contact point for cross-border healthcare, which provides information to patients on healthcare providers381, patients’ rights, complaint procedures, mechanisms for seeking remedies, or legal bases for dispute resolution.

			

			In view of these observations, it should be noted that the standards of Articles 4, 5, and 6 of the DPRCH unambiguously emphasise the indispensable role of the Member States of the EU in the effective provision of cross-border healthcare, which is one of the prerequisites for the normatively stated objective of the DPRCH. Therefore, without their proactive action and cooperation, achieving the DPRCH objective could be either impossible or significantly hampered. This seems to be clearly confirmed not only by Article 1, but also by Article 4(1) of the DPRCH; according to these articles and considering the principles of universality, access to quality care, and the principles of equity and solidarity, cross-border healthcare shall be provided in accordance with the regulations of the Member State of treatment, the quality and safety standards and guidelines laid down by the Member State of treatment, and the EU provisions on safety standards.

			In view of these considerations, the national law of the Member States clearly plays a key role in cross-border healthcare, assuming the position of the first and primary method of implementing the provisions of the DPRCH. This leads to the conclusion that the legislation of the Member States of the EU is the determinant premise for the actual possibility for patients to exercise their rights in cross-border healthcare in the EU. It must be further emphasised that the DPRCH is an EU Directive, which unequivocally implies an obligation for Member States to implement the DPRCH in their normative systems. This is underlined by the standard of Article 21 of the DPRCH, according to which Member States enacted the laws, regulations and administrative provisions necessary to implement the DPRCH by 25 October 2013. According to official EU data, all 27 Member States of the EU have enacted the appropriate legal measures, which were adopted, making cross-border healthcare a reality in the EU382.

			It should also be noted that Member States of the EU have two further important obligations. When a patient is exercising his or her rights in cross-border healthcare, they should ensure that the provisions of the DPRCH are fully coherent with Regulation (EC) No 883/2004 of the European Parliament and of the Council of 29 April 2004 on the coordination of social security systems (hereinafter: Regulation 883/2004)383 and Regulation (EC) No 987/2009 of the European Parliament and of the Council of 16 September 2009 laying down the procedure for implementing Regulation (EC) No 883/2004 on the coordination of social security systems (hereinafter: Regulation 987/2009)384. This obligation is clearly highlighted, for example, in Recitals 28-31, Articles 1, 2(m), or 5(b) of the DPRCH. Specifically, the common denominator of these provisions is need to ensure full coherence of the parallel application of the DPRCH and Regulation 883/2004 and Regulation 987/2009, which constitute two independent sources in different segments of the EU law385. This is because Regulation 883/2004 and Regulation 987/2009 belong to legal regulations of a different internal market freedom of the EU, namely the freedom of movement of workers and, possibly, of persons386. In contrast, the DPRCH is the legal framework for the free movement of healthcare services in the EU, which has been highlighted repeatedly and is why the DPRCH is an important part the scope of this work.

			Based on the provisions of the DPRCH, Member States also have a general obligation to respond to the emerging conditions of the modern world. Undeniably, one of their designations is not only telemedicine, but also the emergence of the COVID-19 pandemic; this is supported by the European Commission’s decision to issue a communication entitled ‘Communication from the Commission Guidelines on EU Emergency Assistance on Cross-Border Cooperation in Healthcare related to the COVID-19 crisis 387, which was mainly addressed to Member States. The impact of a pandemic on the right to health is of upmost importance and should be clearly emphasized in both legal theory and in practice. This topic is therefore considered in a separate chapter388.

			3.4.3 Telemedicine as a subject of cross-border healthcare

			Telemedicine is indisputably one of the designated legal norms that define the principles of cross-border healthcare provision in the EU. This therefore suggests that this type of modern technology used in the practice of medicine is as a normatively defined component of the legal framework of cross-border healthcare, and thus is part of its subject matter. This is confirmed by selected provisions of the DPRCH, which refer either directly to telemedicine or indirectly through the concept of eHealth.

			Based on the methodology adopted in legal sciences and that conducted in this analysis, it seems reasonable to first present the provisions of the DPRCH that explicitly refer to telemedicine389. Article 3(d) of the DPRCH provides the legal definition of the Member State of treatment, i.e., the Member State of the EU on whose territory healthcare is actually provided. However, this provision explicitly clarifies that, in the case of telemedicine, healthcare is deemed to be provided in the Member State of the EU in which the healthcare provider is established390. The fact that the EU legislator took notice and indicated that telemedicine can be a cross-border healthcare is evidence of its sensitivity towards modern medical technologies.

			Article 7(7) of the DPRCH refers to telemedicine, stating that the Member State of affiliation may impose on an insured person seeking reimbursement for cross-border healthcare, including healthcare received by telemedicine, the same conditions, criteria of eligibility, and legal and administrative requirements at local, regional, or national levels as would be imposed if the same healthcare was provided on the EU territory. This example confirms the above observation on the telemedicine form of cross-border healthcare provision, but it is significant that the reference in question is placed in a legal norm that sets out the general principles of reimbursement in accordance with the DPRCH. The EU legislator seems to have considers the telemedicine mode of healthcare provision to be equivalent to the traditional prototype.

			Turning to the legal norms that refer to the concept of telemedicine indirectly through the concept of eHealth, it should be noted that there are more normatively defined references to eHealth than there are direct references to telemedicine. Provisions relating to eHealth can be found in the preamble of the DPRCH itself (Recitals 26, 56 and 57 of the DPRCH)391. The first of these refers to the reimbursement of healthcare provided in another Member State of the EU and contains a provision on the equivalence in this respect of eHealth services. This standard is not identical in scope to Article 7(7) of the DPRCH, which refers to telemedicine. Recitals 56 and 57 of the DPRCH deal with ensuring the interoperability392 of ICT healthcare systems, including healthcare services delivered via electronic means, i.e. eHealth services. These provisions clearly emphasise that introducing modern technologies into the practice of medicine is occurring at the national level, and the full national legislation both created that protects patients and regulates the provision of healthcare services.

			A recent example of indirect reference to telemedicine by EU legal norms on cross-border healthcare is the entire Article 14 of the DPRCH, which created the EU eHealth Network393. In this provision, the EU supports and facilitates cooperation and exchange of information between Member States of the EU operating within a voluntary network, bringing together the national authorities who are designated as responsible for eHealth in Member States. The eHealth Network does not have a single purpose, but serves at least three main priorities in this field. The first priority includes both taking action that focuses on the achievement of sustainable social or economic benefits of eHealth and implementing interoperable solutions to increase the efficiency and reach of this type of health innovation. The aim is to increase the parameter indicators for cross-border healthcare provided using modern methods. We are referring here to evaluation criteria such as trust and safety, continuity of care, and access to quality healthcare services.

			The second priority of the eHealth Network is to produce guidelines. These may concern either effective methodologies or techniques for sharing medical data for public health and research purposes; they may also include an open catalogue of data to ensure continuity of care and patient safety across borders that would be included in patient records and be freely exchanged between health professionals.

			The third priority is to support Member States of the EU in their efforts to develop common means of identification and authentication to facilitate the portability of data in cross-border healthcare. In addition, in light of Article 14 of the DPRCH as a whole, paragraph 3 gives the European Commission the ability to adopt measures necessary for the establishment, management, and transparent functioning of the eHealth network, which is significant. It should be noted that the European Commission has actively exercised this power by issuing numerous documents394. The most relevant of these is the Commission Implementing Decision (EU) 2019/1765 of 22 October 2019, which provides rules for the establishment, management and operation of the network of national authorities responsible for eHealth and repeals Implementing Decision 2011/890/EU395 (hereinafter: Commission Implementing Decision on the eHealth Network eHealth), which was further amended by Commission Implementing Decision (EU) 2020/1023 of 15 July 2020 amending Implementing Decision (EU) 2019/1765 regarding the cross-border exchange of data between national contact tracing and warning mobile applications with regard to combatting COVID-19396 (hereinafter: Commission Implementing Decision on COVID-19 data exchange and alerting).

			The Commission’s Implementing Decision on the eHealth Network is momentous in that it establishes the principles necessary for the establishment, management, and operation of the eHealth Network. Recital 3 of the Decision stated that its purpose was to determine appropriate rules for the transparent functioning of the eHealth Network, including indicating the role of the Network and the European Commission regarding the overall infrastructure for cross-border digital eHealth services and the data protection requirements arising from the GDPR and Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the protection of natural persons with regard to the processing of personal data by the institutions, bodies, offices and agencies of the Union and on the free movement of such data, and repealing Regulation (EC) No. 45/2001 and Decision No. 1247/2002/EC397. In turn, the purpose of the Commission’s COVID-19 Data Exchange and Alerting Executive Decision was to introduce regulations into the Commission’s eHealth Network Executive Decision to facilitate the exchange of cross-border health data between designated national authorities or official bodies in the EU via a federation gateway398.

			The intention of issuing this type of regulation is to create in the EU a seamless and fully interoperable flow of information between the aforementioned entities identifying contact between a person using eHealth services and a person infected with the SARS-CoV-2 virus. The rationale for adopting this new standard is to enable the exposed person to be effectively informed of the potential risk and promote effective cross-border cooperation among the EU Member States in the field of. While it should not be noted that the adoption of these provisions was provoked by the COVID-19 pandemic, they will also be applicable for other communicable diseases. Both the Commission’s Implementing Decision on the eHealth Network, the Commission’s Implementing Decision on data exchange and alerting COVID-19, the series of acts issued under the eHealth Network, and the very establishment of such a network in accordance with the mandate provided by the DPRCH clearly show that eHealth services, including telemedicine services, are gaining recognition as an action priority by policy makers in the EU.

			One may wonder whether the EU legislator uses the highlighted terms in the context of applying modern technologies to medical use with caution and awareness of their actual scope of meaning399. To assess this, it should be noted that he is far more likely to use the general term eHealth. Other terms are incidental and occur alongside or in connection with eHealth. Nevertheless, the concept of telemedicine is incorporated in the legal language of the EU, such as the wording of Articles 3(d) and 7(7) of the DPRCH and Recital 9 and Article 4(1)(c) of the Commission’s Implementing Decision on an eHealth network. From the point of view of this paper’s main research topic, the semantic relationship between the terms eHealth and telemedicine as used by the EU legislator is therefore puzzling. Does the term telemedicine in Acts of the EU represent the actual meaning of the term telemedicine, or is it used as a synonym for the term eHealth? The content of Recital 26 and Article 7(7) of the DPRCH can be used to assess this. Comparing these provisions shows that they deal with identical normative matter; both refer to the principles of reimbursement for cross-border healthcare provided in another Member State of the EU. The difference between them, however, concerns the indication of an equivalent form of healthcare provision using modern medical technology. In Recital 26, of the DPRCH these are eHealth services, and in Article 7(7) of the DPRCH, they are telemedicine.

			It should also be remembered that the language in Article 7(7) of the DPRCH should be read as a legal norm that constitutes a kind of counterpart to and subject of the justification of Recital 26 of the DPRCH. There is a strong and direct relationship between these provisions, including a relationship of normative scope. It would appear, therefore, that the EU legislator did not deliberately deplete the subject matter of the regulation it was justifying, as this would be the result of using the concept of telemedicine in the sense proposed in this monograph instead of the concept of eHealth services. eHealth as a concept includes other forms of healthcare provision that use modern technology in medical practice, such as mHealth or sensory health.

			The analysis in this paper therefore suggests that the EU legislator does not always use the concepts of eHealth and telemedicine in their actual framework of meaning; these concepts are used synonymously in the DPRCH example examined. However, the evidence does not imply that the EU legislator does not consciously use the concept of telemedicine or eHealth throughout the normative system of the EU. After all, it must be remembered that this evidence was based on a single premise of logical reasoning. Nevertheless, it confirms that there are instances of the use of these terms synonymously in the EU law. Regardless of the final verdict, however, the fact remains that telemedicine is a normatively defined designator of Law in the EU, including cross-border healthcare, without exhausting that subject matter. Even when telemedicine is used as a synonym for eHealth, its actual scope of meaning is contained within eHealth as it has a broader subject-matter framework400. However, it is desirable for the term telemedicine to be used to define actual telemedicine services from the point of view of legislation; when this is done, the real meaning of telemedicine is present in the law.

			3.5 Telemedicine services in cross-border healthcare

			3.5.1 Services in telemedicine

			To propose a definition of a telemedicine service, referring to the proposal for the definition of healthcare service presented above is necessary. According to this proposal, healthcare services are services relating to an actual medical need, particularly understood in terms of clinical, hospital, or pharmacological services, complemented by any non-clinical, non-hospital, or non-pharmacological health services that have a positive impact on the general state of health; healthcare services implement the material and executive aspects of the right to health and are normally provided for remuneration insofar as they are not covered by the provisions on free movement of goods, capital, and persons401. It is also important to refer to the suggested definition of telemedicine already put forward. According to that definition, telemedicine should be equated with the provision of medical services by doctors at a distance using telepresence techniques402. These two premises are sufficient analytical material for a definition of a telemedicine service because the notion of telemedicine service should both coincide with and be compatible with the notion of healthcare service as well as reflecting the specificity of telemedicine as a situation where modern technology is used in the practice of medicine. The essential core of the proposed definition for a telemedicine service will be that of a healthcare service, which should in this case constitute the semantic prototype. However, it is inappropriate to simply or mechanically link this definition to the proposed meaning of telemedicine. The concept of telemedicine has a narrower scope as it does not include all healthcare services, particularly those of a non-hospital, non-clinical, or non-pharmacological nature. This is a corollary of the distinction of telehealth into telemedicine and telecare, where the level of sophistication of the healthcare service provided (i.e., whether a doctor is involved) is a key criterion403.

			Based on this, it seems justified to propose that, de lege ferenda, the notion of telemedicine service should be identified several characteristics: a service performed by a physician, related to an actual medical need, that has a positive impact on the general state of health, realizes the material and executive aspect of the right to health, and is performed at a distance using telepresence techniques, usually for remuneration to the extent that it is not covered by the provisions on free movement of goods, capital, and persons404. The proposal presented in this paper is logically consistent as it follows from the analysis developed and accounts for the possibility of a cross-border form of healthcare provision. This further reinforces the legitimacy of its content, which, by fitting into the actual scope of healthcare services provided using telemedicine solutions, takes into account its essence, objectives, and current level of advancement, where criteria such as time and place lose their importance. In other words, the demand put forward quite precisely defines the boundaries of the material scope of telemedicine services, which are of both dogmatic and pragmatic value. It is also significant that the noted proposal considers both the specificity of healthcare services and solutions using modern technologies for practical use in medicine. In view of the above, de lege ferenda the contemporary legislator should consider introducing a legal definition of telemedical services into its normative system with content that is identical or nearly identical to the presented proposal as soon as possible405.

			3.5.2 Telemedicine services as services in the European Union internal market

			One more issue must be discussed before concluding the discussion on the cross-border provision of healthcare services in the EU: whether telemedicine services, as defined above, benefit from the freedom of movement of services within the internal market of the EU. As was the case for the appropriate definition of telemedicine services, the answer to this question follows from the logical reasoning established in this paper. We are referring here to the considerations already presented concerning the possibility of qualifying healthcare services as internal market services in the EU406.

			This analysis proposed a de lege ferenda suggestion, according to which any healthcare service, irrespective of additional conditions beyond its usual provision for remuneration, should be treated as a service within the meaning of Articles 56 and 57 TFEU with the fullest possible recognition of professional qualifications and respect for patients’ rights in cross-border healthcare407. It would therefore seem that a simple statement based on the two conclusions established so far is sufficient. The first emphasises that the meaning of telemedicine services directly relates to the concept of healthcare services, which constitute a semantic prototype for them. The second, in turn, emphasises that healthcare services, which are usually performed for remuneration, benefit from the freedom of movement of services within the internal market of the EU. The correlation of these two conclusions leads to the following idea: since the concept of healthcare services, which in principle benefit from the freedom of movement of services in the EU, is a source for telemedicine services, telemedicine services can also benefit from this freedom. This conclusion is logical, but to confirm it unequivocally, an additional comparison of the relationship between the material scope of healthcare services and telemedicine services is necessary. It should be emphasised that the material scope of telemedicine services is included in the material scope of healthcare services because they are services provided in modern medicine through the use of modern medical technology. This discourse leads to the assumption that every telemedicine service is also a healthcare service, but not that every healthcare service is a telemedicine service. It is therefore confirmed that telemedicine services benefit from the EU freedom of movement of services on the same basis as healthcare services. An additional argument in favour of this is Article 7(7) of the DPRCH; as previously noted, its normative content indicates the equivalence of traditional and telemedicine healthcare provision.

			The totality of the above discussion would appear to conclusively establish the legitimacy of classifying telemedicine services normally provided for remuneration as services benefiting from the freedom of movement of services within the internal market of the EU, particularly in cross-border situations.

			3.6 Summary

			This chapter presents an original consideration of the cross-border provision of healthcare services in the EU. The aim was to point out the conditions, principles, and interpretations of the EU law that apply to this issue. The immediate aim was also to determine whether it is legally possible to qualify telemedicine services as services under EU law.

			Towards this end, the first subchapter deals with the analysis of the internal market in the light of the free movement of services. On this subject, attention was first turned towards the characteristics of the internal market in genere, where the legal framework for the free movement of goods, persons, and capital was presented. The issues in question were addressed with the goal of presenting a general characterisation of the idea of an internal market of the EU, i.e., a kind of foundation for the cross-border provision of healthcare services in the EU. This was followed by an overview of the free movement of services which emphasized the treaty sources to analyse the relevant topic. Another element of this analysis was providing an overview of EU definition of a service and a brief attempt to assess it. As part of these considerations, it was emphasised that the drafting of the provision containing the legal definition of a service in EU law unambiguously determines whether the substantive enumeration of the notion of service contained in TFEU is only exemplary and serves to adopt the correct line of interpretation. It was noted that this justifies the research question of whether healthcare services can benefit from EU freedom of movement of services, even though they are not provided for in TFEU itself. Quandaries concerning the normative nature of the treaty norms of the freedom of movement of services constitute the last element of the subsection. Importantly, it has been established that both Articles 56 TFEU and 57 TFEU meet the formal criteria for the attribution of direct effect, although this does not preclude the enactment of relevant secondary legislation.

			The above analysis suggests that addressing whether healthcare services can be considered to benefit from the EU freedom of movement of services is justified. Consequently, the second subchapter presented the issue of the free movement of healthcare services, which began by considering the notion of healthcare services. It was highlighted that the proper understanding of this concept should be interpreted based on the correlation of the EU definition of service and the term healthcare with the purpose of healthcare services. In these circumstances, it was proposed that, de lege ferenda, healthcare services should be considered to be services relating to an actual medical need related to clinical, hospital or pharmacological services, complemented by any non-clinical, non-hospital, or non-pharmacological health service that has a positive impact on the general state of health, fulfils the material and executive aspect of the right to health, and is normally provided for remuneration to the extent that it is not covered by the provisions on free movement of goods, capital, and persons. Building on these findings and considering the contributions of both literature and case law, the possibility of qualifying healthcare services as internal market services in the EU was examined. An integral complement to this was a discussion of the possibility of imposing restrictions on the free movement of healthcare services, particularly in light of the proportionality test CJEU. This reasoning led to the conclusion that, in principle, there are no restrictions on the free movement of healthcare services in the EU under Article 56 TFEU, and that exceptions must be justified and carefully analysed.

			This conclusion also gave rise to the proposal that, de lege ferenda, any healthcare service, irrespective of conditions additional to its usual provision for remuneration, should be treated as a service within the meaning of Articles 56 and 57 TFEU and have the fullest possible recognition of professional qualifications and respect for patients’ rights in cross-border healthcare. This gave rise to more far-reaching observations, particularly regarding cross-borderism understood as an alternative solution. It was noted that, to preserve the entitlements under internal market rules of the EU for the free movement of healthcare services, the EU legislator decided to adopt the DPRCH. This assessment emphasised that this was a manifestation of sensitivity to the political will of the Member States of the EU, decoded when adopting the Services Directive, and an expression of the realisation of the right to health in cross-border situations occurring in the EU. It was also determined that this fact could be alternatively be read as allowing the freedom of movement of healthcare services to become more of a reality.

			

			This observation warranted special attention to patients’ rights in cross-border healthcare as a key to a properly understanding and presenting the principles and conditions for the movement of cross-border healthcare services in the EU. An in-depth analysis of the purpose of the DPRCH was conducted; this analysis referenced the rationale of facilitating access to safe, high-quality cross-border healthcare, ensuring patient mobility in accordance with the principles established by CJEU, promoting cooperation between Member States of the EU, and the rationale of guaranteeing full respect for national competences in the organisation and delivery of healthcare.

			The obligations of Member States of the EU in the context of patients’ rights in cross-border healthcare were discussed. One of the most important observations made in this subsection was that the standards of Articles 4, 5, and 6 of the DPRCH emphasise the indispensable role of the Member States in effectively guaranteeing cross-border healthcare in the EU, meaning that, without their proactive action and cooperation, it may be either impossible or much more difficult to achieve the objective of the DPRCH. In doing so, it was emphasised that the national law of the Member States clearly plays a key role in cross-border healthcare, functioning as the first and primary means of implementing the provisions of the DPRCH.

			This was followed by a discussion of whether telemedicine is a cross-border healthcare topic in the EU. To this end, the provisions of the DPRCH that relate directly or indirectly to telemedicine were presented, including the legal standard underpinning the establishment and operation of the EU Network of eHealth. This made it possible to conclude that the EU legislator has chosen to explicitly indicate that one form of cross-border healthcare provision can be telemedicine. This may mean that, under EU law, telemedicine as a mode of healthcare provision is considered equivalent to the traditional prototype, including in terms of financing rules. At the end of the discourse conducted on this topic, it was assessed whether the EU legislator uses terms that are used in the context of applying modern technology to the practice of medicine with prudence and awareness for their actual scope of meaning.

			The deliberations so far have prompted an analysis of the final academic issue addressed in this chapter, namely the possibility of qualifying telemedicine services in cross-border healthcare as services within the meaning of the EU freedom of movement of services. These reflections leaned towards an attempt to create a definition of telemedicine services, then dealt directly with the conundrum of telemedicine services as internal market services of the EU. The main means of this analysis was to compare the relationship between the material scope of healthcare services and telemedicine services. This led to the final conclusion that telemedicine services benefit from the EU freedom of movement of services on the same basis as healthcare services.

			In accordance with the assumptions underlying the conception and structure of this woark, the discourse contained in the first three chapters has been characterised by a theoretical approach with elements of analytics in the field of legal sciences. This has made it possible to arrive at creative conclusions, but it has also given rise to the suggestion of a number of solutions in the form of de lege ferenda postulates. These considerations form the basis for further work; at this stage of analysis, this would become problematic. We are referring here to the identification of specific dilemmas related to the cross-border provision of telemedicine services in the EU that arise from the realisation of the right to health. Already prima facie, it is apparent that there are two premises determining the definition of the problems that will be analysed further. The first is the cross-border provision of telemedicine services in the EU. This premise is dynamic in nature, meaning that its role may change and, depending on the context, represent the source of the problem, its solution, or the means to a solution.

			The second premise is the realisation of the right to health protection. It is static in nature, since, in principle, it will always represent a target standard, the non-observance or under-observance of which causes a problem. Its solution will be aimed at restoring or striving towards the original standard. Considering this, the scope of the potential difficulties related to the cross-border provision of telemedicine services in the EU and arising from the realisation of the right to health is extremely broad. It is therefore necessary to highlight selected and real dilemmas on which reasonable and concrete proposals for solutions can be made in the context of this monograph. It is reasonable to select two different issues within this framework. The first is realising the right to health and the functioning of cross-border healthcare during the COVID-19 pandemic in the context of cross-border provision of telemedicine services in the EU. The second issue covers the impact of telemedicine cybercrime on the realisation of the right to health from the perspective of cross-border provision of telemedicine services in the EU. The proposed issues concern specific, topical, and momentous problems that are simultaneously related to cross-border provision of telemedicine services in the EU and stem from the realisation of the right to health. This justifies their selection as the subject of further analysis.
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			Implementing the right to health and the functioning of cross-border healthcare during the COVID-19 pandemic

			4.1 Introduction

			The chapter aims to present the problems involved in realising the right to health and the functioning of cross-border healthcare during the COVID-19 pandemic in the context of the possibility of cross-border provision of telemedicine services in the EU and proposes a solution. First, a general characterisation of the pandemic is made, consisting of the main events of the pandemic, statical data around it, and an analysis of the COVID-19 vaccination process. This discussion is followed by an examination of the pandemic’s impact on the legal system, including the issue of law as an instrument for combating the spread of COVID-19. These considerations are followed by a presentation of the legal measures taken during the pandemic in selected Member States of the EU and the actual possibility that individuals could exercise their rights during the pandemic. This allows for the definition of the main issues in this chapter. Problems related to exercising the right to health and functions of the cross-border healthcare during the COVID-19 are presented. This analysis will provide a basis for identifying and interpreting the core of the dilemmas in question. Characteristics that are desired for the solutions to these problems are established. Additional support for these characteristics is provided by the conclusions regarding the analysis of measures that offset the negative impact of the COVID-19 pandemic on the functioning of cross-border healthcare in the EU.

			These considerations lead to the proposal for a solution to the problem of the right to health during a pandemic state and the problem of cross-border healthcare in the EU during this period. The chapter concludes with a summary containing the author’s observations on the discussed matter and de lege ferenda postulates for the legislator.

			4.2 General characteristics of the COVID-19 outbreak

			4.2.1 COVID-19 outbreak highlights408

			The first case of infection with a new type of coronavirus occurred at the end of 2019 in China, specifically in the city of Wuhan, which is located in Hubei province409. The rate of spread of the SARS-CoV-2 virus was so rapid and widespread that the World Health Organisation (hereinafter: WHO) declared it a public health emergency of international concern on 30 January 2020410. On 1 March 2020, the WHO Director-General officially declared a global pandemic411. The first case of infection in Europe occurred on 24 January 2020 in France412; the first death in France due to COVID-19 was reported on 15 February413. According to official WHO data, as of 6 July 2021, there were 183,608,682 confirmed cases of COVID-19 infection globally414. On the same date, there were 3,978,675 globally confirmed deaths from COVID-19415. This series of events focused international attention on the fight against the SARS-CoV-2 virus that causes COVID-19 disease. One can point to the intensive activity of the WHO, including specific activities that were intended to combat the pandemic state. Focusing on the most recent data available at that time, on 30 March 2021, the WHO published a report regarding the visit of an international team studying the genesis of SARS-CoV-2 to Wuhan416; in turn, on 17 March 2021, it issued interim recommendations on the use of the COVID-19 vaccine from Johnson & Johnson/Janssen Pharmaceuticals417. On 24 February 2021, it published a document entitled The COVID-19 Strategic Preparedness and Response Plan (SPRP) for 2021418.

			From the perspective of the European continent, the actions taken by the EU are no less important. Initiatives related to EU digital certificates for COVID-19 vaccination419 or the introduction of a new procedure to facilitate and speed up the approval of vaccines adapted to the new COVID-19 variants can be identified420.

			4.2.2 COVID-19 pandemic statistics421

			The peaks of global infection rates are referred to as the first and second waves of COVID-19. During the first wave, the highest number of reported daily infections were on 9 January 2021 (810,178 new cases) and 10 January 2021 (807,042 new cases)422. During the second wave, the highest number of newly reported cases were, in numerical order, on 23 April 2021 (895,018), 22 April 2021 (884,113), 29 April 2021 (875,969), and 30 April 2021 (870,756)423.

			In Europe, during the first wave of COVID-19, the highest daily increase in cases was found on 7 January 2021 (326,546 new cases), and during the second wave of COVID-19, the highest daily infections occurred on 1 April 2021 (288,657 new cases)424. Globally, France, Russia, Turkey, the UK, Italy, and Spain had the highest number of cases.. In France, 5,675,702 cases of SARS-CoV-2 infection were confirmed by 6 July 2021; the largest daily increase in new cases (69,989) occurred on 1 November 2020, and 110,262 deaths were due to COVID-19425. In Russia, 5,658,672 cases of SARS-CoV-2 infection were confirmed by 6 July 2021; the largest daily increase in new cases (29,935) was reported on 24 December 2020, and 139,316 deaths were due to COVID-19426. In Turkey, 5,449,464 cases of SARS-CoV-2 infection were confirmed by 6 July 2021; the largest daily increment of new cases (63,082) were reported on 17 April 2021, and 49,959 deaths were due to COVID-19427. In the UK, 4,930,538 cases of SARS-CoV-2 infection were confirmed by 6 July 2021; the largest daily increment of new cases (81,519) occurred on 31 December 2020, and 128,231 deaths were due to COVID-19428. In Italy, 4,263,797 cases of SARS-CoV-2 infection were confirmed by 6 July 2021; the largest daily increment of new cases (40,902) were reported on 14 November 2020, and 127,680 deaths were due to COVID-19429. In Spain, 3,866,475 cases of SARS-CoV-2 virus infection were confirmed by 6 July 2021; the largest daily increment of new cases (42,772) were reported on 17 January 2021, and 80,934 deaths were due to COVID-19 disease430. It therefore became an international priority to develop a vaccine against the SARS-CoV-2 virus and medications to treat COVID-19431.

			4.2.3 Vaccination against SARS-CoV-2432

			The discovery, testing, and introduction of the first vaccines against SARS-CoV-2, was a turning point in the pandemic. Four different vaccines433 had been approved for circulation in the EU by 8 July 2021. These included two mRNA vaccines434 
(from BioNTech/Pfizer435 and Moderna436) and two adenovirus vaccines437 (from Johnson & Johnson/Janssen Pharmaceuticals438 and 
AstraZeneca439). In the United States, three vaccines were authorized (BioNTech/Pfizer, Moderna, and Johnson & Johnson/Janssen Pharmaceuticals) were authorized by 8 July 2021440. According to official WHO data, 1,229,404,475 people had received at least one dose of the vaccine globally by 7 July 2021. In Europe, the highest vaccination rates were in Germany, the UK, Turkey, Italy, France, and Spain. By 8 July 2021, 44,617,425 people had received at least one dose of the vaccine, representing 53.65% of the country’s population441; in the UK, 44,454,511 (65.48%) people had been vaccinated442; in Turkey, 32,857,375 (38.9%) people had been vaccinated443. In Italy, 33,114,877 (55.52%) people had been vaccinated444; in France, 33,549,424 (49.84%) people had been vaccinated445; in Spain, 24,794,318 (53.8%) people had been vaccinated446. In Poland, 16,737,666 people had received at least one dose of the vaccine by 8 July 2021, but this represents 44.09% of the country’s population, making its percentages similar to the other noted European countries447.

			The events of the pandemic dramatically reshaped and redetermined the actions of modern states, international organisations, and individuals. It is currently extremely difficult to assess the direction of the COVID-19 pandemic, despite numerous countermeasures being taken and a considerable amount of research on the subject448.

			4.3 The law in the face of the COVID-19 pandemic

			4.3.1 Law as an instrument to combat the COVID-19 pandemic

			The COVID-19 pandemic phenomenon is multidimensional and has affected numerous areas of human life. The spread of the SARS-CoV-2 virus unequivocally demonstrated the spectrum of problems, risks, and consequences of pandemics. To avoid the spread of COVID-19, rules regarding participant and functioning in society were changed. Other changes aimed at directly combating the COVID-19 pandemic should also be examined, such as the simplification of the procedure involved in marketing vaccines449. While this issue is important, from the perspective of legal conditioning of society, the changes required to combat the spread of the SARS-CoV-2 virus constitute a relevant point of reference. These changes were clearly justified by the COVID-19 pandemic.

			Tools that can introduce and enforce specific transformations of the rules for participating and functioning in society should be determined. One of these tools is likely to be appealing to people’s value of solidarity and the expectation that people belonging to a certain society will behave reasonably and responsibly450. Nevertheless, it seems that the tool that guarantees, in principle, the widespread adherence to the newly introduced standards of social distance is the law as a natural instrument that defines and enforces the powers and duties of the individual. In the EU forum, reality has confirmed this observation, as since the beginning of the COVID-19 pandemic, one can observe a significant increase in legal regulations providing for numerous prohibitions and injunctions in this respect451. It seems expedient to present a selection of legal regulations that illustrated the approaches from the EU Member States, which, as state bodies, reacted on an ongoing basis and adapted their legal state to the facts of the pandemic452.

			4.3.2 Legal remedies against COVID-19 in selected EU Member States453

			By analysing all 27 Member States of the EU, it clear that the COVID-19 pandemic period represents an extremely intensified period in terms of law-creating activity directed at the current problem. It is therefore necessary to provide an overview of the selected EU Member States characterising the impact of the pandemic on the legal operating conditions in the different societies. The number of infections identified between the beginning of the pandemic and the date when data were collected for this study was used to determine which specific Member States to examine. The highest number of infections in EU Member States during that time were in France, Italy, Spain, Germany, and Poland454, so these states were analysed.

			According to the European Commission, the legal measures introduced in these countries can be categorised into six main groups455, including legal measures related to physical distance, international travel, intra-state travel, hygiene and safety rules, disease management and quarantine, and general matters.

			Based on this, 150 national legal measures were introduced in France by 19 July 2021; 13 currently have the status of applicable law456, and the remaining legal measures have been repealed. Overall, 119 legal measures related to physical distance, 6 to international travel, 3 to intra-state travel, 8 to hygiene and safety rules, 4 to disease case management and quarantine, and 10 to general matters.

			In Italy, 489 legal measures were introduced by 19 July 2021; 23 currently have the status of valid law457. A total of 389 legal measures related to physical distance, 24 to international travel, 39 to intra-state travel, 19 to hygiene and safety rules, eight to disease case management and quarantine, and 11 to general matters.

			In Spain, 302 legal measures were introduced by 19 July 2021; 131 currently have the status of applicable law458. A total of 199 legal measures related to physical distance, 18 to international travel, 45 to intra-state travel, 16 to hygiene and safety rules, 8 to disease case management and quarantine, and 16 to general matters.

			In Germany, 86 legal measures were introduced by 19 July 2021; 13 currently have the status of binding law459. A total of 54 legal measures related to physical distance, 19 to international travel, none related to intra-state travel, 7 covered hygiene and safety rules, 1 to disease case management and quarantine, and 5 to general matters.

			In Poland, 129 legal measures were introduced by 19 July 2021; 27 currently have the status of binding law460. A total of 92 legal measures were related to physical distance, 15 to international travel, 1 to intra-state travel, 7 to hygiene and safety rules, 5 to disease case management and quarantine, and 9 to general matters.

			Based on this, the COVID-19 pandemic clearly justified a period of intensive legislative activity in the analysed Member States. However, the number of legislative measures adopted in the selected countries only shows the intensity of national activity because the adopted grouping of the European Commission is hardly suggestive of the substantive content of legal solutions. It is therefore necessary to clarify the substantive layer of the legal measures in the specific thematic groups. In the group of legal measures concerning physical distance, it was decided to introduce restrictions on private gatherings and create injunctions in the workplace, recommendations to stay at home, injunctions to stay at home, solutions for a special category of the population, restrictions on public gatherings, closure or restrictions on the use of public transport, closure or restrictions on the use of public space, and closure or restrictions on the use of educational institutions461. Regarding legal measures concerning international travel, it was decided to introduce travel advisories, complete closure of state borders, quarantine for international travellers, specific border controls and entry bans for foreigners from selected countries462. In the legal measures regarding intra-state travel, travel restrictions, travel advisories, and quarantine for travellers were specifically introduced463. For legal measures on hygiene and safety rules, the measures were usually in favour of requiring or recommending the use of protective masks and other protective measures, air safety controls, disinfection orders, restrictions on blood donations, and animal surveillance and control464. Regarding legal measures for case management and quarantine, the most common measures were the introduction of quarantine, isolation of infected cases, and tracking of human contact465. Finally, general legal measures mainly included risk assessment, rules for public communication, rules for communication with health services, and a crisis management system466. The correlation between the number of legal measures adopted by the selected Member States and their subject matter confirms the impact of the COVID-19 pandemic on the legal condition of society in the EU. This is because, as further confirmed by the European Commission data cited above, the approaches of France, Italy, Spain, Germany, and Poland are not specific; they represent a general trend found throughout the EU.

			4.3.3 Exercise of the unit’s rights during the COVID-19 pandemic

			So far, this analysis suggests that the COVID-19 pandemic caused extensive changes in the law; a number of provisions were created that introduced new standards of functioning in society, and specific rules of conduct have been defined. Therefore, the impact of COVID-19 on the law, including on the conditions of participation in society, is far-reaching and of a direct nature. Nevertheless, the issue of the actual exercise of individual rights in practice is a different matter. In this context, it should be noted that the EU legal measures adopted by the Member States create a new legislative matter; they become a new normative standard as soon as they are introduced in the form of hard law or when they are the subject of guidelines in the form of soft law. They often form the basis for pioneering legal institutions that limit an individual’s rights or introduce new types of obligations. The legal measures in question, however, theoretically concern a well-defined subject matter and have, as a rule, a clear and direct purpose and effect. In practice, however, some of these measures also strongly affect legal rights other than those directly mentioned. The right to a court trial and the right to education are two examples of this. During the pandemic, both of these entitlements were depleted due to the introduction of successive legal regulations justified by the fight against the SARS-CoV-2 virus. The problems with the education467 and justice systems468 are only selected examples that confirm the indirect impact of the above-mentioned legal measures. In these cases, the intention of the legislator was not to deplete either of the mentioned rights, but to fight the pandemic. However, the entitlements of individuals in this areas were in fact reduced.

			It is also important to note that, in some cases, the COVID-19 outbreak constitutes an independent source of a negative impact on the actual ability of individuals to exercise their powers, even without legal measures in place. A limitation in the exercise of individuals’ powers may therefore result from a subsequent reaction of the legislature, as well as from the consequences of a changing factual situation. Access to health services in times of pandemics, where the exercise of the right to health may be jeopardised or even restricted, seems to be such a case, although there are potential remedies available. Factual conditions are a major source of risks and problems.

			4.4 The right to health and cross-border healthcare during the COVID-19 pandemic

			4.4.1 The right to health during the COVID-19 pandemic

			As the subject and aspects of the right to health have been discussed earlier in this work469, it is possible to focus directly on the problem of realising the right to health in times like those of the COVID-19 pandemic. It seems frustratingly true that the proper realisation of the right to health in genere depends on having an efficient, effective, efficient, fast, safe, and universal healthcare system to which all individuals have equal access470. Any modern state should be attempting to meet these features in their healthcare systems. It should be considered a natural state of affairs that, depending on their geographical location, economic development, and human and material resources, healthcare systems have varying levels of sophistication. The process of improvement is continuous and progressive in countries that respect the right to health for their citizens.

			The emergence of the SARS-CoV-2 virus and the declaration of a global pandemic, which introduced a series of prohibitions, orders or restrictions in general, drastically affected individuals’ ability to realise the right to health in the practice of the health system. The institutional core is primarily responsible for the day-to-day realisation of the right to healthcare services, but it has also been overburdened to a certain extent471. There are two primary reasons for this.

			First, there was an extraordinary increase in the number of people requiring medical or healthcare assistance, including specialised approaches. A significant number of people who did not normally need health interventions began to need them overnight. The second reason for the overloading of national health systems was that they were not prepared for the sudden increase in the number of people needing health or medical assistance. These two situations caused national healthcare systems to become inefficient. The consequence of their simultaneous materialisation during the peak phases of the COVID-19 pandemic472 is far from the protective standard of the right to health, including the right to health protection and healthcare services.

			In Poland, for example, several health service problems can be pointed out: lack of available beds in hospitals; shortages in medical equipment, intensive care health personnel, other staff, and personal protective equipment; inadequate coordination of emergency ambulance services; insufficient oxygen supplies; and insufficient training473. These problems, created by the simultaneous occurrence of the above-mentioned premises, illustrate the huge impact the COVID-19 pandemic had and continues to have on the realisation of the right to health in practice.

			In the interest of fairness, other reasons for these inefficiencies can be mentioned. For example, the legal measures against COVID-19 that were previously mentioned were aimed at providing protective procedures in healthcare, such as introducing procedures making access to healthcare services conditional on an asymptomatic patient showing a negative test result, or the limited access of seniors to health services may have been factors474. Nevertheless, if it were not for the primary reasons noted above, these legal measures would not have constituted a real problem that affected the ability to realise the right to health; an efficient health service would offset difficulties resulting from legal measures.

			To address the core of the identified issue, however, it seems clear that the drastic overloading of the state health service by the COVID-19 pandemic caused inefficiencies in the health system, making it impossible to practically realise the right to health in its full or existing form. The issue at the root of the problem is therefore reconciling the increased number of patients with the current capacity of the health service in a particular state.

			4.4.2 Cross-border healthcare during the COVID-19 pandemic

			As with the right to health, the issue of cross-border healthcare in the EU in genere has already been presented in this work. Fundamentally475, it is necessary at this point in the work to focus on the problem of cross-border healthcare during the COVID-19 pandemic. To do so, it is necessary to define the criteria required for the proper functioning of cross-border healthcare in the EU. In other words, the conditions that are critical for cross-border healthcare to fulfil its functions need to be identified; without them, cross-border healthcare cannot be effectively applied. These conditions appear to have been included to define patients’ rights in cross-border healthcare and in the legal definition of the concept476. It should be stressed again that the aim of this work is to establish rules that can facilitate access to safe and high-quality cross-border healthcare, ensure patient mobility in accordance with the principles established by CJEU, and promote cooperation in healthcare between Member States, in full respect of their competencies477. According to Article 3(e) of the DPRCH, cross-border healthcare refers to healthcare provided or prescribed in an EU Member State other than the Member State of affiliation.

			Based on the two premises mentioned above, the first condition for the proper functioning of cross-border healthcare is facilitating equal access for insured persons to a well-organised healthcare system of a Member State of the EU other than the Member State of affiliation. The second condition is ensuring the mobility of patients in accordance with the rules established by CJEU so that the patients can receive healthcare provided or prescribed in a Member State other than the Member State of affiliation. The third condition is cooperation on healthcare between Member States of the EU, and the fourth condition is full respect for the public health competences of Member States. These conditions are, to some extent, identical to the premises of the DPRCH objective already discussed in this academic work478.

			The COVID-19 pandemic, including its effects and consequences, did not affect all of the above conditions equally. The third and fourth conditions appear to be effectively fulfilled during the pandemic479. The first condition, however, will not be fulfilled until the problems in realising the right to health during the COVID-19 pandemic are solved because its fulfilment depends on the functioning of an efficient, effective, prompt, safe, and universal healthcare system to which all individuals have equal480. This is the source of the same problem in terms of the right to health481. It therefore becomes legitimate to examine the impact of the COVID-19 pandemic on the second condition, i.e. the provision of patient mobility.

			Based on the analysis already conducted regarding the legal measures against the SARS-CoV-2 virus issued by Member States of the EU, a certain proportion of these measures concern international travel, including travel advisories, complete closure of national borders, quarantine for international travellers, specific border control, and entry bans for foreigners from selected countries. A large majority of Member States of the EU482 decided to introduce some of these legal measures. This suggests that the problems caused by making it difficult or impossible for patients to cross borders to receive healthcare are directly linked to the COVID-19 pandemic. This allows the relevant problem to be named. Considering all the issues raised, this appears to be a restriction or, in some cases, even a paralysis of the traditionally understood mobility of the EU population which is directly linked to the realisation of the freedom of movement of persons within the internal EU market; this restriction either significantly impedes or prevents the use of cross-border healthcare in the EU its full or current form. The root issue is therefore reconciling the need to ensure patient mobility with the restrictions that may occur during the physical crossing of traditionally understood national borders, which was justified in this case because of the COVID-19 pandemic.

			4.4.3 The negative impact of COVID-19 on the operation of cross-border healthcare in the EU

			Given the above considerations, it is important to bear in mind EU’s attempts to counteract the negative impact of the COVID-19 pandemic on the functioning of cross-border healthcare. For this exact purpose, the European Commission issued the already referred to communication entitled Guidelines for EU emergency assistance on cross-border healthcare cooperation related to the COVID-19 pandemic crisis (hereinafter: Guidelines on EU Emergency Assistance on Cross-Border Cooperation in Healthcare related to the COVID-19 crisis)483. This document makes it clear that its goal is to create a more coordinated approach in cross-border healthcare due to the occurrence of an emergency. One proposed solutions is the full use of the medical infrastructure in each EU Member State so that countries in a better situation relieve the burden on those in a worse situation. The European Commission declared that it would support Member States of the EU by, for example, providing clarity on the reimbursement of healthcare484 or arrangements for cross-border patient mobility.

			The latter designator is extremely interesting considering the research aims of this work. In this context, the European Commission points out that, for citizens of the EU, the principles set out in Directive 2004/38/EC of the European Parliament and of the Council of 29 April 2004 on the right of citizens of the Union and their family members to move and reside freely within the territory of the Member States continue to apply, amending Regulation (EEC) No 1612/68 and repealing Directives 64/221/EEC, 68/360/EEC, 72/194/EEC, 73/148/EEC, 75/34/EEC, 75/35/EEC, 90/364/EEC, 90/365/EEC and 93/96/EEC485. On this basis, the Communication from the Commission Guidelines on EU Emergency Assistance on Cross-Border Cooperation in Healthcare related to the COVID-19 crisis that patients requiring urgent state that patients requiring urgent care in a healthcare facility in another Member State of the EU cannot be refused entry, but also say that patients going to another Member State of the EU for non-emergency treatment should check whether border controls will allow them to travel. This solution, however, raises an interpretative problem related to the definition of urgent versus non-urgent care in a healthcare facility setting486. In this context, linguistic interpretation directives can be used, and the designators under consideration can be linked to a life-threatening condition. Nevertheless, this proposition is incomplete as there may be cases where patients require urgent healthcare in another Member State of the EU, but the treatment is not life-threatening for that patient. For this reason, prima facie, it seems that a possible solution would be replacing the criteria of urgent and non-urgent with an objective criterion in the form of a life-threatening condition. In such a case, patients in a life-threatening condition would not be denied entry into the territory of another Member State of the EU to receive care in a healthcare facility. However, it should be stressed that the solution proposed here, as noted above, has a smaller personal scope of application compared to that identified by the European Commission. This means that the use of the objective criterion of a life-threatening condition may not fully realise the objective of the COVID-19 Guidelines for cross-border cooperation in healthcare. The European Commission should therefore objectify its proposed criteria by specifying the distinction between urgent care and non-emergency care in the created document. In the COVID-19 Guidelines for cross-border healthcare cooperation itself, there is no clear indication of such an objective criterion that distinguishes between the two concepts. For this reason, there is a high risk that the boundary between cases requiring urgent care and non-urgent cases will be determined by a subjective criterion487.

			Another problem with the COVID-19 Guidelines for cross-border healthcare cooperation is that their name, rationale, and purpose concern cross-border healthcare cooperation related to the COVID-19 pandemic crisis. There is, therefore, a direct link between the subject matter of the document under consideration and the pandemic state, which significantly narrows its scope of application488. In addition, it should not be forgotten that these Guidelines are a typical example of soft law. The interpretation of the EU provisions contained therein regarding the right of EU citizens and their family members to move and reside freely within the territory of Member States of the EU is not binding489. This interpretation should be treated by Member States of the EU as a valuable guide to how the relevance of the EU law rules should be understood and applied at this level. Notwithstanding the above dilemmas, however, the solution proposed in this document by definition applies only to patients requiring urgent care in a healthcare facility in another Member State of the EU. Only this group of patients cannot be refused the ability to cross the border due to the restrictions caused by the COVID-19 pandemic; persons travelling to another Member State for treatment in non-urgent cases are outside the scope of this recommendation. The solution presented in the COVID-19 Guidelines for Cross-Border Healthcare Cooperation should therefore be treated as a half-measure that clarifies the legal status of a specific group of patients; other patients, as expressis verbis stated in the document under review, should check whether border controls will allow them to travel. The lack of universal applicability is a definite drawback to this solution.

			Notwithstanding these reservations, however, such solutions proposed by EU should be viewed positively as counteracting the negative impact of the COVID-19 pandemic on the functioning of cross-border healthcare in the EU. This positive view is justified because the application of the Communication from the Commission Guidelines on EU Emergency Assistance on Cross-Border Cooperation in Healthcare related to the COVID-19 crisis is clearly a partial solution to the problem defined above. However, as this solution indicated above only applies to patients whose cases are classified as urgent and is contained in a soft law document, another solution that either supports patients in urgent cases or experience with non-urgent cases is valuable in moving towards a more complete solution to the defined problem of cross-border healthcare in the COVID-19 pandemic.

			4.5 Proposal for the implementation and use of telemedicine solutions during the COVID-19 outbreak

			4.5.1 Telemedicine as a solution to the right to health 
during a pandemic

			To propose a solution to this problem, it is necessary to refer to five fundamental premises which, based on the conclusions already discussed, justify the demand put forward.

			First, the burden caused by the COVID-19 pandemic on the state health service must be relieved, improving health system efficiently and making it possible to practically realise the right to health490. The underlying issue is finding a solution that reconciles the increased number of patients with the current capacity of the health service in a particular state491.

			Second, telemedicine is predisposed to acting as a new guarantor of the substantive core of the right to health, and thus to act as a guarantor of the right to health protection, especially given the inefficiency of the traditional health system492.

			Third, telemedicine seems to have the qualities necessary to act as a new institutional guarantor of the material aspect of the right to health. It thus constitutes the most essential means for the realisation of the main objective, i.e. the protection of health493.

			Fourth, the use of telemedicine brings a number of benefits, such as: improving the efficiency of the healthcare system sensu largo, supporting the work of doctors by increasing their efficiency, increasing the trust and satisfaction of final beneficiaries or improving the availability, speed, equity, safety, quality of medical services and reducing their costs494.

			Fifth, since the essence of telemedicine is that it provides care in a remote setting and is therefore independent of movement restrictions or geographical barriers, it can improve health outcomes and support clinics through the use of modern ICT495.

			For these reasons, it seems reasonable to state that the use and implementation of the instrumentality of telemedicine constitutes a solution to the drastic overloading of the national health service by the pandemic state, which is causing inefficiencies in the healthcare system and making it impossible to fully realise the right to health. Based on the above-mentioned characteristics and the specificity of telemedicine, it can be assumed that it is better able to reconcile the increased number of patients with the current capacities of the health service than its traditional counterpart. Definitely, de lege ferenda postulates the implementation and use of telemedicine solutions as those which, during pandemics and regardless of the impediments to movement, ensure the preservation of the efficiency of the healthcare system by increasing the efficiency of doctors, more completely realising the right to health protection and a stable and effective realisation of the right to healthcare services496. Telemedicine allows a single unit of medical staff to attend to the health of a larger number of patients in real time or asynchronously.

			4.5.2 Telemedicine as a solution to the problem of cross-border healthcare in the EU during a pandemic state

			The problem of cross-border healthcare during the COVID-19 pandemic requires a solution that ensures patient mobility within the EU regardless of restrictions on movement, including crossing traditionally understood state borders, and enables the full or existing use of cross-border healthcare in the EU497. The need to ensure patient mobility given the restrictions that may occur when physically crossing traditionally understood national borders during an pandemic state is crucial498. The solution proposed in the Communication from the Commission Guidelines on EU Emergency Assistance on Cross-Border Cooperation in Healthcare related to the COVID-19 crisis ensures mobility only for patients whose cases will be classified as urgent. In the analysis to this point, telemedicine appears to be an appropriate, supplemental proposal to the solution proposed in the Communication from the Commission Guidelines on EU Emergency Assistance on Cross-Border Cooperation in Healthcare related to the COVID-19 crisis.

			Telemedicine ex definitione provides remote healthcare, which is therefore free from restrictions on movement or geographical barriers due to its use of modern ICT499. Geographical limitations of the traditionally understood healthcare system are irrelevant for telemedicine, allowing barriers due to distance between patient and medical staff to be overcome. This suggests that telemedicine and its services, when properly implemented, ensure the efficient, fast, safe, and effective digital mobility of patients. This type of mobility, like its traditional counterpart, can effectively fulfil the normatively defined objective of the DPRCH500. It can also provide immediate and remote access to cross-border healthcare without changing physical geographic location either in real time or asynchronously.

			In summary, it is reasonable to argue that telemedicine should be regarded as a proposal that supports and complements the solution set out in the Communication from the Commission Guidelines on EU Emergency Assistance on Cross-Border Cooperation in Healthcare related to the COVID-19 crisis. In this regard, de lege ferenda telemedicine, particularly due to the specificity of its concept, should be considered as a direct remedy for patients seeking cross-border healthcare in the EU whose cases are classified as non-urgent by the COVID-19 Cross-Border Healthcare Cooperation Guidelines501. Telemedicine can ensure digital mobility, avoiding movement restrictions, including crossing traditional national borders; this fully enables the use of cross-border healthcare in the EU502. The ability to reconcile the need to ensure the mobility of patients whose cases are non-urgent with the restrictions that may occur when physically crossing traditionally understood national borders during an pandemic state can be resolved. Telemedicine can also support the solution set out in the COVID-19 Guidelines for cross-border cooperation in healthcare for patients with urgent cases to some degree, especially in terms of meeting highly advanced forms of telepresence or tele-operations using specialised robotics. The correlation of telemedicine with the solution proposed by the European Commission provides a more complete answer to the defined problem of cross-border healthcare during the COVID-19 pandemic.

			4.6 Summary

			This chapter addressed the issues related to difficulties in realising the right to health and the function of cross-border healthcare in the EU during the COVID-19 pandemic.

			In the introduction, the development of the COVID-19 pandemic and its general characteristics were discussed. To do so, the most important pandemic-related events were presented along with statistical data and analyses of the COVID-19 vaccination process. This led to three important conclusions. First, the SARS-CoV-2 virus has an unprecedentedly rapid rate of spread. Second, given the high rate of contagiousness and the high risk of life-threatening symptoms for a significant proportion of the population, it became an international priority to invent a vaccine for the SARS-CoV-2 virus or a drug to treat COVID-19. Third, these developments caused states, international organizations, and individuals to dramatically re-evaluated their actions and adjust them, including in the legal dimension. At present it is extremely difficult to assess the direction of the pandemic caused by the SARS-CoV-2 virus, despite numerous countermeasures and a significant amount of research on the topic.

			Next, attention was turned to the impact of the COVID-19 pandemic on the legal system, including how laws had been issued as instruments to combat the spread of SARS-CoV-2. It was established that the tool guaranteeing, in principle, widespread compliance with the newly introduced standards of social distancing was the law that naturally defined and enforced the rights and obligations of individuals. The legal measures passed in relation to the COVID-19 in selected Member States were discussed, and the correlation of their number and substantive subject matter unequivocally confirmed the impact of the COVID-19 pandemic on the legal conditions of European society as a whole. This means that, in a relatively short period of time, the legal system was normatively adapted to the new state of affairs through implementing a number of prohibitions, injunctions or, in general, strictures or restrictions. It follows that the impact of the COVID-19 pandemic on the law, including on the conditions of participation in society, is far-reaching and direct nature. This analysis shows that due to the pandemic, extensive changes have taken place in the law, mainly through the creation of a series of standards defining new rules for functioning in society.

			This matter was complemented by considering the issue of the actual exercise of the individual’s powers in practice during the COVID-19 pandemic. It was noted that the legal measures analysed form the basis for new legal institutions that limit the individual’s powers or introduce previously unknown types of obligations. These restrictions or obligations in specific cases strongly affect not only the legally defined entitlements directly affected; they also have indirect effects on other entitlements, including the right to a court trial or education. Indeed, in practice, it appears that a side effect of the EU legal measures adopted by Member States is limiting the actual possibility of exercising the rights of individuals in the realities of the COVID-19 pandemic, which are not the direct object of regulation. Significantly, it was then noted that the pandemic, in some cases, negatively affected the actual ability of individuals to exercise their rights. It follows that a limitation in the exercise of the individuals’ powers can also arise from the consequences of a changing factual situation. Threats and problems related to realising the right to health were identified as such a limitation. This remark was crucial to further consider the definition of problems related to realising the right to health and the functioning of cross-border healthcare in the reality of the COVID-19 pandemic, which was the main aim in this chapter. Accordingly, the problem of the right to health during the COVID-19 pandemic was presented and named. After applying appropriate interpretative techniques and considering the issues raised so far, it was proposed that the problem was the drastic overloading of the state health service by COVID-19, resulting in inefficiencies in the healthcare system that made it impossible in to practically realise the right to health in its full or existing form. It was emphasised that the root of this problem is how to reconcile the increased number of patients with the current capacities of the health service in a particular state.

			An identical analysis was then performed related to the proper definition of the problem of the functioning of cross-border healthcare under the same conditions. After presenting a carefully chosen rationale, it was proposed that this problem be defined as a restriction or, in some cases, even a paralysis of the traditionally understood mobility of the population of the EU directly linked to the realisation of the freedom of movement of persons within the internal market of the EU, which either significantly impedes or prevents the use of cross-border healthcare in the EU in its full or existing form. It was then highlighted that the underlying requirement is reconciling the need to ensure patient mobility with the restrictions that may occur during the physical crossing of traditionally understood national borders as justified by the pandemic situation.

			These considerations were complemented by the proposal to counteract the negative impact of the COVID-19 pandemic on the functioning of cross-border healthcare in the EU. An in-depth examination of the nature of this measure led to the conclusion that its application partially, due to its coverage of only some patients, solved the problem laid out in this chapter. Any proposal that supports or complements the steps taken by EU is therefore considered to be valuable in moving towards a more complete solution to the defined problem.

			Based on these results, the final chapter of this work proposed concepts for the implementation and use of telemedicine solutions during the COVID-19 pandemic. First, after additional analysis, it was proposed de lege ferenda the implementation and use of telemedicine solutions as they remove the impediments related to movement, preserve the efficiency of the healthcare system by increasing the efficiency of doctors, more fully realise the right to health protection, and offer a stable and effective realisation of the right to healthcare services, all of which are critical in a pandemic situation. Second, this work proposed that de lege ferenda telemedicine should be considered as a direct remedy for patients wishing to receive cross-border healthcare in the EU whose cases are not considered urgent according to the provisions of the Communication from the Commission Guidelines on EU Emergency Assistance on Cross-Border Cooperation in Healthcare related to the COVID-19 crisis. In addition, the provision of digital patient mobility has the advantage of being more independent of the will of the state authorities than is the case with the solution proposed by the EU. As this discussion is around digital crossing of the border by the service, the non-interference of the EU Member States is sufficient. The situation in question is of a different nature than the one proposed by the EU, where EU Member States already have a positive obligation to guarantee the possibility of traditional border crossing. As part of these considerations, it has also been suggested that, in terms of patients whose cases are urgent, telemedicine can support the EU solution when technology allows, including highly advanced forms of telepresence.

			As a whole, this chapter suggests that it is currently legitimate to put solutions based on modern technologies into practice to tackle the negative effects of the COVID-19 pandemic in the context of realising the right to health and the functioning of cross-border healthcare. This observation justifies the main proposal of the chapter in the form of a more widespread deployment and use of telemedicine solutions, considering the benefits and potential and being attentive to certain real risks, such as, for example, cybercrime503.
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						461	  Examples of such legal measures are as follows. On 16 March 2020, an order was introduced in Austria to stay at home unless conducting urgent and necessary work activities, essential grocery or medical shopping, assisting others, walking alone or walking in the company of persons living in the same household with a distance of 1 metre between them. On 13 March 2020, restrictions on the use of public spaces were introduced in Belgium in the form of restaurant and café closures. On 8 March 2021, Bulgaria introduced restrictions on public assemblies by banning cultural events, including the closure of cinemas, and made it mandatory for all sports events to take place without an audience (Source, 2021).
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			Telemedicine cybercrimes as a threat to the realisation of the right to health in telemedicine

			5.1 Introduction

			The chapter aims to identify solutions to level the phenomenon of telemedicine cybercrime that threatens the realisation of the right to health in telemedicine. It is mainly concerned with identifying how to respond before and after a telemedicine cybercrime is committed with the goal of protecting and strengthening telemedicine’s realisation of the right to health. Accordingly, insights related to the theoretical characteristics of telemedicine cybercrime are presented, and attention is drawn to the impact of telemedicine cybercrime on the right to health, the concept of cybercrime, and the term telemedicine cybercrime.

			After a theoretical introduction, the types of telemedicine cybercrimes that can be interpreted on the basis of relevant public international law standards are analysed. A method for identifying specific types of telemedicine cybercrimes is discussed. Subsequently, the issue of evidentiary acts in telemedicine cybercrimes that are also possible to interpret on the basis of the relevant norms of public international law are considered. Here, too, a method for defining telemedical evidentiary acts is presented, and specific types of such acts are identified. As a result, the standardisation of telemedicine systems is proposed, including two specific demands. The first is standardising telemedicine service IT systems based on the types of telemedicine cybercrimes, and the second is standardising of telemedicine service IT systems based on types of telemedicine evidentiary acts.

			The chapter concludes with a summary containing the author’s observations on the matter under discussion and an outline of de lege ferenda proposals for the legislator.

			5.2 Theoretical characteristics of telemedicine cybercrime

			5.2.1 The impact of telemedicine cybercrime on the right to health

			One of the threats of the application of modern technologies for use in the practice of medicine in the form of telemedicine solutions is telemedicine cybercrime. The act of cybercrime504 is directly related to the specificity of telemedicine services, as highlighted above, as they serve the right to health505. It is also worth noting that the legally protected good harmed by telemedicine cybercrime is also, if only indirectly, the right to health. This occurs because every telemedicine cybercrime, irrespective of the directly infringed legal good (such as personal data) always simultaneously infringes the legal good of realising the right to health in digital form by limiting the actual possibility of caring for patients’ health or causing them to fear a modern form of treatment due to the harm suffered. There is therefore a condition of simultaneous obligatory existence between the directly infringed legal good and the right to health, unless the directly infringed legal good is directly and exclusively the right to health. However, it must be emphatically emphasised that the means by which the cybercriminal induces a violation of the actual possibility of realising the right to health using digital medicine solutions, particularly telemedicine, is not as important as the effect of his action. There may therefore be a specific objectification of the infringement in this respect, where what matters above all is the effect of limiting the realisation of the right to digital health506. In addition, due to the presence of the already repeatedly emphasised permanent digital element, the environment in which telemedicine cybercrime may occur, develop, and negatively affect the proper realisation of the material and enforcement aspect of the right to health is telemedicine507, and more precisely, telemedicine services. These observations justify the thesis that telemedicine cybercrimes pose a real threat to realising the right to health during the practical use of modern telemedicine technologies508.

			This chapter aims to demonstrate how to respond to and counter telemedicine cybercrime. However, to do so, it is necessary to define cybercrime and telemedicine cybercrime and to identify telemedicine cybercrime risks.

			The methodology in the following section is based on the premise of logical reasoning. As telemedicine cybercrime is a risk affecting the full or more complete realisation of the right to health in the form of telemedicine, the types of telemedicine cybercrime are types of possible risks to realising the right to health through the use of telemedicine. This suggests that the evidentiary steps of procedural criminal law that are possible in the context of a telemedicine cybercrime are either a reaction to the commission of a criminal act in cyberspace post factum, i.e. when the aforementioned risks materialise, or are actions aimed at detecting that a telemedicine cybercrime has been committed. Appropriate standardisation of telemedicine service software can prevent the risk of telemedicine cybercrime ex ante.

			5.2.2 The concept of cybercrime

			There is generally no legal definition of the terms cybercrime or cybercrime in national legal systems509. However, cybercrime seems to belong to a broader semantic category perceived as the general phenomenon of committing cybercrimes510; the notion of cybercrime is therefore key for an effective presentation of the matter at hand511. Intuitively, one may point out that a cybercrime is a criminal act committed in cyberspace. From a substantive point of view, this definition can be considered appropriate. This proposal is overwhelmingly subject to a particular type of logical error, however, namely the logical fallacy of ignotum per ignotum512. For this reason, more elaborate semantic proposals are presented in the literature. One emphasises that cybercrime is an activity where computers, phones, mobile equipment, and other technological devices are used for illegal purposes, such as fraud, theft, electronic vandalism, infringement of intellectual property rights, and hacking and entering into computer systems and networks513. It is rightly noted that the devices are not always technologically advanced; in some cases, it is not necessary to have a device that does more than access the ICT network514.

			Still elsewhere, cybercrime is defined as committing a criminal act using the Internet or another ICT network, where a digital machine is either the object of the criminal act or an instrument thereof515. Electronic use of user information is often considered to be an essential element of cybercrime516.

			There is no consensus in the literature on a single universally accepted definition of the concept of cybercrime517, meaning that there are many different semantic proposals, which are also supplemented by proposals from selected international organisations518. The EU is one international organisations that has proposed a definition of cybercrime. The Communication from the Commission to the European Parliament, the Council and the Committee of the Regions Towards a general policy on the fight against cybercrime of 22 May 2007519 stresses that, for the purposes of that document only, cybercrime should be understood as criminal acts committed using or targeting electronic communications networks and information systems. Considering the above-described fragment of how the concept of cybercrime is defined, the multiplicity of meaning proposals is considered a kind of semantic chaos. This chaos is, in part, the lack of a legal definition of the concept of cybercrime in legal systems; however, this is true only if a direct definition of the term is sought in legal acts. It is important to remember that the Council of Europe adopted the Convention on Cybercrime of 23 November 2001520 (hereinafter: Convention on Cybercrime or Budapest Convention) or the function of a legal definition of cybercrime in the Polish normative system. This is notable as the application of appropriate techniques of legal interpretation should indicate how the notion of cybercrime can be understood. However, the two areas of interpretation indicated are quite different regarding how universal they are; the analysis of the Budapest Convention refers to the international legal order, while the analysis of the Polish legal system is of a domestic nature.

			The Convention on Cybercrime does not explicitly indicate a definition of cybercrimes, but it does typify them. Thus, breaking down the term appears to show a definition521. This observation is confirmed by the Explanatory Report to the Convention on Cybercrime adopted on 23 November 2001 in Budapest, where it can be read that ‘cyber-space offences’ are committed against the integrity, availability, and confidentiality of computer systems and telecommunications networks, or involve the use of such networks and their services to commit traditional offences, where the cross-border nature of such offences stands in opposition to the territoriality of national law enforcement522. In turn, the Budapest Convention itself identifies cybercrime as a crime of illegal access, illegal interception of data, violation of data integrity, violation of system integrity, misuse of devices, computer forgery, computer fraud, related to child pornography, or in violation of copyright and related rights523. In the Polish normative system, two legal definitions are relevant. First, pursuant to Article 115 §1 of the Act of 6 June 1997 – Penal Code524 (hereinafter: PC), a prohibited act is a behaviour incorporating the features specified in the penal act. Second, according to Article 2(1b) of the Act of 29 August 2002 on martial law and the competences of the Commander-in-Chief of the Armed Forces and the principles of his subordination to the constitutional bodies of the Republic of Poland525, cyberspace is understood as the space used to process and exchange of information created by ICT systems, as defined in Article 3(3) of the Act of 17 February 2005 on informatisation of the activity of entities performing public tasks526, together with the links between them and the relations with users. In turn, in accordance with the aforementioned Article 3(3) of the Act of 17 February 2005 on Informatisation of the Activity of Entities Performing Public Tasks, an ICT system is a set of cooperating IT devices and software ensuring processing and storage, as well as sending and receiving data via telecommunication networks using a telecommunication terminal device appropriate for a given type of network, within the meaning of the provisions of the Telecommunications Law of 16 July 2004527. The proper interpretation of the notion of cybercrime in Poland is therefore complemented by the legal definition contained in Article 2(43) of the Telecommunications Act of 16 July 2004. According to this definition, a telecommunications terminal device is a telecommunications device intended to connect directly or indirectly to network terminals.

			Relying on the simplest definition, which is certainly substantively correct, the meaning of cybercrime in Poland is that a cybercrime is a prohibited act committed in cyberspace. The combination of prohibited acts and cyberspace in the Polish normative order is sufficient. According to the cited Polish legal norms, therefore, a cybercrime may be a behaviour with the features specified in the criminal act, including international agreements, that is committed in the space for processing and exchange of information created by a set of cooperating IT devices and software that are ensuring processing and storage, as well as sending and receiving data through telecommunication networks using a telecommunication device that is appropriate for a given type of network and which is intended to connect directly or indirectly to the network, creating links between different points and relationships with the users528. However, in view of the quality of the obtained product of the legal interpretation in question, this solution deserves recognition as it shows the features of completeness, clarity and semantic unconditionality529. Accordingly, de lege ferenda the Polish legislator should first consider the introduction of a legal definition of the concept of cybercrime in the presented form; second, de lege ferenda the international legislator should consider the introduction of such a definition, with amendments as necessary based on international regulations.

			This definition could be supplemented by a specification of the types of cybercrimes, which is currently present in the Convention on Cybercrime530, as well as a description of cybercrime offences, which in turn are included in the Explanatory Report to the Convention on Cybercrime531. The Budapest Convention therefore appears to provide a suitable matrix for introducing a direct legal definition of cybercrime through, for example, the Additional Protocol procedure.

			5.2.3 The term telemedicine cybercrime

			However, to properly define the title problem and propose a solution, a semantic analysis of telemedicine cybercrime is necessary. It becomes important to identify an answer to the question of the fundamental concept that constitutes the main research aim of this work. In other words, from a methodological point of view, the meaning of telemedicine cybercrime must be established.

			When posed this way, the research question requires that two broad conglomerates of designators in the concept must be examined. The first is cybercrime, and the second is telemedicine services. Identifying these two suppositions should lead to a definition of the concept of telemedicine cybercrime. This is crucial for the further considerations in this chapter as it determines the shape, form, and content of future conclusions.

			The analysis already carried out has established how the concept of cybercrime itself should be understood. The same is true for telemedicine services, as this follows from the findings already made in relation to the definition of the location of telemedicine services in cross-border healthcare in the EU532. It therefore becomes necessary at this point to appropriately combine the developed and presented definition of cybercrime with selected components of the concept of telemedicine services; a telemedicine cybercrime is a cybercrime that is committed within the framework of a telemedicine service, or that appears to be substantially related to such a service. Telemedicine services are the target, source, or environment of the attack, i.e., they are the object of the telemedicine cybercrime. It is also worth noting that the concept of telemedicine services has already been established as a service provided by a medical practitioner, related to an actual medical need, having a positive effect on the general state of health, implementing the material and executive aspect of the right to health, and provided at a distance using telepresence techniques, usually for remuneration to the extent that it is not covered by the provisions on free movement of goods, capital, and persons533. In a situation where the two essential components of the concept of telemedicine cybercrime have been identified, i.e., the concept of cybercrime and telemedicine services, it is appropriate to combine them in a methodologically appropriate manner. Thus, considering the arguments raised and the assertions presented, de lege ferenda the term of telemedicine cybercrime should be understood as behaviour with the characteristics set out in the criminal law, including international agreements, committed in the space of information processing and exchange created by a set of cooperating IT devices and software ensuring the processing, storage, and sending and receiving of data through telecommunication networks by means of a telecommunication device appropriate for a given type of network intended to be connected directly or indirectly to the network, together with the links between points and the relationship with users, the object of which is the provision of services by a medical practitioner which are related to an actual medical need, which have a positive effect on the general state of health, which implement the material and executive aspect of the right to health, and which are provided at a distance using telepresence techniques usually for remuneration insofar as they are not covered by the provisions on free movement of goods, capital, and persons534. This definition is supplemented by the description of cybercrime offences in the Explanatory Report to the Convention on Cybercrime and the normatively defined types of cybercrimes in the Budapest Convention, which, when appropriate interpretative techniques are applied, identify specific types of telemedicine cybercrimes. This is tantamount to defining a basic catalogue of risks possible when using modern technology in medical practice in the form of telemedicine services. This will form the foundation for further analysis related to telemedical evidence activities and the standardisation of telemedicine systems.

			

			Regarding the proposed definition of telemedicine cybercrime, it should be noted that, from a substantive, logical, and methodological point of view, the definition appears to be appropriate. It also appears to be clear, direct, unconditional, and complete. An advantage of the definition presented is that it is based on already developed conclusions, and the concept of telemedicine services was also established based on previously examined premises. This observation means that proposing a definition of telemedicine cybercrime in this form should be read as a consistent step in analysing the main research aim of this monograph.

			5.3 Types of telemedicine cybercrimes

			5.3.1 Method of identifying types of telemedicine cybercrimes

			Current Polish and international law lacks a direct definition of the types of telemedicine cybercrimes. Nevertheless, these crimes can be interpreted based on other norms. In this context, the observation that the concept of telemedicine cybercrime has a narrower scope of meaning than the notion of cybercrime becomes important. There is a one-way relationship between these terms, i.e., every telemedicine cybercrime is a cybercrime, but not every cybercrime is a telemedicine cybercrime. This is because, and this is worth emphasising, telemedicine cybercrimes are mostly a translation of ordinary cybercrimes enriched with a telemedicine feature. Telemedicine cybercrimes are, therefore, a specific category of cybercrimes, meaning that they have much in common with other cybercrimes. The vast majority of the normatively envisaged types of cybercrimes, therefore have a telemedicine component when telemedicine services are added as their object of infringement; most cybercrimes could be transformed into telemedical 535.

			

			The relevant source material for this analysis is the material legal section of the Budapest Convention, which is an example of an international law that typifies selected types of cybercrimes; this will be the basis for interpreting the correct translation of these types of cybercrimes into specific telemedicine cybercrimes.

			5.3.2 Types of telemedicine cybercrimes

			Based on the current content of the Budapest Convention, it should be emphasised again that it provides for specific types of cybercrimes. From Articles 2 to 10 of the Convention on Cybercrime, it is clear that the types in question are the offences of illegal access, illegal interception of data, violation of data integrity, violation of system integrity, misuse of devices, computer forgery, computer fraud, related to child pornography, or violation of copyright and related rights536. Most of these cybercrimes have characteristics that could transform them into telemedicine cybercrimes. For example, a child pornography-related cybercrime is characterised by its autonomous specificity. However, if it were committed in the context of or within a telemedicine system, the subject of such a cybercrime would not be telemedicine services. A similar conclusion can also be reached by analysing the content of the Additional Protocol to the Convention on Cybercrime concerning the criminalisation of acts of a racist or xenophobic nature committed using computer systems537.

			According to the presented method of defining specific telemedicine cybercrimes and the above remarks, the first type of telemedicine cybercrime is illegal access to the information system of telemedicine services. Based on Article 2 of the Budapest Convention, this type of cybercrime can be understood as intentional and unlawful access to all or part of the information system of telemedicine services538. For the sake of clarity, it should be emphasized that Article 1 of the Budapest Convention allows for the interpretation that an information system for telemedicine services should be understood as any device or group of interconnected or associated devices, one or more of which, according to a programme, performs automatic data processing for the provision of telemedicine services539. On the same basis, it can be stated that data of telemedicine services can be understood as any representation of facts, information, or concepts related to telemedicine services in a form suitable for processing in a computer system, including the corresponding program causing the IT system of telemedicine services to perform its functions540.

			The second type of telemedicine cybercrime is the unlawful interception of data of telemedicine services. Translating Article 3 of the Budapest Convention correctly, the article refers to the intentional and unlawful interception by means of technical devices of non-public transmissions of data of telemedicine services to, from, or within the IT system of telemedicine services, including electromagnetic emissions originating from the IT system of telemedicine services transmitting such data541.

			The third type of telemedicine cybercrime is violation of the data integrity of telemedicine services. Based on Article 4 of the Budapest Convention, it can be understood to be the intentional or unlawful destruction, erasure, damage, alteration, or deletion of data from telemedicine services542.

			The fourth type of telemedicine cybercrime, which can be interpreted on the basis of Article 5 of the Budapest Convention, is the violation of the integrity of the information system of telemedicine services. It can be understood as the intentional, unlawful, and serious interference with the functioning of the information system of telemedicine services by introducing, transmitting, destroying, erasing, damaging, altering, or deleting information data from telemedicine services543.

			The fifth type of telemedicine cybercrime is the misuse of devices. This type is general in nature and, with reference to Article 6 of the Budapest Convention, has two aspects544. The first consists of the act of manufacturing, selling, obtaining with intent to use, importing, distributing or otherwise making available two types of items. The first type referenced is devices, including computer programs, that are designed or adapted primarily for the purpose of committing a telemedicine cybercrime of illegal access to the IT system of telemedicine services, illegal interception of data of telemedicine services, violation of the integrity of the data of telemedicine services or violation of the integrity of the IT system of telemedicine services. The second type is related to computer passwords, access codes, or similar data by which all or part of the telemedicine services IT system is accessed, with the purpose of committing the telemedicine cybercrimes mentioned in the first situation. In contrast, the second aspect of telemedicine cybercrime that involves misuse of a device consists of the mere possession of the items from the first aspect with the intention of using for them to commit telemedicine cybercrimes, such as illegal access to the telemedicine services IT system, illegal interception of the telemedicine services data, violation of the integrity of the telemedicine services data, or violation of the integrity of the telemedicine services IT system.

			A sixth type of telemedicine cybercrime is telemedicine forgery. Drawing on Article 7 of the Budapest Convention, telemedicine forgery should be understood as the intentional and unlawful insertion, alteration, deletion, or concealment of data from telemedicine services, resulting in inauthentic data that the perpetrator intends to be recognised or used for the purpose of legal proceedings as authentic, regardless of whether it is directly readable and intelligible545.

			The seventh telemedicine cybercrime is telemedicine fraud, which, with reference to Article 8 of the Budapest Convention, can mean the intentional and unlawful causing of loss of property to another person by entering, altering, or deleting data of telemedicine services, or by any interference with the functioning of the IT telemedicine system, with the intent to defraud or to obtain economic benefits for oneself or another person546.

			The eighth telemedicine cybercrime is the infringement of copyright and related rights in the context of the information system of telemedicine services. Based on Article 10 of the Budapest Convention, this telemedicine cybercrime, like the telemedicine cybercrime related to misuse of devices, has two aspects547. The first is the infringement of copyright as provided for in national law in accordance with the obligations undertaken by the specific State under the Paris Act and relating to the Berne Convention for the Protection of Literary and Artistic Works548, the Agreement on Trade-Related Aspects of Intellectual Property Rights549 and the World Intellectual Property Organisation Copyright Treaty550, to the exclusion of moral rights provided for by these acts, if the act is committed intentionally, on a commercial scale, and by means of an information system for telemedicine services. The second aspect is the related rights aspect, which consists of the infringement of related rights as defined in national law in accordance with the obligations undertaken by the specific State under the International Convention for the Protection of Performers, Producers of Phonograms and Broadcasting Organisations551, the Agreement on Trade-Related Aspects of Intellectual Property Rights, and the World Intellectual Property Organisation Treaty on Performances and Phonograms552, to the exclusion of the moral rights provided for by these acts, if the act is committed intentionally, on a commercial scale and by means of an information system for telemedicine services.

			The catalogue of telemedicine cybercrimes outlined above is open, which is clearly emphasised by the Budapest Convention in Article 14. According to this provision as well as paragraph 2, the vast majority of evidentiary steps provided for in the procedural part of this international instrument are applicable not only to the cybercrimes identified therein, but also to all other offences committed with the use of an information system553. It leads to the conclusion that the offences provided for in Articles 2 to 10 of the Budapest Convention fall into the category of cybercrimes sensu stricto, while all other offences committed with the use of an information system fall into the category of cybercrimes sensu largo. All the proposals presented above for the transformation of specific types of cybercrimes into types of telemedicine cybercrimes are dogmatic in nature. The main objective was to identify and name the basic catalogue of risks possible when using modern technology for practical use in medicine in the form of telemedicine services. It was not, however, to make de lege ferenda demands for the legislator to introduce hard law. Doing so is unnecessary because criminal provisions explicitly typify telemedicine cybercrimes as they are also cybercrimes. It should therefore be highlighted that, if a more general category is criminalised, it becomes redundant to criminalise a specific category, as it already falls within the general category provided; this assumes that the identity of the sanction is maintained. In this particular semantic case, particularly in view of the relatively high level of similarity between the designations of cybercrime and telemedicine cybercrime, this is also justified by considerations of proper legislation. Nevertheless, there is nothing to prevent de lege ferenda a prudent legislator from designating the types of telemedicine cybercrimes defined above in the form of soft law for the information of the general public. This would seem to be likely to increase the level of public confidence in telemedicine, particularly in view of the emphasis by state or international bodies that they are aware of certain risks and intend to counter them.

			5.4 Telemedical evidence activities

			5.4.1 Method for defining types of telemedical evidentiary acts

			As with telemedicine cybercrimes, the current law lacks a definition of the specific types of evidentiary acts used against telemedicine cybercrimes. This should not come as a surprise as it stems from the lack of normative typification of telemedicine cybercrimes. However, it is important to note that current international law, and more specifically Part Two of the Budapest Convention, entitled Procedural Law, provides for specific types of evidentiary steps that should be used to search for, disclose, or control evidence554 in cases of ordinary cybercrimes. It is also important to recall that telemedicine cybercrimes are, for the most part, a translation of ordinary cybercrimes enriched with a telemedicine feature. A similar interpretation can therefore be made in the context of evidentiary actions.

			It seems that, if it was possible to define the types of telemedical cybercrimes based on the types of cybercrimes defined in the Budapest Convention, it is equally possible to propose evidentiary steps that should be used against telemedical cybercrimes based on the evidentiary steps defined in the Budapest Convention, after adding the telemedicality feature to them. In other words, if cybercrimes have defined evidentiary steps, telemedicine cybercrimes also have them. The source material, as a direct consequence of the above assumptions, for such a defined analysis will be the criminal procedural part of the Cybercrime Convention, which is the basis for determining the types of telemedical evidentiary acts555.

			5.4.2 Types of telemedical evidentiary acts

			The purpose of specifying the types of telemedicine evidentiary activities, as with the identification of types of telemedicine cybercrimes, is not to recommend their introduction in the form of hard law. Instead, the purpose is to consider proper legislation; therefore, if a more general category is provided for by law, it becomes unnecessary to define a specific category due to the relatively high level of similarity between the designations of evidentiary acts of traditional cybercrimes and telemedical evidentiary acts. However, it is recommended that the legislator de lege ferenda present the named and described telemedical evidentiary acts below in the form of soft law as information to the general public556. Such a measure would increase the level of public confidence in telemedicine by making citizens aware that state or international authorities know how to detect and prove certain types of telemedicine cybercrimes and how to attribute legal responsibility to a specific perpetrator.

			However, the aim of the analysis in this subsection is to determine either the appropriate response to the commission of a telemedicine cybercrime or the appropriate means of detecting that it has occurred. The analytical effect of this subsection will therefore be indicate what detection or evidentiary measures should be taken in the context of the possibility that a telemedicine cybercrime is either committed or has been committed.

			Based, therefore, on the method outlined above for defining the types of telemedicine evidentiary acts, it should be noted that the first such act is the immediate preservation of the stored data of telemedicine services. According to Article 16 of the Budapest Convention, this evidentiary step can be understood as enabling the competent authorities to order or obtain by similar methods the immediate preservation of the specified data of the telemedicine services, including traffic data, stored using a telemedicine service’s IT system, particularly when there are grounds for believing that they are particularly vulnerable to the risk of loss or modification557. The concept of traffic data of telemedicine services is relevant in the context of this evidentiary exercise. A proper interpretation of Article 1(d) of the Budapest Convention, traffic data of telemedicine services can be understood as any data from telemedicine services relating to communication using a telemedicine service’s IT system, generated by an a telemedicine service’s IT system that was part of the communication chain, indicating its origin, destination, path, time, date, size, duration, or type of service concerned558.

			The second telemedicine evidentiary measure is the immediate preservation and partial disclosure of telemedicine service traffic data, which is a refinement of the immediate preservation of stored data from telemedicine services regarding telemedicine service traffic data. From Article 17 of the Budapest Convention it follows, therefore, that the medical evidentiary act in question may have two meanings with regard to telemedicine service traffic data: first, ensuring that it is possible to secure telemedicine service traffic data without delay, regardless of whether only one or more telemedicine service providers were involved in the transmission of this information, and ensuring that sufficient telemedicine traffic data is disclosed without delay to the competent authority or the person designated by such authority to enable the identification of the telemedicine service providers and the channels through which the transmission took place559. In the light of this, it is necessary to draw attention to the term telemedicine service provider. In terms of the paper’s main research aim and the content of Article 1(c) of the Budapest Convention, it can be concluded that the provider of telemedicine services is any private or public entity that enables users to use telemedicine services by means of the telemedicine services IT system, or any entity that processes or stores telemedicine-related data generated by the telemedicine services’ IT system560.

			The third telemedical evidentiary act is the order to provide data of telemedicine services or provide information relating to the subscriber of telemedicine services. Based on Article 18 of the Budapest Convention, the indicated medical evidentiary act can be understood in two dimensions561. First, an order for the provision of data of telemedicine services may mean ordering a person present on the territory of a particular State to provide certain data of telemedicine services that are in his possession or control and are stored in a telemedicine services’ IT system or similar medium. Second, an order to communicate information relating to a subscriber to a telemedicine service may imply an order to the provider of a telemedicine service offered on the territory of a particular State to provide information relating to a subscriber to a telemedicine service which is in its possession or control. In addition, it is necessary to emphasise that, based on Article 18(3) of the Budapest Convention, information relating to a subscriber of telemedicine services can be interpreted as any information in the form of data from telemedicine services or in any other form, in the possession of a provider of telemedicine services and relating to users of telemedicine services, other than traffic or content data; this makes it possible to identify three essential data sets562. The first is the type of communication services used by the user, applied in connection with the technical solutions used and the period of the telemedicine service. The second is the user’s identity, postal or geographical address, telephone or other access number, list of calls, and payment information available under the contract or arrangements for the telemedicine service. The third set is any other information related to the location of the communication equipment available under the contract or arrangements for the telemedicine service.

			The fourth telemedicine evidentiary act that can be interpreted based on Article 19 of the Budapest Convention is the search and seizure of stored data from telemedicine services563. It can be understood as a search or access to the telemedicine services’ IT system or parts thereof, to the telemedicine services; data stored therein, and to the storage medium for the telemedicine services’ data, which is located on the territory of a specific State. In addition, in certain cases, it is possible to immediately extend a search to another IT system or to a telemedicine services’ IT system. However, a condition for such an action is that, when carrying out a search to a specific information system of telemedicine services or part thereof, a normatively prescribed ground exists. Based on Article 19 of the Budapest Convention, specifically paragraph 2, it may be concluded that such a basis is provided by the reasonable belief that the telemedicine service’ data sought is stored in another IT system, and that this data can be lawfully accessed from or is accessible to the primary system. Meanwhile, the telemedicine evidentiary act of search and seizure of stored data from telemedicine services regarding the seizure of telemedicine services’ data can be equated with the seizure or securing of data accessed on the basis of a search of stored data of telemedicine services through the execution of legally prescribed actions. Based on Article 19 (3) (a) to (d), it may be interpreted that both the seizure or securing of a telemedicine services’ IT system or of a storage medium used for storing telemedicine services’ data, making and retaining copies of telemedicine services’ data, retaining the entirety of the relevant stored telemedicine services’ data, and making the telemedicine services’ data inaccessible or deleting it from the systems in question are feasible actions.

			The fifth telemedical evidentiary act is the collection of real time data on the telemedicine service’s traffic564. This telemedical evidentiary act may, on the basis of Article 20 of the Budapest Convention, be interpreted as, first, the real time collection or recording, by means of available technical means, of data on the traffic of telemedicine services relating to specific transmissions carried out by means of the telemedicine service’s IT. It can also be understood as an opportunity to require a telemedicine service provider to cooperate with and assist the competent authorities or to collect or record, by means of the technical means available, in real time, data on the traffic of telemedicine services which are related to specific transmissions carried out by means of the IT means of telemedicine services.

			The sixth and final telemedical evidentiary activity that can be Interpreted based on the Budapest Convention is the interception of data relating to the content of telemedicine services. This activity, which has its origin in Article 21 of the Budapest Convention, can mean the possibility, with regard to serious telemedicine cybercrimes565, of collecting or recording real time data regarding the content of telemedicine services, using the available technology to determine specific transmissions carried out using the IT means566. In addition, in the framework of this telemedicine evidentiary action, there is also the possibility of requiring the telemedicine service provider to cooperate with and assist the competent authorities with collecting and recording data to the extent technically possible on the content of the telemedicine services of specific transmissions carried out using the service’s IT. The Budapest Convention itself lacks a definition of the concept of content data. Nevertheless, appropriate interpretative guidance is provided in the Explanatory Report to the Convention on Cybercrime. On the basis of its paragraph 209, it can be determined that content data from telemedicine services can mean communication data, other than traffic data, which make it possible to see the content of transmitted messages to determine the meaning or purpose of the message itself or the information transmitted by it567. It may be concluded that, based on the concept of the Budapest Convention in the context of telemedicine cybercrimes and telemedicine evidence, there are two types of telemedicine service data that can be collected: traffic data and content data. It follows from the meaning of these two terms that their subject scopes are conjugated because, as noted, the normatively prescribed definition of telemedicine service traffic data determines the subject scope of telemedicine service content data. This is because content data include all collectible data that are not telemedicine service traffic data. In this respect, both terms simultaneously appear to contain the complete range of designations of collectible data within the meaning of the Budapest Convention.

			The above-mentioned possible interpretations of telemedical evidentiary acts based on the current wording of the Budapest Convention constitute, as highlighted above, a second premise, in addition to the types of telemedical cybercrimes, for proposing the standardisation of telemedical systems for the prevention of telemedical cybercrime. However, it should be emphasised that the potential scope for abuse and the form and the severity of telemedical evidentiary activities should be significant. It is important to remember the possible negative consequences of using telemedical evidentiary measures, which are directly provided for by the Budapest Convention. First, Article 14 of the Budapest Convention defines the scope of application of the procedural rules and, on this basis, each State Party to this international agreement may avail itself of the possibility to make reservations568 limiting the application of both the evidentiary act of real-time collection of traffic data and the interception of content data569. These evidentiary steps seem to provide a clear example where serious negative consequences of their use are possible.

			Second, in the light of Article 15 of the Budapest Convention, it should be noted that each State or authority empowered therein, when establishing, implementing, and applying telemedical evidentiary operations interpreted based on the relevant provisions of the Convention on Cybercrime, is obligated to ensure that the conditions and guarantees provided by national law which should adequately protect human freedoms and rights are implemented, including specifically the rights under the Convention for the Protection of Human Rights and Fundamental Freedoms of 4 November 1950570, the International Covenant on Civil and Political Rights of 19 December 1966571, and other applicable international human rights instruments572. These conditions and guarantees should be based on the principle of proportionality and adapted to the specific case. For example, reference is made to judicial or other independent scrutiny, justification for the use of telemedical evidence, and restrictions on the scope and duration of its use. In addition, on the basis of Article 15 of the Budapest Convention, specifically paragraph 3, it should be emphasised that, insofar as it is in the public interest, particularly in the interest of justice, the state or a body empowered by it should consider the effect of the applicable evidence-gathering act on the rights, obligations, and legitimate interests of third parties.

			Third, it is important to note that the layout and wording of the Budapest Convention as a whole unequivocally determines that it is an unenforceable international agreement. This means that the Convention on Cybercrime creates an obligation to bring national law into line with its provisions for countries that have chosen to ratify it. In other words, once the ratification procedure has taken place, the state is legally obligated to take the appropriate legislative action and implement the provisions of the Budapest Convention into its normative system. It is therefore relevant that the Convention on Cybercrime obliges State Parties to confer on the ‘competent authorities’573 the powers or competences to carry out the evidentiary acts specified therein. It follows that the evidentiary measures in question, including those related to telemedicine, should be carried out by competent state authorities with the legitimacy to do so. This is because the Budapest Convention, by using the term ‘competent authorities’, has not given free rein to the arbitrary determination of the authorities authorised to carry out evidentiary measures, but has respected the diversity represented by the legal systems of the Member States of the Council of Europe. This is clearly confirmed in paragraph 138 of the Explanatory Report to the Cybercrime Convention, according to which the use of the term ‘competent authorities’ was justified by the diversity in question574.

			However, it is also emphasised that the term refers to a judicial, administrative, or other law enforcement authority which is empowered under national law to take the procedural measures provided for in formal criminal law575. This unequivocally prejudges that the last guarantee provided for in the Budapest Convention limiting the possible negative consequences of the use of evidentiary measures is that the power to carry out these measures is reserved exclusively to the ‘competent authorities’ in the sense outlined above. Considered as a whole, the above analysis has demonstrated a response to the risk of committing, or to the commission of, a telemedicine cybercrime, as specific detection or evidentiary actions that may be taken in the context of the possibility of a telemedicine cybercrime have been established.

			5.5 Proposal for standardising telemedicine systems

			5.5.1 Proposal for standardising telemedicine services’ information systems based on types of telemedicine cybercrime

			When the types of telemedicine cybercrimes as interpreted based on the types of cybercrimes normatively provided for in the Budapest Convention are known, it becomes possible to realise the next step of the conducted analysis, i.e., to propose a standardisation of telemedicine services’ IT systems so that they are built considering the developed catalogue of risks that may occur during the use of modern technologies in the form of telemedicine services used during the practice of practicing medicine. This aspect of standardisation is extremely important to prevent telemedicine cybercrime as it addresses the medical informatics professionals who are responsible for creating a properly programmed information system for telemedicine services that can adapt to the types of risks that arise directly from the types of telemedicine cybercrime. It would be sufficient to require the telemedicine service provider to obtain a certificate confirming that the telemedicine service IT system it uses meets the premise of resilience against the possibility of committing a telemedicine cybercrime. This prerequisite should be understood as effectively preventing or significant impeding known types of telemedicine cybercrimes from being committed. In turn, significantly impeding the possibility of committing a telemedicine cybercrime should mean the use of technologically available solutions, including those from medical informatics576, that effectively prevent telemedicine cybercrime. This form of standardisation presupposes that the telemedicine services provider demonstrates the willingness to prevent or mitigate the potential risks as much as possible577.

			However, it should also be noted that the aspect of standardisation described at this point is based on a non-legal basis, and when carried out by a non-normatively designated entity, it may not be an effective measure. It is therefore necessary to create a normative basis for the standardisation of IT systems for telemedicine services that consider the known types of telemedicine cybercrimes. Reviewing the analysis already conducted on the certification of digital medicine solutions578, it seems that the appropriate legal act where such a basis could be found is the Medical Device Regulation, more specifically Chapters V, VI, VII of the Medical Device Regulation, which could involve an amendment of Article 51 of this legal act. Such a legislative intervention would unify the process of qualifying digital medicine solutions as medical devices with the standardisation of information systems for telemedicine services based on types of telemedicine cybercrimes in a single action. It would also unify the entity authorised to assess and issue the relevant case decision. However, it should be noted that, in the current state of the law, it is debatable whether every telemedicine service IT system is a medical device as not every telemedicine service IT system is used for at least one medical purpose579. It therefore becomes important to consider the demands made de lege ferenda when considering the certification of digital medicine solutions. We are talking here about the inclusion of either a either full580 or balanced581 postulate. However, it should be stipulated that if a postulate with a balanced character is implemented, the standardisation itself, regardless of the character of the qualification of digital medical solutions, should be obligatory. Otherwise, the proposed solution would not fulfil its purpose due to inefficiency.

			In summary, de lege ferenda a methodologically appropriate and, from the point of view of the coherence of the legal system, desirable solution would be an amendment to the Regulation on medical devices, where the possibility of qualifying digital medicine solutions as medical devices, provided for therein, among other things, could be enriched by an obligatory standardisation of IT systems of telemedicine services on the basis of criteria that consider the risks arising directly from specific types of telemedicine cybercrimes582. In this context, it should be specified that the sources of risk are: the possibility of committing a telemedicine cybercrime, such as illegal access to the telemedicine service IT system, illegal interception of telemedicine service data, violation of integrity for telemedicine service data or IT system, misuse of devices, telemedicine forgery, telemedicine fraud, violation of copyright and related rights in the context of the telemedicine service IT system, or other telemedicine cybercrime or cybercrime. It appears that the demands made are comprehensive and take into account the requirement to preserve the coherence of the normative system. However, it is possible that its implementation would be impossible or significantly impeded, in particular by interfering with the content of the EU regulation. Mainly for this reason, the legislator should alternatively consider de lege ferenda the postulate that, within the framework of national law, a legal obligation to standardise information systems for telemedicine services, as already described above, may be necessary583. It should be further emphasised that, if the scope of the analysis is the Member States of the EU, there is a one-way relationship between the full and the alternative postulate. This is because, within this scope, implementing the full postulate also implements the alternative postulate due to the direct effect of EU law enacted in the form of a regulation584. The implementation of the alternative postulate, on the other hand, only affects the national law of the specific state and does not affect the legal order of EU.

			The postulates indicated are examples of a solution, either complete or partial, to the problem of committing cybercrimes, including telemedicine cybercrimes, in the context of providing of telemedicine services. The essence of the suggested standardisation is the protection and strengthening of the certainty of telemedicine’s implementation of the right to health from the perspective of cybercrime threats. Creating a legal obligation to ensure that all information systems for telemedicine services are programmed in accordance with legally stipulated criteria, which should mean that they have been prepared for known types of telemedicine cybercrime or cybercrime in general to an acceptable degree585. It is also important that, irrespective of how this standardisation is introduced, it should be mandatory and a prerequisite for allowing IT systems for telemedicine services to be used. In should also be remembered that cybercrime, including telemedicine, is constantly evolving. It is therefore necessary to constantly update the catalogue of possible risks in providing telemedicine services using IT systems, which directly derive from known types of cybercrimes, including telemedicine cybercrimes586.

			5.5.2 Proposal for standardising telemedicine services’ information systems based on telemedical evidentiary acts

			The demand related to the standardisation of telemedicine services’ IT systems based on telemedical evidentiary acts is of a different nature. It aims to require that an IT system used for telemedicine services can enable competent authorities to carry out evidentiary steps to detect and prove that a telemedicine or cybercrime has been committed. As the information system of telemedicine services enables telemedical evidentiary acts interpretable under the Budapest Convention to be carried out quickly and efficiently directly influences the public’s awareness that acts deemed to be telemedicine cybercrimes will be effectively prosecuted and their perpetrators held legally accountable. It is therefore highly recommended that IT systems for telemedicine services that are put into public use provide, beginning in the design phase, features enabling telemedical evidentiary actions that can be taken to immediately safeguard stored data related to telemedicine services. Systems should also have features that efficient secure and partial disclose telemedicine service traffic data, enabling relevant data or information related to a subscriber easy to search and seize if necessary, as well as allowing for real-time data collection relating to telemedicine services traffic or data interception related to the content of telemedicine services. All of the aforementioned telemedicine evidentiary actions have their counterpart provided for by the Cybercrime Convention587. This observation is of momentous importance; the attitudes of this act are currently being implemented into public international law, and a legal obligation to standardise information systems in genere based on the types of evidentiary acts provided for in the Budapest Convention could and should have been introduced into national law. Such an action would have to be assessed as a desirable adaptation of the IT infrastructure to the new competences of the authorities assigned to perform evidentiary acts; simply equipping the relevant authorities with a spectrum of new powers, without interfering with the technological layer, may prove to be an insufficient measure588.

			An information system, and, as far as the subject matter is concerned, an information system for telemedicine services, must provide a platform for legally defined evidence-gathering measures. In other words, if the authority competent for telemedicine evidence has a normatively justified basis for taking the action required by law, the telemedicine IT system and the provider of telemedicine services should, for example, use access keys to cooperate fully with authorities and enable them to swiftly, effectively, and efficiently obtain information or carry out other actions. Otherwise, the authority carrying out the telemedicine evidentiary act will be forced to act on its own, thereby significantly increasing the time required, which is important in terms of effectively detecting and proving a telemedicine cybercrime and attributing legal responsibility to the perpetrator. It appears that, the faster the competent authorities act, the more likely it is that the perpetrator will be efficiently detected and held legally liable, which in turn significantly increases the effectiveness of telemedicine cybercrime prevention as potential perpetrators will be aware that their act will be detected and proven, and they will be brought to justice.

			For these reasons, if no obligation for the above-described standardisation of IT systems for telemedicine services has been stipulated in a specific legal system, it is proposed de lege ferenda to introduce a legal obligation that will standardise all IT systems with a view to possessing functionalities enabling the efficient, fast, and effective performance, on a normatively justified basis, of the evidentiary acts provided for in the Budapest Convention589. This request is of a general nature, and its scope covers not only IT systems for telemedicine services, but also all others. This is because its implementation, on the one hand, enhances the effectiveness of certain provisions of the Convention on Cybercrime and, on the other hand, further applies to information systems of telemedicine services. Accordingly, countries that have ratified the Budapest Convention should consider the possibility of implementing the reported demand into their normative order.

			Alternatively, a combination of the previously postulated standardisation of IT systems for telemedical services based on types of telemedical cybercrimes with the currently postulated standardisation of telemedical services’ IT systems, referring to types of telemedical evidentiary activities590, could also be submitted for de lege ferenda consideration. In such a case, it would be necessary to standardise the proposed legislative solutions, either in the Medical Device Regulation or within the relevant national law standards. However, this demand is made in the second instance, as the first one seems to be a natural complement to a more effective implementation by states of their international obligations under the Budapest Convention. It must be emphasised that the choice of the means leading to the effect does not appear to be as important as the effect itself, which is the introduction of the legally required standardisation of information systems of telemedicine services based on the types of telemedical evidentiary activities. This standardisation, by preventing telemedicine cybercrime, will protect and strengthen the realisation of the object of the right to health by telemedicine services.

			5.6 Summary

			This chapter analyses the issue of telemedicine cybercrime as a threat to realising the right to health in telemedicine. The main objective of the chapter was to identify ways to respond to the phenomenon of telemedicine cybercrime. Importantly, it can encapsulate actions taken both before and after a telemedicine cybercrime is committed. The methodology of the argument contained in this section of the monograph is also important. It is based on the premise of logical reasoning, according to which telemedicine cybercrime constitutes a threat affecting the full or more complete realisation of the right to health in the form of telemedicine. This implies further conclusions. First, the specific types of telemedicine cybercrimes represent the types of possible threats when telemedicine is used as it is meant to, including the right to health. Second, the legally prescribed evidentiary steps of procedural criminal law that are possible in the context of a telemedicine cybercrime are either a reaction to the commission of a criminal act in cyberspace post factum, i.e., at the moment when said threats materialise, or they are actions aimed at detecting the fact that a telemedicine cybercrime has been committed. Third, appropriate standardisation of the software providing telemedicine services is a solution that can prevent the threat of committing telemedicine cybercrimes ex ante, i.e., it protects and strengthens the telemedicine’s benefits in realising the right to health.

			Given the above assumptions, an overview was given of the topics related to the theoretical characteristics of telemedicine cybercrime. The chapter began with a discourse related to the impact of telemedicine cybercrime on the realisation of the right to health. The thesis that telemedicine cybercrimes pose a real threat to the realisation of the right to health in use of modern telemedicine technologies in medical practice was argued. Next, the outline of a definition of the concept of cybercrime was presented. Various definitions of this phenomenon were presented, and a specific de lege ferenda postulate was put forward. According to this, the Polish legislator should consider introducing a legal definition of the concept of cybercrime in the form presented, and the international legislator should also consider introducing the definition in question in the Budapest Convention in the form presented, with amendments necessary given the nature of the international regulation.

			These considerations provided the basis for further analysis related to determining the proper meaning of the term telemedicine cybercrime. As part of this discourse, it was pointed out that the term contains two broad sets of designators. It refers first to cybercrime and second to telemedicine services. After combining the meanings of the aforementioned components into the term telemedicine cybercrime, a definition was proposed.

			The above theoretical introduction to the issue under analysis, following the presentation of the method adopted, made it possible to identify specific types of telemedicine cybercrimes based on the relevant standards of the Budapest Convention. A basic catalogue of potential risks caused by the use of modern technologies during the practice of medicine in the form of telemedicine services were identified and named. A de lege ferenda postulate was also made on this occasion to provide information to the general public. This was followed by a similar analysis; after the method of this interpretation had been presented, telemedical evidentiary acts were interpreted based on the relevant provisions of the Budapest Convention. The aim of these considerations was to determine either the appropriate response to the commission of a telemedicine cybercrime or the appropriate means of detecting that it had been committed. The analytical effect of this chapter of the monograph was to indicate which detection or evidentiary actions should be taken if a telemedicine cybercrime was being or had been committed. As part of these remarks, a de lege ferenda postulate was also made to provide information to the general public. Following the above observations, based on the conclusions developed, a proposal for the standardisation of telemedicine systems was made that includes two main de lege ferenda postulates. The first concerns the standardisation of IT systems for telemedicine services on the basis of the types of telemedicine cybercrimes. The aim of this solution is to ensure that the IT systems available on the market to conduct telemedicine are developed in accordance with the mandatory legal requirements arising from the basic catalogue of risks possible when using modern technology for practical medical use in the form of telemedicine services. This should mean that these systems are prepared for known types of telemedicine cybercrimes or cybercrimes in general to an acceptable degree. Meanwhile, the second de lege ferenda postulate concerns the standardisation of IT systems for telemedicine services based on the types of telemedicine evidence activities. The aim of this is to require that the telemedicine service’s IT system has the functionality to enable the competent authorities to carry out evidentiary steps to detect and prove that a telemedicine cybercrime has been committed. This should have a direct impact on the public’s awareness that acts deemed to be telemedicine cybercrimes will be effectively prosecuted and their perpetrators held legally accountable. In the first and second cases, the essence of the standardisation advocated is the protection and strengthening of the certainty of the realisation by telemedicine of the subject of the right to health.

			Overall, this chapter has met its objective of identifying solutions to address the phenomenon of telemedicine cybercrime. Implementing the suggestions made should lead to a more complete and certain realisation of the right to health in telemedicine.
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						557	  Proposal is based on the original text of Article 16 of the Cybercrime Convention: ‘(1) Each Party shall adopt such legislative and other measures as may be necessary to enable its competent authorities to order or similarly obtain the expeditious preservation of specified computer data, including traffic data, that has been stored by means of a computer system, in particular where there are grounds to believe that the computer data is particularly vulnerable to loss or modification (2) Where a Party gives effect to paragraph 1 above by means of an order to a person to preserve specified stored computer data in the person’s possession or control, the Party shall adopt such legislative and other measures as may be necessary to oblige that person to preserve and maintain the integrity of that computer data for a period of time as long as necessary, up to a maximum of ninety days, to enable the competent authorities to seek its disclosure. A Party may provide for such an order to be subsequently renewed. (3) Each Party shall adopt such legislative and other measures as may be necessary to oblige the custodian or other person who is to preserve the computer data to keep confidential the undertaking of such procedures for the period of time provided for by its domestic law. (4) The powers and procedures referred to in this article shall be subject to Articles 14 and 15.’
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						561	  Proposal based on the original text of Article 18(1) and (2) of the Cybercrime Convention: ‘(1) Each Party shall adopt such legislative and other measures as may be necessary to empower its competent authorities to order: a. a person in its territory to submit specified computer data in that person’s possession or control, which is stored in a computer system or a computer-data storage medium; and b. a service provider offering its services in the territory of the Party to submit subscriber information relating to such services in that service provider’s possession or control. (2) The powers and procedures referred to in this article shall be subject to Articles 14 and 15.’

						562	  Proposal is based on the original text of Article 18(3) of the Cybercrime Convention: ‘For the purpose of this article, the term “subscriber information” means any information contained in the form of computer data or any other form that is held by a service provider, relating to subscribers of its services other than traffic or content data and by which can be established: a. the type of communication service used, the technical provisions taken thereto and the period of service; b. the subscriber’s identity, postal or geographic address, telephone and other access number, billing and payment information, available on the basis of the service agreement or arrangement; c. any other information on the site of the installation of communication equipment, available on the basis of the service agreement or arrangement.’

						563	  Proposal is based on the original text of Article 19 of the Cybercrime Convention: ‘(1) Each Party shall adopt such legislative and other measures as may be necessary to empower its competent authorities to search or similarly access: a. a computer system or part of it and computer data stored therein; and b. a computer-data storage medium in which computer data may be stored in its territory. (2) Each Party shall adopt such legislative and other measures as may be necessary to ensure that where its authorities search or similarly access a specific computer system or part of it, pursuant to paragraph 1.a, and have grounds to believe that the data sought is stored in another computer system or part of it in its territory, and such data is lawfully accessible from or available to the initial system, the authorities shall be able to expeditiously extend the search or similar accessing to the other system. (3) Each Party shall adopt such legislative and other measures as may be necessary to empower its competent authorities to seize or similarly secure computer data accessed according to paragraphs 1 or 2. These measures shall include the power to: a. seize or similarly secure a computer system or part of it or a computer-data storage medium; b. make and retain a copy of those computer data; c. maintain the integrity of the relevant stored computer data; d render inaccessible or remove those computer data in the accessed computer system. (4) Each Party shall adopt such legislative and other measures as may be necessary to empower its competent authorities to order any person who has knowledge about the functioning of the computer system or measures applied to protect the computer data therein to provide, as is reasonable, the necessary information, to enable the undertaking of the measures referred to in paragraphs 1 and 2. (5) The powers and procedures referred to in this article shall be subject to Articles 14 and 15.’

						564	  Proposal is based on the original text of Article 20 of the Cybercrime Convention: ‘(1) Each Party shall adopt such legislative and other measures as may be necessary to empower its competent authorities to: a. collect or record through the application of technical means on the territory of that Party, and b. compel a service provider, within its existing technical capability: i. to collect or record through the application of technical means on the territory of that Party; or ii. to co-operate and assist the competent authorities in the collection or recording of, traffic data, in real-time, associated with specified communications in its territory transmitted by means of a computer system. (2) Where a Party, due to the established principles of its domestic legal system, cannot adopt the measures referred to in paragraph 1.a, it may instead adopt legislative and other measures as may be necessary to ensure the real-time collection or recording of traffic data associated with specified communications transmitted in its territory, through the application of technical means on that territory. (3) Each Party shall adopt such legislative and other measures as may be necessary to oblige a service provider to keep confidential the fact of the execution of any power provided for in this article and any information relating to it. (4) The powers and procedures referred to in this article shall be subject to Articles 14 and 15.’

						565	  The Cybercrime Convention does not indicate how the term ‘serious crimes’ should be understood. However, according to the Explanatory Report to that Convention, serious crimes should be identified in national law either by name or by specifying the level of punishment that may be imposed for their commission.

						566	  Proposal based on the original text of Article 21 of the Cybercrime Convention: ‘(1) Each Party shall adopt such legislative and other measures as may be necessary, in relation to a range of serious offences to be determined by domestic law, to empower its competent authorities to: a. collect or record through the application of technical means on the territory of that Party, and; b. compel a service provider, within its existing technical capability: i. to collect or record through the application of technical means on the territory of that Party, or; or ii. to co-operate and assist the competent authorities in the collection or recording of content data, in real-time, of specified communications in its territory transmitted by means of a computer system. (2) Where a Party, due to the established principles of its domestic legal system, cannot adopt the measures referred to in paragraph 1.a, it may instead adopt legislative and other measures as may be necessary to ensure the real-time collection or recording of content data on specified communications in its territory through the application of technical means on that territory. (3) Each Party shall adopt such legislative and other measures as may be necessary to oblige a service provider to keep confidential the fact of the execution of any power provided for in this article and any information relating to it. (4) The powers and procedures referred to in this article shall be subject to Articles 14 and 15.’

						567	  Original text of paragraph 209 of the Explanatory Report to the Cybercrime Convention: ‘The type of data that can be collected is of two types: traffic data and content data’. ‘Traffic data’ is defined in Article 1 d as any computer data relating to a communication that is made using a computer system, is generated by the computer system, and forms part of the chain of communication, indicating the communication’s origin, destination, route, time, date, size and duration or the type of service. ‘Content data’ is not defined in the Convention but refers to the communication content of the communication, i.e., the meaning or purport of the communication, or the message or information being conveyed by the communication (other than traffic data).

						568	  See Staszków, 2004, pp. 129-138.

						569	  Article 14 of the Convention on Cybercrime states: ‘(1) Each Party shall adopt such legislative and other measures as may be necessary to establish the powers and procedures provided for in this section for the purpose of specific criminal investigations or proceedings. 2. Except as specifically provided otherwise in Article 21, each Party shall apply the powers and procedures referred to in paragraph 1 of this article to: a. the criminal offences established in accordance with Articles 2 through 11 of this Convention;; b. other criminal offences committed by means of a computer system; and c. the collection of evidence in electronic form of a criminal offence. 3. a. Each Party may reserve the right to apply the measures referred to in Article 20 only to offences or categories of offences specified in the reservation, provided that the range of such offences or categories of offences is not more restricted than the range of offences to which it applies the measures referred to in Article 21. Each Party shall consider restricting such a reservation to enable the broadest application of the measure referred to in Article 20. b. Where a Party, due to limitations in its legislation in force at the time of the adoption of the present Convention, is not able to apply the measures referred to in Articles 20 and 21 to communications being transmitted within a computer system of a service provider, which system: i. is being operated for the benefit of a closed group of users, and ii. does not employ public communications networks and is not connected with another computer system, whether public or private that Party may reserve the right not to apply these measures to such communications. Each Party shall consider restricting such a reservation to enable the broadest application of the measures referred to in Articles 20 and 21.’

						570	  Convention for the Protection of Human Rights and Fundamental Freedoms drawn up in Rome on 4 November 1950, subsequently amended by Protocols Nos. 3, 5 and 8 and supplemented by Protocol No. 2 (Journal of Laws 1993, No. 61, item 284.).

						571	  International Covenant on Civil and Political Rights opened for signature in New York on 19 December 1966 (OJ 1977, No. 38, item 167.).

						572	  The scope depends on the catalogue of other international human rights instruments ratified by individual states. For example, from Poland’s perspective, EU CFR can be given as an example.

						573	  The original Cybercrime Convention uses the English term ‘competent authorities’.

						574	  Paragraph 138 of the Explanatory Report to the Cybercrime Convention reads: ‘All the articles in the Section refer to “competent authorities” and the powers they shall be granted for the purposes of specific criminal investigations or proceedings. In certain countries, only judges have the power to order or authorise the collection or production of evidence, while in other countries prosecutors or other law enforcement officers are entrusted with the same or similar powers. Therefore, “competent authority” refers to a judicial, administrative or other law enforcement authority that is empowered by domestic law to order, authorise or undertake the execution of procedural measures for the purpose of collection or production of evidence with respect to specific criminal investigations or proceedings.’

						575	  Ibid.

						576	  See Chapter 1.2.6 Medical informatics.

						577	  However, it should be sufficient for the telemedicine provider to demonstrate that it has taken all reasonable and technologically up-to-date steps to limit the possibility of known telemedicine cybercrimes.

						578	  See Chapter 1.3 Certification of digital medicine solutions.

						579	  Recitals 16 and 17 of the Judgment of the Court of Justice of the European Union of 22 November 2012 in Case C-219/11….

						580	  According to a de lege ferenda postulate of a complete nature: ‘as it would in fact be most effective de lege ferenda to have a mandatory system of certification as a medical device for any digital medicine solution, whether tangible or intangible, and irrespective of the premise of direct medical use’. See Chapter 1.3.3 Digital medicine solutions as medical devices.

						581	  According to a de lege ferenda postulate of a balanced nature: ‘In this context, the de lege ferenda system of certification of digital medicine solutions in the form of their qualification as medical devices should be two-pronged. First, any digital medicine solution, whether directly used for one or more medical purposes, should be optionally admitted to the certification system as a medical device. Secondly, those digital medicine solutions that are used for one or more medical purposes should be mandatorily referred to this certification scheme.’ See Chapter 1.3.3 Digital medicine solutions as medical devices.

						582	  The author’s proposal based on the considerations is discussed in earlier sections of this chapter (see: Chapters 5.2 Theoretical characteristics of telemedicine cybercrime and 5.3 Types of telemedicine cybercrime) together with the referenced sources, where the following in particular were inspiring to the author: Clough, 2012, pp. 363-391.; Weber, 2003, pp. 425-446.; Csonka, 2000, pp. 329-330.; Carr and Williams, 2002, pp. 83-90.; Moise, 2017, pp. 28-38.

						583	  The alternative postulate was made on the same basis as the main postulate.

						584	  For example, see Wójtowicz, 2004, pp. 43-70.

						585	  The degree of preparedness required for a specific telemedicine service IT system to address the possible risks of committing known types of telemedicine cybercrimes should be based on objective and feasible criteria proposed by medical informatics specialists.

						586	  It is worth noting that the catalogue of known types of cybercrimes should not be equated exclusively with the types of cybercrimes provided for in the Convention on Cybercrime. The possibility of the systematic emergence of new types of cybercrimes, which will simultaneously pose new risks, should be considered as a natural consequence of the development of cybercrime.

						587	  The catalogue presented is not closed and may be supplemented by other and currently unforeseen evidentiary steps in the Convention on Cybercrime. Cybercriminals are constantly evolving, using new instruments and learning new ways to commit cybercrimes. This means that law enforcement or Convention competent authorities cannot remain passive and should also develop and improve their skills, including expanding the types of evidentiary acts that can be carried out. In this context, it is worth mentioning the adoption of the Second Additional Protocol to the Convention on Cybercrime on enhancing cooperation and disclosure of electronic evidence by the Committee of Ministers of the Council of Europe on 17 November 2021. See Convention on Cybercrime, 2021. 

						588	  It could even be argued that equipping the competent authorities with the powers provided for in the Cybercrime Convention without giving them the actual possibility to act within an appropriate timeframe would have to be assessed as illusory.

						589	  The author’s proposal is based on the considerations presented in earlier sections of this chapter (see Chapters 5.2 Theoretical characterisation of telemedicine cybercrime and 5.4. Telemedical evidence activities) combined with the sources referenced in those chapters. The follow articles were particularly inspiring: Clough, 2012, pp. 363-391.; Weber, 2003, pp. 425-446.; Csonka, 2000, pp. 329-330.; Carr and Williams, 2002, pp. 83-90.; Moise, 2017, pp. 28-38.

						590	  The alternative postulate was made on the same basis as the main postulate.

				

			
		


		
			

			Final issues

			Summary of findings

			The analysis of the right to health from the perspective of the cross-border provision of telemedicine services in the EU has clearly shown the potential of telemedicine solutions to strengthen the realisation of the right to health more fully, or at least to the present extent, from the chosen and presented research perspective. In this research monograph, the possibilities offered by applying telemedicine to protect, support and strengthen the realisation of the right to health were established. In addition, the question of the meaning, place, systematics, role, essence, goals, characteristics, specificity, and functions of telemedicine within the subject of the main research aim was answered, and the threats or problems associated with implementing the right to health through the use of telemedicine were determined. The research results showed that, at the current stage of civilizational, technical, technological, and legal development, telemedicine can be treated as a new and modern means of supporting the realization of the right to health in a fuller scope, or if certain difficulties occur, at least maintaining the current scope. This means that, not only has the main objective of this monograph been completed, its key scientific dilemma has also been clarified.

			This would not have been possible without examining the individual subsidiary objectives of the study, which, while marking a logical path towards achieving the monograph’s main objective, also provided valuable conclusions and insights. The realisation of each subsidiary objective constituted an important step toward verifying the methodological assumptions of the monograph. First, within the framework of the analysis of the subsidiary objectives, the terminology used in the context of using modern technologies during the practice of medicine was semantically defined or approximated, including the possibility of certifying digital medicine solutions and presenting the basic benefits and risks of telemedicine. Second, the scope and meanings of the right to health in the EU were indicated and the concept of the right to health in genere was presented. Third, the conditions, principles, and interpretation of the law in the context of the cross-border provision of healthcare services in the EU were analysed, and the results showed that telemedicine services could be qualified as services within the meaning of EU law. Fourth, a solution to the problems of realising the right to health and the operation of cross-border healthcare in the EU during the COVID-19 pandemic was proposed, and finally, solutions were suggested to address the phenomenon whereby of telemedicine cybercrime posed a threat to realising the right to health in telemedicine. Completing these subsidiary objectives brought together the information needed to address the key research question of this monograph.

			The insights contained in the study supported the thesis of monograph, that: ‘telemedicine should be understood as a new and modern means of supporting the realisation of the right to health in a more complete or at least hitherto existing scope’. This thesis was supported by the analysis of three fundamental issues that were first described in detail and then thoroughly investigated through the monograph’s framework. These issues were modern technologies put to practical use in medicine, the concept of the right to health, and the cross-border provision of healthcare services in the EU. Together, they formed a capacious conglomerate of information to complete a rich, diverse, and constructive scientific analysis.

			Referring to basic concepts, problems, opinions of other researchers, and jurisprudence or various types of documents, including acts of so-called soft law, was required. It was necessary to both present the avant-garde possibilities, such as the characteristics of modern solutions put to practical use in medicine, and to analyse issues that were more traditionally legal in nature, such as the right to health or cross-border provision of healthcare services in the EU.

			The remarks and assumptions made in the introduction to this work, including the definition of the main objective, the key dilemma of the scientific study, the subsidiary objectives, and the adopted scientific methods determined the structure of the monograph. Chapter One detailed with modern technologies in medicine, proposing a systematic of modern technologies as used in the practice of medicine, presenting possible ways to certify digital medicine solutions, interpreting the concept of telemedicine, and identifying its basic risks and benefits. Chapter Two addressed with the concept of the right to health in the EU, interpreted the subject matter of the right to health, drew valuable conclusions from the presented historical outline of the right to health in the original EU law, established manifestations of the right to health in the current EU law, and presented a picture of the right to health in telemedicine. Chapter Three examined the cross-border provision of healthcare services in the EU, took a closer look at the EU’s internal market in light of the free movement of services, established the conditions for the free movement of healthcare services, presented patients’ rights in cross-border healthcare, and proposed the role of telemedicine services in cross-border healthcare. Chapter Four considered the implementation of the right to health and the functioning of cross-border healthcare in the EU during the COVID-19 pandemic; the general characteristics of the pandemic were presented, legal changes dictated by the fight against COVID-19 were indicated, problems facing the right to health and cross-border healthcare in the reality of the COVID-19 pandemic were presented, and a proposal was offered regarding how the implementation and use of telemedicine could solve these problems. Chapter Five addressed telemedicine cybercrimes as a threat to the implementation of the right to health in telemedicine. Within this issue, the theoretical characteristics of telemedicine cybercrime were approximated, types of telemedicine cybercrimes were proposed, telemedicine evidentiary actions were interpreted, and solutions were proposed to offset the negative phenomenon of telemedicine cybercrime by introducing standardisation of telemedicine systems.

			The analysis carried out within the framework of the monograph showed that, while it is indisputable that part of science deals with the application of modern medical technologies for practical use, the concept of the right to health, or the cross-border provision of services in the EU, including healthcare services, there are few in-depth and well-considered reflections in the current body of research linking the aforementioned considerations and referring to the right to health from the perspective of the cross-border provision of telemedicine services in the EU.

			Several final observations can be made against the background of the analysis conducted in this paper. First, while there are many terms in circulation to describe the phenomenon of applying modern technology in the practice of medicine, there is no unambiguous decision regarding the definitions of the terminology, such as digital medicine, eHealth, mHealth, telehealth, telemedicine, telecare, sensory health, or medical informatics. These terms are often used interchangeably and without reference to their actual scope. It is necessary to create, implement, and consistently use a system of terms referring to the practical application of modern medical technologies. This would bring order to the nomenclature and indicate the differences, similarities, and relationships between these terms and their actual subject scopes.

			Second, the ongoing process of technical, technological and civilisational advances is strongly influencing the image of medicine today. Many healthcare services are being digitally enhanced to improve the quality, safety, efficiency, equity, universality, or speed of healthcare, which is causing widespread and eager implementation. However, the law should provide mechanisms to check these assumptions about modern medical technologies to ensure that the new technologies actually serve their declared purposes. Introducing legal regulations requiring mandatory certification of digital medicine solutions seems necessary.

			Third, there is currently no universally accepted concept of telemedicine in the academic literature or in documents from governments, international organisations, or NGOs. Most authors propose their own definitions, which even leads to a specifically understood semantic chaos. An important and timely task in this area would be to create a single, well-considered definition of telemedicine based on the many available proposed definitions.

			Fourth, when discussing new or modern technologies, including modern medical technologies, it is important to analyse not only the benefits that their implementation may bring, but also any problems or risks. Only an objective examination of both the positive and negative aspects provides a reasonable basis for a determination regarding whether the solution is actually useful.

			

			Fifth, it is important to continuously enrich the concept of the right to health and its key elements, namely the rights to health protection and healthcare services; research is regularly deepening the understanding of these matters and can lead to new conclusions or different perspectives than what is currently present in the literature. It is important for the right to health to be considered a determinant of modern technologies in medicine, which both legitimises the implementation of such solutions and justifies the creation of a new legal framework.

			Sixth, by referring to historical EU primary legislation, it is possible to find provisions that refer to the right to health either directly or indirectly. It is important to remember that EU law evolved from an early European integration that was initially purely economic to the current situation where political and social integration elements have been introduced. Through proper analysis, it can be seen how interest in human health issues developed in the EU and how the first legal regulations in this area were created and introduced. While the TEC, TECSC, and the Merger Treaty did not contain legal norms correlating with the right to health, the SEA contained such provisions and represented a significant re-framing of the idea of European integration by opening the possibility of social and political cooperation among EU Member States. The enactment of the SEA is therefore of major importance for the right to health in the EU, as it is a treaty that lays the foundations for a new, previously undefined area of EU activity, one which was made more specific by the Maastricht Treaty.

			Seventh, in the current law of the EU, one can find legal norms that refer directly or indirectly to the subject matter of the right to health. In the provisions of primary law of the EU, EU CFR, TFEU, and TEU are crucial; in secondary law of the EU, the right to health is concretised. Some examples include the Directive on Patients’ Rights in Cross-Border Healthcare, the Decision on Serious Cross-Border Health Threats, the Tobacco Products Directive, the Human Blood Directive, the Human Tissues and Cells Directive, the Medicinal Products Regulation, as well as the Medical Device Regulation; although these items take a different sectoral approach to the right to health in the EU, they do detail treaty provisions that contain general orientations, objectives, or principles related to the right to health. It is important to realise the significant level of the above provisions in the EU law system. This leads to the conclusion that the right to health, its concept, and its subject matter are now a priority element of current EU law. From the Maastricht Treaty through to the Treaty of Amsterdam, the Treaty of Nice, and the Treaty of Lisbon, one can observe an increasingly fuller, more complete, and more effective handling of the issues of both health protection and access to healthcare services, and thus, in genere, the right to health in the EU.

			Eighth, the current changes dictated by the process of technical, technological, and civilisational advances not only force a discussion on the transformation of traditional medicine into a modern state, but also encourage conversation on the right to health in a non-traditional environment. In light of the main research aim of this paper, insights on the right to health in telemedicine are relevant. The analysis in this work has determined that telemedicine can be regarded as a new guarantor of the right to health and a modern tool for realising the right to healthcare services. Telemedicine also supports a more complete realisation of equal access to health services. It seems reasonable to argue that there is theoretical legitimacy for the use of telemedicine as a subsidiary instrument to the traditional healthcare system, where the two systems could operate in parallel.

			Ninth, the idea of an internal market of the EU should be taken as a kind of foundation for the cross-border provision of healthcare services in the EU because the treaty norms regarding the freedom of movement of services provide a source for analysis related to this topic. One of the most important legal norms in this respect is the legal definition of the EU service. What is important here is the observation that the drafting of the provision that contains the legal definition of a service in EU law unambiguously determines the material enumeration of the notion of service as contained in TFEU is merely exemplary and serves to adopt the correct line of interpretation. From this perspective, it is also important to determine the normative character of the Treaty norms regarding the freedom of movement of services. It should be noted that both Articles 56 TFEU and 57 TFEU meet the formal criteria for the attribution of direct effect, but this does not preclude the enactment of relevant secondary legislation.

			Tenth, it is necessary to adopt a definition of healthcare services. This concept should probably be understood through the lens of correlating the EU definition of service and the term healthcare with the purpose of healthcare services. Normative regulation of this issue would seek to bring order to the free movement of healthcare services. It would also reinforce the observation that it becomes possible to qualify healthcare services as internal market services of EU. This conclusion appears to be true notwithstanding the possibility of introducing restrictions on the free movement of healthcare services. The principle that there are no restrictions under Article 56 TFEU, and that exceptions must be justified and are subject to careful analysis, become important in this light.

			Eleventh, to preserve the entitlements under the internal market rules of the EU on the free movement of healthcare services, the EU legislator decided to adopt the DPRCH. This is a sign of sensitivity to the political will of the Member States of the EU found when adopting the Services Directive; it is also an expression of the realisation of the right to health in the EU cross-border situations. This can be seen as an alternative to make the freedom of movement of healthcare services more of a reality.

			Twelfth, patients’ rights in cross-border healthcare are key to a proper understanding and presentation of the principles and conditions for the movement of cross-border healthcare services in the EU. In this context, the observation that the standards of Articles 4, 5, and 6 of the DPRCH emphasise the indispensable role of the EU Member States in effectively guaranteeing cross-border healthcare in the EU is important, as it means that, without their proactive action and cooperation, achieving the objective of the DPRCH may be significantly hindered or even be impossible. This leads to the further conclusion that the national law of the Member States of the EU assumes the position of the first and primary means to implement the provisions of the DPRCH. It is also important to note that, within the provisions of the DPRCH, the EU legislator chose to explicitly indicate that telemedicine may be one form of cross-border healthcare provided. On the basis of the relevant legal norms, it can be seen that, under EU law, the telemedicine mode of healthcare provision is considered equivalent with the traditional type, specifically in regards to the payment rules.

			Thirteenth, there is currently no clear indication in the academic literature or relevant documents from governmental, international, or non-governmental organisations addressing how the concept of telemedicine services should be understood. Finding a well-considered, balanced, and meaningful definition for this term is necessary. This study’s results suggest that telemedicine services should benefit from the EU’s freedom of movement of services on the same basis as healthcare services. This observation is critical to final results of the study in this monograph.

			Fourteenth, the rate of development and spread of SARS-CoV-2, the virus that causes COVID-19 has been and generally continues to be unprecedentedly rapid. Due to the high rate of contagiousness and the high risk of life-threatening symptoms for a large part of the population, at a certain point in the pandemic’s timeline, the international priority became developing a vaccine for the SARS-CoV-2 virus or a drug that could treat COVID-19. This caused dramatic re-evaluation and redetermination of actions in modern states, international organisations, and individuals, including in legal terms. The COVID-19 pandemic caused specific problems for the realisation of the right to health and the function of cross-border healthcare. The difficulty in realising the right to health is the drastic overloading of the state health service, which caused inefficiencies in the healthcare system that made it impossible for the right to health to be realized fully, or even in the previously existing form. The issue at the root of this problem is the discrepancy between the increased number of patients needing medical care and the capacity of the health service in a particular state. In turn, the problem of the operation of cross-border healthcare during the COVID-19 pandemic is linked to the reduction or, in some cases, the paralysis of the traditionally understood mobility of the EU population that was directly linked to the realisation of the freedom of movement of persons within the internal EU market; this either significantly hindered or prevented the use of cross-border healthcare in the EU, either in full or in its previous form. The issue at the root of this problem is reconciling the need to ensure patient mobility with the necessary restrictions regarding physical crossing of traditionally understood national borders due to the COVID-19 pandemic state. Proper implementation and use of telemedicine solutions may provide a solution to these concerns during a pandemic situation.

			Fifteenth, telemedicine cybercrimes represent a current and serious threat to the realisation of the right to health in telemedicine. It is therefore important to determine both the definition of the concept of telemedicine cybercrime and the types of telemedicine cybercrimes and telemedicine evidentiary acts based on appropriate interpretative techniques. This is necessary because the specific types of telemedicine cybercrimes represent the types of possible risks when telemedicine functions as designed, including the right to health. Meanwhile, the legally foreseeable evidentiary steps of procedural criminal law that are possible in the context of a telemedicine cybercrime are either a reaction to the commission of a criminal act in cyberspace post factum, i.e., when the aforementioned risks materialise, or are actions aimed at detecting that a telemedicine cybercrime has been committed. In this context, it was proposed that appropriate standardisation of the software facilitating telemedicine services can prevent the risk of telemedicine cybercrimes ex ante, and is thus a solution that protects and strengthens telemedicine’s realisation of the right to health, making it important in this context.

			Conclusions for the future

			The analysis of the right to health from the perspective of the cross-border provision of telemedicine services in the EU was carried out within the framework of this monograph, and the presented summary of findings makes it possible to present opportunities for future action that follow directly from the study’s results. These may be of interest both to national and international legislators and to representatives of legal theory and practice.

			First, it should be considered whether the concept of digital medicine should be equated with all manifestations of the application of modern technologies used in the practice of medicine along with the disciplines supporting its functioning. In this view, it may even be appropriate to determine that digital medicine is a mirror image of traditionally understood medicine with a necessary digital element. This proposal may provide material for the legislator, whose aim should be to introduce a legal definition of the concept of digital medicine, for example within the framework of Article 2 of the Medical Device Regulation.

			Second, eHealth should be identified with the external layer of digital medicine, i.e., it would represent its services to stakeholders, both medical staff and patients. Therefore, within the concept of eHealth, there is the possibility of defining further, narrower subject terms, such as mHealth, telehealth, and sensory health. This proposal may provide material for the legislator, whose aim should be to introduce a legal definition of the concept of eHealth, for example, within the framework of Article 2 of the Medical Device Regulation.

			Third, mHealth should be understood as a segment of eHealth, in which modern mobile technologies enable medical personnel to manage the improvement of a patient’s health by using mobile tools, such as mobile phones, tablets, medical apps, or others. Defining the subject scope of mHealth allows a precise distinction from other terms used in the context of the application of modern technologies in medicine and an understanding that mHealth is part of the overall concept of eHealth. This proposal may provide material for the legislator, whose aim should be to introduce a legal definition of the concept of mHealth. This could be done, for example, within the framework of Article 2 of the Medical Device Regulation.

			Fourth, telehealth should be equated with the provision of medical services at a distance using telepresence techniques. This concept includes eHealth services that take place remotely with the direct participation of medical personnel in both real time and asynchronously. This proposal may provide material for the legislator, whose aim should be to introduce a legal definition of the concept of telehealth within, for example, the framework of Article 2 of the Medical Device Regulation.

			Fifth, telemedicine should be understood as the part of telehealth responsible for the provision of medical services by doctors at a distance using telepresence techniques. This proposal may provide material for the legislator, whose aim should be to introduce a legal definition of the concept of telemedicine, for example, within the framework of Article 2 of the Medical Device Regulation. In addition, it would seem that the semantic proposals presented in this work about the concept of telemedicine, particularly those put forward by the WHO, EU, and the American Telemedicine Society, could support the attempt to adopt an essential and correct legal definition of telemedicine. The essence of telemedicine should be understood as the provision of medical services by doctors at a distance using telepresence techniques by transmitting medical data using ICT to improve the health of the patient. Defined in this way, the essence of telemedicine clarifies that this application of modern technology in medicine does not aim to dehumanise healthcare, but instead functions as a tool to help improve the accessibility, speed, equity, safety, quality, and cost reduction of medical services.

			Sixth, the term telecare should refer to the provision of medical services by non-physicians using telepresence techniques. The difference between this term and telemedicine will therefore be based on the level of sophistication of the healthcare provided, determined by what type of medical personnel is involved. This proposal may provide material for the legislator, whose aim should be to introduce a legal definition of the term telecare, for example, within the framework of Article 2 of the Medical Device Regulation.

			Seventh, sensory health should be treated as a separate segment of the overall eHealth concept as it is responsible for the wireless care of patients by means of medical sensors that enable the collection and transmission of medical data, regardless of the patient’s mobility. It should be postulated that the criterion presented differentiates mHealth and sensor-based health in a sufficiently precise manner, indicating that they are essentially different. This proposal may provide material for the legislator, whose aim should be to introduce a legal definition of the concept of sensory health, for example, within the framework of Article 2 of the Medical Device Regulation.

			Eighth, medical informatics should be understood as the use of advanced information and communication technologies and programming methods to create the technical infrastructure necessary to apply modern technologies to medical practice. This proposal may provide material for the legislator, whose aim should be to introduce a legal definition of the concept of medical informatics, for example, within the framework of Article 2 of the Medical Device Regulation.

			Ninth, a certification system for digital medicine solutions can be followed by their qualification as medical devices in the Medical Device Regulation. This certification system should be two-fold. First, any digital medicine solution, whether directly used for one or more medical purposes, should be optionally admitted to the certification system as medical devices. Second, those digital medicine solutions that are used for one or more medical purposes should be mandatorily referred to this certification scheme. However, it should be emphasised that this is a balanced option as, in essence, a mandatory certification system as a medical device would be most effective for any digital medicine solution, whether it be tangible or intangible and irrespective of the premise of direct medical use. This is important because the safety of patients, consumers, and medical staff is at stake; there are also a number of legal standards provided medical devices to digital medicine solutions.

			Tenth, at least three basic building blocks of the concept of telemedicine are apparent. The first is the medical data that transmit an electronic medical record, which is a digital reproduction of traditional medical records with functionalities adapted to the current technical, technological, and social progress, via ICT. Second is the use of an ICT network by doctors for medical purposes. It is crucial to use an ICT network that is properly designed and accessible to all beneficiaries. This also implies the need to address the cross-border nature of telemedicine services. Third, and most importantly from an axiological point of view, the basic design element of telemedicine is the improvement of the patient’s health, which should be identified with realising of this right to health protection and healthcare services, including medical care.

			Eleventh, the criteria of universality, accessibility, and permanent substitutability can be considered adaptation criteria for telemedicine. The first is determined by the extent to which telemedicine is used, e.g., for the entire population, a group of inhabitants, or specific individuals. The second evaluates the actual ability and possibility of using the implemented solutions by the final beneficiaries. The criterion of permanent substitutability, on the other hand, assesses whether a traditional solution, if it exists, remains permanently and irrevocably replaced by a modern alternative. The combination of universality, accessibility and permanent substitutability gives rise to the identification of actual directives for the adaptation of telemedicine. From a theoretical point of view, these may lead to a situation in which it becomes impossible or significantly more difficult to fully implement telemedicine for practical use. For example, these criteria may imply that telemedicine can be implemented with different types of coverage:

			

			
					global (e.g. entire population) with full availability, together with permanent substitution,

					global (e.g. entire population) with limited availability and no permanent replacement,

					regional (e.g. community groups) with full accessibility, together with permanent substitution,

					regional (e.g. community groups) with limited availability but no permanent replacement,

					non-universal (e.g. selected and informed individuals) with limited availability, together with permanent substitution.

			

			The main objective of these criteria is to prevent the deployment of telemedicine that is not adapted to the realities of the specific society for whom it is designed.

			Twelfth, the rights to health protection and healthcare services, including medical care, are integral and key elements of the right to health as understood through the lens of the research analysed in this work.

			Thirteenth, from a theoretical point of view, any modern technology put into practical use should be created, implemented, and used for and by human beings. The main goal of innovation should be to make everyday life easier, possibly followed by an increase in the efficiency of the results of the processes carried out. Different assumptions seem pointless. This implies, in turn, that modern technologies used in medical practice in the form of telemedicine services must comply with a number of standards in the field of human rights protection and, particularly and primarily, with those whose core is directly related to the essence of telemedicine, understood as correlating the universal priority of telemedicine with its proper terminological meaning. It seems indisputable that such rights are those relating to human health, and which should constitute an essential element of the test for legitimising the authorisation of a particular type of modern technology in medicine.

			Fourteenth, the right to health, as understood within the semantic boundaries presented, should be classified as a personal right, constituting a material guarantee of health protection. The latter should at the same time be regarded as a kind of nucleus of the right to health. In addition, the right to health should oblige public authorities to take positive action guaranteeing the essence of the good to be protected by law, and thus it should be treated as a subjective right. However, this should include the proviso that the claims made will only fall within the subjective limits of the right to health as presented.

			Fifteenth, the material scope of the concept of healthcare is much broader than that of medical care. This is because, in principle, the latter should be determined by actual medical need understood through the lens of clinical, hospital, or pharmacological services. Healthcare, on the other hand, also encompasses all non-clinical, non-hospital, or non-pharmacological health services that have a positive impact on the general state of health. The relationship between these concepts is governed by the unidirectional principle of the inclusion of medical care in healthcare, according to which every medical care service is also a healthcare service, but not every healthcare service is also a medical care service.

			

			Sixteenth, the right to healthcare services does not meet the premise of the subjective premise of a personal right. For this reason, this right has a social normative character, which directly influences the definition of its essence. The essence, which should be founded on guaranteeing the realisation of the right to health in institutional terms, being a means of realising the main objective, i.e. the protection of health.

			Seventeenth, the subject matter of the right to health as understood within the semantic boundaries set should be identified primarily with the correlation of the essence of the right to health and the right to healthcare services. The above is a fundamental component of the right to health. In addition, the thesis that the right to health protection is a substantive guarantee of the right to health and the right to healthcare services is more of an executive nature seems reasonable. First, this means that the right to health has its material aspect, where there is both the legally protected good of health taken in its own right, the abstractly understood possibility for individuals to care for their own health and the indirect protection of the right to life, and the unconditional subjective scope, according to which every human being, regardless of his or her qualities, should have such a right simply because he or she is a human being. The subjective aspect is of a personal normative nature and materialises in the form of the right to health protection, i.e., the material core of the right to health. Second, the right to health also has an executive aspect, in which both a legally protected good in the form of equal access to healthcare that effectively protects health and guarantees access to treatment regardless of the material situation of the beneficiary and a contingent subjective scope are evident. This means that the right in this respect ex definitione does not belong to every person just because he or she is a human being; additional conditions must be met. Consequently, this aspect has a social normative character, concretised in the form of the right to healthcare services, which constitutes an institutional guarantee that realising the material aspect of the right to health is one of the most essential means to realising the main objective, i.e. health protection. It therefore follows that the right to health defines the objective and the right to healthcare services is the principal means for its realisation. Consequently, it is not possible to speak fully of the right to health without discussing both of its aspects, material and executive.

			Eighteenth, the function of telemedicine in the right to health protection should be seen through the lens of materially guaranteeing a normatively defined personal right of every human being, ensuring the possibility of independently caring for health in a substantive aspect, and having a duly defined legally protected good and subjective scope, thanks to the provision of medical services by doctors at a distance using telepresence techniques by means of the transmission of medical data using ICT to improve the health of the patient. Telemedicine is therefore fully predisposed to act as a new guarantor of the substantive nucleus of the right to health, i.e., to act as a guarantor of the right to health. The EU is not the only place this can occur, although this paper does establish that the EU has available elaborate legal bases referring to the right to health.

			Nineteenth, the function of telemedicine in the right to healthcare services should be seen through the lens of the executive realisation of a normatively envisaged human social entitlement, ensuring equal enjoyment of universally available healthcare services and having a duly defined legally protected good and subjective scope. This is available because of doctors providing medical services at a distance using telepresence techniques and ICT to transmit medical data and improve the patient’s health. Telemedicine, therefore, seems to have the appropriate qualities to act as a new institutional guarantor for the realisation of the material aspect of the right to health, constituting the most relevant means for the realisation of the main objective, i.e., health protection. This therefore leads to the conclusion that telemedicine should be viewed at the operational level as a modern tool for realising the right to healthcare services. In addition, the functions of telemedicine in the right to health as they are defined in this paper, i.e., in the context of both the right to health protection and the right healthcare services, may lead to the conclusion that access to telemedicine, just as access to healthcare services, should be regarded as a human right and, specifically, a patient right. Such a conclusion should lead to the recognition of access to telemedicine as a human right both internationally (e.g., amendment of Article 3 of the Convention on Human Rights and Biomedicine) and domestically (e.g., amendment of the Act of 6 November 2008 on Patient Rights and Patient Ombudsman).

			Twenty-first, apply modern technology to the practice of medicine in the form of telemedicine can lead not only to increased speed, safety, quality, or reduced costs, but also to improved equity in access to health services. However, for this to be possible, it proves necessary to ensure that barriers caused by the distance between patient and provider can be freely overcome. A factor supporting the achievement of the outlined objective is the guarantee of a well-defined, cross-border nature of healthcare services, and thus also of telemedicine services. Telemedicine, with its cross-border characteristics, is seen as an even more powerful instrument for increasing equality of access to health services in genre, where distance and travel time will become globally irrelevant.

			Twenty-second, the concept of service as contained in TFEU is merely illustrative and serves to adopt the correct line of interpretation. Therefore, considerations regarding the classification of other activities as services under EU law are open to analysis. According to case law CJEU, both Articles 56 TFEU and 57 TFEU fulfil the formal criteria for the attribution of direct effect and can therefore form the legal basis of parties to proceedings before the courts of Member States of the EU. This further reinforces the interest in analysing the classification of activities other than those listed in Article 57 TFEU as EU services benefiting from the freedom of movement of services in the EU.

			Twenty-third, healthcare services should be understood as provisions that are related to a factual medical need, particularly clinical, hospital, or pharmacological services; complemented by any non-clinical or non-hospital or non-pharmacological health service that has a positive impact on the general state of health; implements the material and legal aspect of the right to health; and is normally provided for remuneration insofar as it is not covered by the provisions on the free movement of goods, capital, and persons. The proposed semantic meaning of the concept of healthcare service has the advantage of both indicating as precisely as possible its material boundaries and being characterised by its open character; it does not omit any essential service profile while referring to the right to health.

			Twenty-fourth, any healthcare service, irrespective of conditions beyond its usual provision for remuneration, should be treated as a service within the meaning of Articles 56 and 57 TFEU with the fullest possible recognition of professional qualifications and respect for patients’ rights in cross-border healthcare.

			Twenty-fifth, the adoption of the directive on patients’ rights in cross-border healthcare has to be seen as an alternative to make the free movement of healthcare services more feasible. This is necessary because the reason for the definition of patients’ rights in cross-border healthcare was both the normatively defined exclusion of healthcare services from the scope of application of the Services Directive and the jurisprudence of the CJEU in the context of Articles 56 and 57 TFEU, which developed single rules for cross-border healthcare. These considerations, in view of the need for the EU to ensure that the principles of freedom of movement of services within the EU internal market are fully realised, and that the right to health, i.e., the rights to health protection and healthcare services, is effectively guaranteed throughout the EU, led to the issuance of the Directive on patients’ rights in cross-border healthcare.

			Twenty-sixth, the national law of the Member States of the EU plays a primary role in the realisation of the right to health for every EU citizen, in particular in the light of Article 168 TFEU. In addition, the norms of Articles 4, 5, and 6 of the DPRCH unequivocally emphasise the indispensable role of the Member States of the EU in effectively guaranteeing cross-border healthcare in the EU. This means that, without their proactive action and cooperation, the achievement of the DPRCH objective may be either impossible or significantly hampered. It is therefore clear that the national law of the Member States of the EU plays a key role in cross-border healthcare, assuming the position of the main and first means to implement the provisions of the DPRCH. This leads to the conclusion that the legislation of the Member States of the EU is the determinant premise for the actual possibility for patients to exercise their rights in cross-border healthcare in the EU.

			Twenty-seventh, both the Commission Implementing Decision on the eHealth Network and the Commission Implementing Decision on COVID-19 Data Exchange and Alerting, a number of acts issued in the framework of the e-Health Network, as well as the very establishment of such a network in accordance with the empowerment provided for in the DPRCH, clearly show that e-Health services, including telemedicine services, are gaining recognition as priorities for action by policy makers of the EU. In addition, in light of Article 7(7) of the DPRCH, it can be concluded that the EU legislator considers telemedicine to be a mode of healthcare delivery that is equivalent to the traditional prototype.

			Twenty-eighth, the concept of a telemedicine service should be identified as a service provided by a medical practitioner in relation to a genuine medical need, having a positive effect on the general state of health, exercising a material and executive aspect of the right to health, and provided at a distance using telepresence techniques, usually for remuneration insofar as it is not covered by the provisions on free movement of goods, capital, and persons. In the light of the above, the modern legislator should consider introducing into its normative system a legal definition of telemedicine services with content that is identical or as close as possible to the proposal made. Telemedicine services in the sense presented should be qualified as services benefiting from the freedom of movement of services within the internal market of the EU.

			Twenty-ninth, the implementation and use of telemedicine provides a solution to the problems outlined in this work for realising the right to health and the operation of cross-border healthcare during a state of pandemic. First, the use and implementation of telemedicine instruments solves the problem of drastic overloading of the national health service by the pandemic, which has caused severe inefficiencies in the health system that make it impossible in practice to realise the right to health in its full or current form. Based on the above-mentioned features and the specificity of telemedicine, it is better able to reconcile the increased number of patients with the current capacities of the health service of a particular state than its traditional counterpart. The implementation and use of telemedicine solutions is advocated as those which, in times of pandemics, regardless of the impediments to movement, ensure that the efficiency of the healthcare system is maintained by increasing the efficiency of doctors, offering a fuller realisation of the right to health protection and stable and effective realisation of the right to healthcare services. Telemedicine provides a means by which a single unit of medical staff is able to attend to the health of a larger number of patients in real time or asynchronously. Second, telemedicine should be seen as a proposal that both supports and complements the solution presented in the Communication from the Commission Guidelines on EU Emergency Assistance on Cross-Border Cooperation in Healthcare related to the COVID-19 crisis. Due to the specificity of its concept, telemedicine should be seen as a direct remedy for patients seeking cross-border healthcare in the EU whose cases are classified as not urgent according to the provisions of the Communication from the Commission Guidelines on EU Emergency Assistance on Cross-Border Cooperation in Healthcare related to the COVID-19 crisis. A remedy to ensure digital mobility, irrespective of restrictions on movement, including crossing traditional national borders, will enable cross-border healthcare in the EU to be used in its full or existing form. There will thus be a reconciliation of the need to ensure the mobility of patients whose healthcare needs are not urgent with the restrictions that may occur when physically crossing traditionally understood national borders during an pandemic state. Regarding patients with urgent healthcare needs, telemedicine can support the solution set out in the Communication from the Commission Guidelines on EU Emergency Assistance on Cross-Border Cooperation in Healthcare related to the COVID-19 crisis as far as technological possibilities allow, including using highly advanced forms of telepresence. For example, teleoperation may be possible using specialised robotics. It therefore appears that the correlation of telemedicine with the solution proposed by the European Commission provides a more complete answer to the defined problem of the functioning of cross-border healthcare during the COVID-19 pandemic state. It is therefore currently justified to see solutions based on modern technologies put into practice as a practical role for telemedicine as a means of combating the negative effects of the COVID-19 pandemic in the context of realising the right to health and the functioning of cross-border healthcare.

			Thirtieth, the term telemedicine cybercrime should be understood as behaviour with the characteristics set out in the criminal law, including international agreements, that is committed in the space of information processing and exchange created by a set of cooperating IT devices and software ensuring the processing, storage, and the sending and receiving of data. The crime occurs telecommunication networks by means of a telecommunication device that is appropriate for the type of network and is designed to connect directly or indirectly to the network terminations, including the links between them and the relationship with users. The object of this communication is the provision of services by a medical practitioner which are related to a genuine medical need, which have a positive effect on the general state of health, which implement the material and executive aspects of the right to health, and which are provided at a distance using telepresence techniques usually for remuneration in so far as they are not covered by the provisions on the free movement of goods, capital and persons. This suggests that the vast majority of the normatively envisaged types of cybercrimes, when telemedicine services are added as their object of infringement, have a telemedical counterpart.

			Thirty-first, proposing appropriate standardisation of the software providing telemedicine services can reduce the risk of telemedicine cybercrimes. First, a methodologically appropriate and, from the point of view of the coherence of the legal system, desirable solution would be an amendment to the Medical Device Regulation. The possibility of qualifying digital medical solutions as medical devices could be enriched by a mandatory standardisation of information systems for telemedicine services based on criteria that consider the risks that arise directly from specific types of telemedicine cybercrimes. These risks include the possibility of committing several types of telemedicine cybercrime, including illegal access to the telemedicine service IT system or interception of telemedicine service data, violation of telemedicine service data or system integrity, misuse of devices, telemedicine forgery or fraud, or the violation of copyright and related rights in the context of the telemedicine service’s IT system or other cybercrime, either related to telemedicine or general. Alternatively, the legislator should consider that, within the framework of national law, there may be a legal obligation to standardise telemedicine service information systems on the basis of criteria that consider the risks arising directly from specific types of telemedicine cybercrimes. The essence of the standardisation postulated is the protection and strengthening of the certainty of telemedicine’s implementation of the right to health from the perspective of the threat of cybercrime. There can be a legal obligation to ensure that all telemedicine services IT systems are developed in accordance with legally prescribed criteria, which should mean that they are prepared to deal with known types of telemedicine cybercrime or cybercrime in general to an acceptable degree. It is also important that, irrespective of the way in which this standardisation is introduced, it should be mandatory and be a prerequisite for the acceptance of IT systems for telemedicine services. In addition, it should also be remembered that cybercrime, including telemedicine cybercrime, is constantly evolving. It is necessary to continuously update the catalogue of possible risks for the provision of telemedicine services using IT systems that are directly derived from the known types of cybercrimes. Second, it is proposed that a legal obligation be introduced to standardise all information systems with the goal of having functionalities that enable the efficient, rapid, and effective performance, on a normatively justified basis, of the evidentiary acts provided for in the Budapest Convention. Alternatively, the standardisation of information systems for telemedicine services on the basis of the types of telemedicine-related crimes, as postulated earlier, and the standardisation of information systems for telemedicine services on the basis of the types of telemedicine evidentiary acts, as currently postulated, could be combined in a single measure. In this case, it would be necessary to standardise the proposed legislative solutions either in the Medical Device Regulation or within the relevant national law standards. However, this is a second demand, as the first one seems to be a natural complement to a more effective implementation by states of their international obligations under the Budapest Convention. It should be emphasised that the choice of the means leading to the effect is not as important as the effect itself, which is the introduction of the legally required standardisation of the information systems of telemedicine services on the basis of the types of telemedical evidentiary activities. This standardisation can prevent telemedicine cybercrime, allowing it to protect and strengthen the realisation of the right to health by telemedicine services. The implementation of the demands made above should lead to a more complete and secure realisation of the right to health in telemedicine.

			In conclusion, telemedicine can play an important role from the perspective of the right to health. The considerations, observations, and conclusions contained in this paper make it clear that telemedicine should be understood as a new and modern means of supporting the realisation of the right to health in a more complete manner or, in the case of certain difficulties, at least maintaining the existing scope. The implementation of telemedicine solutions brings with it a number of possible benefits, problems, or risks. The role of a wise legislator is to balance these and make informed decisions. It seems that his only decision is whether the problems and risks of telemedicine will be properly exploited.
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