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Abstract

The chapter addresses the selected legal aspects of hybrid threats and warfare con-
nected to certain branches of the international public and European Union (EU) law.
The overarching objective of the chapter is to present a legal assessment of hybrid
threats and delineate the scope of lawful countermeasures to respond to them, which
is a prerequisite for swifter decision-making and enhancing the defensive capability
of the EU. The author outlines the conceptual framework of hybrid warfare and
hybrid threats, exemplified by the hybrid tactics used in the 2014 Russian invasion
against Ukraine. The legal analysis of hybrid threats and warfare is carried out under
rules governing the lawfulness of the resort to force (jus ad bellum), international law
of armed conflicts (jus in bello, international humanitarian law), and human rights
law. This analysis demonstrates that it is difficult to conclude whether the use of
hybrid threats and warfare amounts to the use of force, and whether it triggers legal
consequences attached to the existence of armed conflict, in terms of the right to
self-defence and application of international humanitarian law, especially if a hybrid
campaign does not involve the use of kinetic force. While balancing between war
and peace, hybrid threats and warfare highlight how the traditional dichotomy un-
derlying the law on the use of force works in favour of hybrid aggressors. Compared
to the international legal framework, the EU’s framework “theoretically” offers wider
possibilities for a collective response to hybrid threats and campaigns compared with
the North Atlantic Treaty Organization (NATO). This is because the EU framework
enables invocation of the mutual solidarity clause (Article 222 Treaty on the Func-
tioning of the EU) in situations that otherwise would not trigger a collective defence
mechanism under Article 5 NATO Treaty.
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1. Introduction

War and warfare undoubtedly belong to the core domain of military alliances,
such as the North Atlantic Treaty Organization (NATO) or the Rio Pact. The deterio-
rating global security environment prompted the European Union (EU), an economic
“civilian power” rather than a military alliance, to increase its defence and military
capacity, based on the concept of strategic autonomy, and to recently adopt its first
quasi-military doctrine (the 2022 Strategic Compass for Security and Defence).! In its
efforts for preventing and countering global security threats, the EU has increasingly
focused on creating a coordinated response system for hybrid threats and hybrid
campaigns, alone and in concert with the NATO. The growing concern about hybrid
threats comes from the acknowledgement that both state and non-state actors are
increasingly using hybrid tactics, including information manipulation, to interfere
with democratic processes, which pose a growing security threat to the NATO and
EU. Over the last decade, several EU Member States and the EU as a whole have been
victims of multiple hybrid attacks, which warn how hybrid adversaries can identify
and exploit existing vulnerabilities to achieve their strategic goals.

Russia’s annexation of Crimea in 2014 and its recent armed aggression against
Ukraine in February 2022 demonstrated that modern armed conflicts come with the
highest level of military force combined with hybrid tactics and information manip-
ulation.? As the NATO Secretary General Jens Stoltenberg puts it, the tactics used
by hybrid adversaries are a dark reflection of the NATO’s comprehensive approach,
used to maintain peace and stability around the world.® This “dark reflection” de-
notes the emergence and proliferation of hybrid warfare — in which international law
plays a crucial role as a strategic enabler and operating environment — primarily to
gain advantage over law-abiding states. Hybrid warfare is a logical consequence of
the rivalry between two visions of the international community and international
legal order: the vision of the West, formulated under the influence of the United
States, and the vision shared by Russia and China, which rejects the United States’
global hegemony and demands a multipolar international community.* In the non-

1 Council of the European Union, A Strategic Compass for Security and Defence — For a European Union
that protects its citizens, values and interests and contributes to international peace and security, Brus-
sels, 21 March 2022, 7371/22.

2 Council of the European Union, Council conclusions on a Framework for a coordinated EU response to
hybrid campaigns, Brussels, 21 June 2022, 10016/22, para. 1.

3 NATO, 2015.

4 For a detailed analysis of the problem, see: Mik, 2022; Aukia and Kubica, 2023.
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Western narrative, one manifestation of the United States’ hegemonic position is the
unilateral and abusive interpretation of the law on the use of force by the NATO coa-
lition. Non-Western actors perceive the NATO’s 1999 Kosovo intervention (Operation
Allied Force) as a violation of international law that remains unsanctioned. From
the Russian perspective, the NATO is an illegal aggressor that acts under the guise
of peacekeeping and crisis regulation and resorts to hybrid warfare; the NATO’s
conduct justifies and validates Russian countermeasures using an equal form of
hybrid warfare.> As NajZer puts it straightforwardly, hybrid warfare is a tool of revi-
sionist powers who seek to challenge the dominant world order.® In other words, we
are witnessing a remodelling of the world’s geopolitical landscape shaped after the
end of the Cold War, in the process of which the use of hybrid warfare and weaponi-
sation of international law is intrinsic.

This chapter’s research objective is presenting a legal assessment of certain legal
aspects connected to hybrid threats and warfare under various branches of the in-
ternational public law and EU law. While this is a highly demanding if not an im-
possible task, analysing the legal framework applicable to hybrid conflicts and iden-
tifying its legal gaps should contribute to increasing the overall legal preparedness
and legal resilience against hybrid threats in the EU and its Member States, even if
there are no clear-cut answers to all the legal ambiguities. Delineating the scope of
lawful countermeasures to prevent and respond to hybrid threats is a prerequisite
for swifter decision-making and enhancing the EU’s defensive capability. In section
2 of the chapter, the author addresses the terminological and conceptual framework
of hybrid warfare and hybrid threats. Section 3 focusses on a legal analysis of hybrid
threats and warfare carried out with respect to the following branches of interna-
tional law: international law governing the lawfulness of the resort to force (jus ad
bellum), international law of armed conflicts (jus in bello, international humanitarian
law [IHL]), and human rights law. Section 4 of the chapter is devoted to the EU’s
approach to dealing with hybrid threats.

A legal assessment of hybrid threats and warfare is not possible without ex-
ploring the traditional dichotomy between war and peace that underlies the inter-
national legal regime on the use of force and law of armed conflicts. The reality of
contemporary conflicts, which come with a combination of sophisticated non-kinetic
and kinetic attacks that cannot be easily classified as either war or peace, prompts
a dilemma reminiscent of the Schrodinger’s paradox. In Schrodinger’s famous ex-
periment, the scientist argued that under certain conditions, the object of his exper-
iment (a cat) can be simultaneously considered alive and dead. This chapter high-
lights the challenges posed by the use of hybrid threats and warfare for traditional
legal classification, implying the unambiguous existence or non-existence of armed

5 See: the Federation Council of the Federal Assembly of the Russian Federation, 2019; Kremlin, Mos-
cow, 2014. The Russian perspective and legal narrative are explained by Morten M. Fogt; see: Fogt,
2020, pp. 35-38, 47-49.

6 Najzer, 2020, p. 4.
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conflict. This, with certain irony, can translate this chapter’s research objective into
the question of whether hybrid campaigns can substitute for Schrédinger’s cat.

2. Concept and Means of Hybrid Threats and Warfare

2.1. Meaning of Hybrid Threats and Warfare

Throughout the past two decades, a considerable volume of scholarly works re-
lated to hybrid war has been published, resulting in an (over)abundance of defini-
tions and ideas on what hybrid warfare is and how to term it properly.” The concept
of hybrid warfare lies at the intersection of different disciplines, such as law, mil-
itary doctrine, international relations, and security studies, which have employed
various terms to describe the same phenomenon, such as low-intensive asymmetric
warfare, fourth- or fifth-generation warfare, full-spectrum warfare, ambiguous
warfare, grey-zone warfare, or sub-threshold warfare.® Following the Russian an-
nexation of Crimea in 2014, NATO’s term of choice has been “hybrid warfare”.® In
turn, EU documents employ the terms “hybrid threats” and “hybrid campaigns”,
avoiding the association with war and warfare.!* This can be explained by the fact
that the term “warfare” implies violent military activities, dealing with which is
central for NATO; however, such activities lie on the outer periphery of the EU’s
mandate, while the word “threat” also covers less-intensive and non-violent acts and
forms of confrontation.! Although several authors distinguish between these terms
based on the intensity of the conflict and level of aggression,'? legal challenges posed
by hybrid warfare and hybrid threats are the same regardless of the denomination
used. Therefore, this chapter uses both terms.

While the terms of hybrid threat and warfare are non-legal, they permeate the
contemporary legal debate on the use of force. The reason for this is, on the one
hand, the crucial role of law as a weapon and operating environment and, on the
other, the consequences of the legal classification of hybrid conflicts on the targeted
state or states’ choice of defensive measures. Inherent to every legal debate is the
attempt to define the notions under consideration and delineate their content. This
seemingly basic task is not without significant difficulties in case of this chapter’s

7 Besides numerous scientific articles, there have been several book-long accounts on hybrid warfare,
e.g. Lasconjarias and Larsen, 2015; Mansoor, 2012; Najzer, 2020.
8 Fogt, 2020, p. 30.
9 Ibid.
10 See, e.g. Council of the European Union, Council conclusions on a Framework for a coordinated EU
response to hybrid campaigns, Brussels, 21 June 2022, 10016/22.
11 Dinstein, 2011, pp. 9-10; Sari, 2017, p. 15.
12 See e.g. Lott, 2022, pp. 16-17; Sari, 2017, p. 15.
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topic. This is because there is no common understanding of what hybrid warfare
is, let alone a universally accepted definition. Nevertheless, legal considerations of
hybrid threats and warfare must be anchored in a certain theoretical background.

It is believed that the first definition of hybrid threats and warfare was coined
by Frank Hoffman, a United States military writer, in the early 2000s. According
to Hoffmann, ‘hybrid threats incorporate a full range of different modes of warfare
including conventional capabilities, irregular tactics and formations, terrorist acts
including indiscriminate violence and coercion, and criminal disorder’.!* Hoffman
notes that hybrid wars are polymorphous in nature and can be conducted by both
states and various non-state actors. He argues that the potential for types of con-
flict that blur the distinctions between war and peace and between combatants and
non-combatants is on the rise.'* Hoffman’s understanding of a hybrid war is highly
reminiscent of the concept of political warfare already used by American diplomat
George F. Kennan in the 1940s to describe the nature of the Soviet threat. According
to Kennan,

... political warfare is the employment of all the means at a nation’s command, short
of war, to achieve its national objectives. Such operations are both overt and covert.
They range from such overt actions as political alliances, economic measures (as
ERP), and “white” propaganda to such covert operations as clandestine support of
“friendly” foreign elements, “black” psychological warfare and even encouragement
of underground resistance in hostile states.!®

Over the years, the conceptual idea of hybrid warfare has evolved, and many
further definitions were proposed.'® However, one aspect has been recurrent: A com-
bination of various measures at the strategical, operational, and tactical level, with
the goal of achieving strategical, political, and/or military advantages against an-
other state, is inherent to the hybrid construct. The wide spectrum of means, both
lawful and unlawful, including the legal framework and propaganda, effectively
allow for the covered actions.” These elements permeate the NATO’s discourse,
where hybrid warfare is understood as a broad, complex, and adaptive combination
of conventional and non-conventional means, as well as overt and covert military,
paramilitary, and civilian measures, which are employed in a highly integrated
design by state and non-state actors to achieve their objectives.!® The EU, acknowl-
edging that the definitions of hybrid threats vary and need to remain flexible to
respond to their evolving nature, also construes the concept as a mixture of not only

13 Hoffman, 2007, p. 29.

14 1bid., p. 7.

15 Kennan, 1948, para. 1.

16 Twenty years of the development and evolution of the hybrid warfare concept are captured by John-
son, 2021, pp. 45-57; Beki¢, 2022, pp. 142-151.

17 Fogt, 2020, pp. 30-31.

18 NATO, 2016, para. 72.
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coercive and subversive activity but also conventional and unconventional methods
(i.e. diplomatic, military, economic, and technological), which can be used in a co-
ordinated manner by state or non-state actors to achieve specific objectives while
remaining below the threshold of formally declared warfare.'®

The NATO’s recognition of the evolving character of 21%-century warfare and its
endorsement of the comprehensive military approach?’ has met with firm doctrinal
response from non-Western powers. The Russian apprehension of hybrid warfare,
often referred to as the Gerasimov doctrine after the Chief of General Staff of the
Armed Forces of Russia, recognises the nature of NATO’s involvement in the Arab
Spring as hybrid operations. Russian military leadership, following the coloured rev-
olutions in Africa and the Middle East, declared that the rules of war had changed
because the role of non-military means of achieving political and strategic goals had
grown to exceed the power of force of weapons in their effectiveness. According to
Gerasimov, the applied methods of conflict have changed in the direction of broad
use of political, economic, informational, humanitarian, and other nonmilitary
measures, applied in coordination with the protest potential of the population. Such
methods are supplemented by military means of a concealed character, such as ac-
tions involving informational conflict and special-operations forces.?! As Bekié notes,
by reversing the NATO’s comprehensive military approach (Stoltenberg’s “dark re-
flection”), the Gerasimov doctrine has set the stage for Russian hybrid counter-
measures, as they featured prominently in the subsequent conflicts in Ukraine.??

The recent Chinese military doctrine focussing on aggressive influence opera-
tions can be seen as a response to the changing nature of contemporary conflicts; it
is also reminiscent of the ancient Chinese military strategy that saw subduing the
enemy without fighting and using stratagems for deceiving and outwitting the enemy
as the supreme art of war.?® The United States’ military involvement in the First Gulf
War, Balkan wars, and 2003 invasion of Iraq have lead Chinese military strategists
to realise that non-military operations and non-kinetic capabilities are central to
fighting and winning contemporary conflicts.?* China’s strategic framework, adopted
in 2003 and known as the “three warfares” strategy, encompasses three interrelated
elements — psychological, public opinion (media), and legal warfare — indicating

19 European Commission, Joint Framework on countering hybrid threats. A European Union response,
Brussels, 6.4.2016 JOIN(2016) 18 final, p. 2.

20 The NATO’s comprehensive military doctrine implies engagement in six main domains: political,
military, economic, social, infrastructure, and information. See: the NATO’s contribution to a com-
prehensive approach in NATO, 2013, Chapter 1, points 1-2.

21 The English translation of Valery Gerasimov’s paper ‘Tsennost’ nauki v predvidenii’, originally pub-
lished in Voenno-promyshlennyi kur’er in February 2013, is provided by Fogt, 2020, pp. 35-36. See
also Johnson, 2015.

22 Bekié, 2022, p. 147.

23 According to Sun Tzu, 2010, Chapter V. IIL., point 2, ‘Hence to fight and conquer in all your battles
is not supreme excellence; supreme excellence consists in breaking the enemy’s resistance without
fighting’ (translated by Lionel Giles).

24 Clarke, 2019, pp. 189-191.
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a comprehensive approach to waging conflicts.>> The three warfares are comple-
mentary and mutually reinforcing, and they are considered a force multiplier in
military operations and political or diplomatic scenarios.?® The purpose of the three
warfares is to establish “discursive power,” understood as the power to control per-
ceptions and shape narratives that serve Chinese interests, while undermining those
of an opponent.?”

Among Western scholars, two main approaches or schools of thought have de-
veloped as regards the conceptual framework of the hybrid threat and warfare. The
first school assumes that hybrid warfare is not a new concept, as the combination of
different means of waging war using regular and irregular forces has been known
since ancient times. The second school of thought believes that hybrid warfare is a
novelty that prompts the need to develop entirely new responses to it. According
to this approach, hybrid threats and warfare are more than a combination of dif-
ferent modes of waging war or simultaneous use of regular and irregular forces. The
novelty lies in modern actors’ blending of conventional and conventional means in
a way that enables them to remain in the so called “grey zone” between war and
peace and to achieve their goals without crossing the threshold of war, through their
ability to plausibly deny any involvement in hostile activities.?® The abundant range
of innovative technologies available in the 21 century, as well as the resourcefulness
of hybrid adversaries, undoubtfully amounts to another significant novum of hybrid
warfare. Nevertheless, from a legal perspective, this debate is of more academic than
practical significance.

Although there is no universally agreed definition of hybrid threats and warfare,
certain common characteristics can be identified to describe hybrid activities and fa-
cilitate their early detection. Distinguishing features relate to both means employed
by hybrid adversaries and the destructive results of concerted hybrid attacks.

2.2. Examples of Hybrid Threats and Warfare

A hybrid arsenal encompasses an extensive array of lawful and unlawful means;
any actions designed to destabilise a given society can be used within a hybrid cam-
paign.?® Hybrid threats and warfare may consist of political activities; (dis)infor-
mational campaigns; and cyber, military, economic, and societal interventions. The
toolbox of hybrid threats and warfare includes, without being exhaustive, cyberat-
tacks, terrorism, organised crime, application of covert psychological operations,
drug trafficking, inducing of migration flows, espionage, infiltration, kidnapping,

25 Martin, 2021.

26 Kania, 2016.

27 Cochran, 2020, pp. 3-4.

28 Bekié, 2022, p. 148; Fogt, 2020, pp. 33-34; see also Johnson, 2021, p. 47.

29 Parulski, 2016, pp. 11-12; Sanz Cabellero, 2023, p. 2. Measures undertaken by hybrid adversaries
target the full spectrum of the society, affecting the given state’s apparatus and population as a
whole; hence, information influence plays a crucial role in hybrid conflicts.
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economic leverage, media exploitation, use of unmarked special forces, mercenaries
or proxy soldiers, intimidation and propaganda, or instrumental and abusive use of
the legal framework.3°

Fogt describes hybrid threats and warfare as a mixture of hybrid orchestrated
non-kinetic and kinetic efforts, which may be based on, among others, (1) organised
and controlled actions at the highest political and military levels supporting a clear
long-term strategic vision; (2) unclear distinction between peace, crisis, and war
and thus operations in various legal grey zones; (3) hybrid hostile engagement in
terms of full-spectrum actions, including cyberspace and information activities; (4)
strategy of denial regarding overall or effective control over non-state actors and
motivation of civilians to participate in propaganda and cyberattacks; (5) protection
and shielding of non-state actors and civilians participating in unlawful hybrid ac-
tivities from national and international prosecution; (6) use of publicly controlled
or influenced media and the private economic sector; (7) use of trade and economic
state sanctions, that is, export or import restrictions, under the pretext of political
and legal justification; (8) targeting of specific vulnerabilities of all possible counter-
parties, including defence alliances, individual states, international organisations,
non-state actors, and foreign populations; (9) exploitation of existing weaknesses
- such as lack of consensus in democracies and alliances, absence of political will-
ingness to react, and reduced capacities to act with a timely response — and thus
a reliance on late reaction instead of prompt action by opponents; and (10) use of
“lawfare” for promoting one’s own actions as legitimate and opponents’ reactions as
unlawful.®

Bachmann and Munoz Mosquera argue that hybrid adversaries resort to means
based on indirect and multidisciplinary approaches (civil and military, legal and
illegal, kinetic and non-kinetic, high-tech, etc.) to erode and delegitimise the in-
ternal and external prestige, reputation, and support of a superior military force,
state apparatus, and/or international organisation; create confusion in general by
questioning agreed political, religious, or territorial status quo; and build new de-
pendencies and structures based on essential resources to support consolidated or
imposed political, religious, or territorial changes.32

A distinctive feature of hybrid threats and warfare is the legal imbalance be-
tween law-abiding democratic states and illegally acting autocratic states or non-state
actors.® Hybrid adversaries can attain legal asymmetry, which considerably limits

30 The NATO Strategic Communications Centre of Excellence provides for a systematised overview
of hybrid threats and warfare identified in 30 case studies, by grouping them into the categories
of diplomatic, information, military, economic, financial, intelligence, legal, and law enforcement
measures; Heap, 2021, pp. 30-36. Another informative list of tools of hybrid threat activities is
included in the joint report of the European Commission and Hybrid CoE on a conceptual model of
hybrid threats; Giannopoulos, Smith and Theocharidou, 2021, pp. 33-35.

31 Fogt, 2020, p. 33.

32 Munoz Mosquera and Bachmann, 2016, p. 68.

33 For example, Fogt, 2020, p. 32; Sari, 2017, p. 26.
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the countermeasures and defensive powers available to targeted states, through
the instrumental use (weaponisation) of law, often referred to as lawfare and the
exploitation of legal grey zones. The term “lawfare” denotes a method of warfare
wherein law is used as a means of realising a military objective; in other words, it is
the use of law as a weapon of war or, to quote Charles J. Dunlap, ‘a cynical manip-
ulation of the rule of law and the humanitarian values it represents’.>* Instrumen-
talisation of law has the goal of manipulating the law by changing legal paradigms;
creating confusion about the source of applicable law; and hampering consequent
actions to identify the perpetrator, assign legal responsibility, and demand account-
ability.®® Sari argues that hybrid adversaries aim to create legal asymmetry by (1)
exploiting legal thresholds, complexity, and uncertainty; (2) generating legal ambi-
guity; (3) violating their legal obligations; and (4) utilising law and the legal process
to create narratives and counter-narratives.*®

Another distinctive tool of hybrid hostilities that commonly features in con-
temporary hybrid conflicts is information operations and influence activities, the
conduct of which can be loosely termed as “information warfare”. There is no clear
definition or conceptual framework on information warfare. In general terms, it can
be seen as a struggle to control or deny the confidentiality, integrity, and availa-
bility of information in all its forms, ranging from raw data to complex concepts and
ideas.*” Offensively, information warfare occurs when one side of a conflict seeks to
impose its desired information state on the adversary’s information and affect how
target individuals or populations interpret or learn from the information they possess
or collect. Defensive information warfare occurs when one side seeks to retain the
ability to freely collect, interpret, and/or learn from its available information without
outside interference.®® Information warfare combines electronic warfare (including
electronic countermeasures and jamming), cyberwarfare, and psychological opera-
tions, aimed at degrading the morale and well-being of a nation’s citizens, such as by
spreading false information through social media and news outlets.*® Consequently,
two main types of hybrid attacks with relation to the information environment
can be identified: (1) attacks related to (dis)information that aim to provoke deci-
sion-making errors and (2) attacks that directly affect physical systems.*° Countering
information warfare and influence operations is particularly challenging due to the
international human rights framework, which provides for wide guarantees of the
right to freedom of expression. Determining what content falls within the ambit of
freedom of expression and what qualifies as foreign interference is crucial, although

34 Dunlap, 2021, p. 4. For more accounts of lawfare, see: Dunlap, 2008; Kittrie, 2016; Kowalczewska,
2014; Munoz Mosquera and Bachmann, 2016; Veress, 2023.

35 Munoz Mosquera and Bachmann, 2015, pp. 26-27.

36 Sari, 2017, pp. 28-30.

37 Bingle, 2023.

38 Ibid.

39 Committee on Legal Affairs and Human Rights, 2018, p. 7.

40 Medina Llinas, 2022, p. 39.
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far from obvious. The example of Russian “troll factories” (or “troll farms”) illus-
trates the challenges related to distinguishing the line between state interference
and online activists’ right to freedom of expression, and it highlights the scale of
threat posed by information operations.*!

Information warfare holds a paramount place in the military strategy and inter-
national relations of non-Western powers, such as Russia and China. It permeates the
military doctrine of the Russian Federation, where it is associated with the “reflexive
control theory” and constitutes a vital component of Russia’s contemporary hybrid
warfare strategy.** The aim of reflexive control actions is to influence the adversary’s
political or military plans, understanding of the situation, and decision-making pro-
cesses, thereby taking control over their decisions and pushing them to make un-
favourable political or military choices.** The major part of Russian reflexive con-
trol-based hybrid threat efforts are aimed at dividing Western allies and altering
their collective decision-making processes.**

Recent frontier incidents in several EU Member States involving state-sponsored,
artificially induced mass movement of irregular migrants provide further examples
of hybrid tactics. The weaponisation of migrants, also termed “coercive engineered
migrations”, has been employed, such as on the Greece-Turkey border (2020) and
the Lithuania-Belarus, Latvia-Belarus, and Poland-Belarus borders (2021), as a tool
to compel the EU to make political and financial concessions, or in the case of the
2021 frontier incidents, to coerce the EU to withdraw its support for democratic
movement in Belarus. The 2020 and 2021 border incidents exploited internal di-
vision among EU Member States on the issue of illegal migration, a vulnerability that
became evident during the 2015 migration crisis.* The Prime Ministers of Poland,
Lithuania, Latvia, and Estonia;*® President of the European Commission Ursula von
den Leyen; and President of the European Council Charles Michel explicitly labelled
these hybrid operations as hybrid attacks to destabilise Europe.*” In response to the
2021 hybrid attacks, the EU amended its sanctions regime to be able to respond to
the instrumentalisation of migrants for political purposes and subsequently adopted
restrictive measures (sanctions) on Belarus.*®

41 Russian interference in the 2016 United States presidential elections has been alleged to involve
Russian troll farms using divisive topics such as gun control and racial conflict to polarise voters
and plant disinformation; Yablokov, 2022, p. 767.

42 Franke, 2015, pp. 11-12. While confusing the enemy and distorting the perception of real facts are
key tactics of Russia’s information war concept, reflexive control provides a theoretical foundation
and tools for achieving it; Aukia and Kubica, 2023, pp. 34-35.

43 Aukia and Kubica, 2023, p. 35.

44 1bid.

45 For the artificially engineered migration crisis, see: Beki¢, 2022; Greenhill, 2010; Lubinski, 2021;
Sari, 2023.

46 Statement of the Prime Ministers of Poland, Lithuania, Latvia and Estonia on the hybrid attack on our
borders by Belarus, 2021.

47 European Commission, 2021a; European Commission, 2021b; European Council, 2021.

48 Council of the EU, 2021a; Council of the EU, 2021b.
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The Russian Federation’s 2014 intervention in Crimea is considered an archetypal
example of a hybrid conflict.* The Russian campaign was carried out with a com-
bination of various kinetic and non-kinetic means, which involved, among others,
using proxy soldiers and unmarked special forces (“little green men”), provoking
internal disturbances, conducting information operations, and making instrumental
(mis)use of the international legal framework on the protection of national minor-
ities and prevention of genocide.>°

A cybercampaign to blur factual reporting and manipulate public opinion played
a prominent role in the Russian hybrid arsenal used against Ukraine in 2014. Aside
from social engineering and information warfare-style attacks, malicious software
was installed in Ukrainian government and military artillery systems, while botnet
attacks targeted Ukrainian websites and Ukrainian electoral systems.’! An eye-
opening research by John E. Arthur VI on the Russian cybernetwork operations in
Estonia (2007), Georgia (2008), and Ukraine (2014) shows that Russia has long been
using cyber and influence operations to support its military operations in the central
regions of the former Soviet Bloc. Arthur demonstrates that a clear pattern can be
identified in the Russian cybernetwork operations, which consist of three deliberate
phases of cyber-support to potential Russian military operations, two of which in-
clude extensive inform-and-influence activities.*?

The 2014 hybrid campaign involved large-scale use of legal arguments to support
violent operations and other hybrid actions. Examples of how the Russian Federation
used lawfare in the 2014 hybrid operation against Ukraine are plentiful: amending
domestic laws on incorporation of territories into the Russian Federation, allowing
the annexation of parts of neighbouring states following popular local referenda
(in February-March 2014), modifying the law applicable to citizenship and using
residency claims dating back to the Soviet Union and Russian Empire to grant
Russian citizenship (April 2014); issuing Russian passports to claim the presence
of Russian citizens in neighbouring regions (Abkhazia, South Ossetia, and Crimea);

49 Heap, 2021, p. 12. Although Russia had used a combination of military and non-military tactics in
Georgia in 2008, they were only described as “hybrid” retrospectively.

50 Heap, 2021, p. 12; Parulski, 2016, pp. 12-15; Veress, 2023, pp. 35-36.

51 The sequence of Russian cybercampaigns’ targets in 2014 was as follows: (1) Ukrainian populace,
(2) governmental systems, (3) military systems, (4) Ukrainian websites, (5) Ukrainian electoral
systems, and (6) Ukrainian utility systems; Arthur, 2020, pp. 51-52.

52 The first phase of Russian cybercampaigns tends to be a shaping operation, which creates conditions
for the success of the decisive operation or kinetic attack; it targets, via malware, governmental and
military organisations. The second phase is a sustaining operation, which focuses on information
technology, media, and news targets and coincides with social media disinformation campaigns
designed to dominate the information spectrum and create confusion. The final phase, disruption,
focusses on dominating the adversary via inform-and-influence activities and computer network
attacks. These attacks tend to consist of distributed denial-of-service/Structured Query Language
injection-type attacks aimed at governmental and military targets; information technology, media,
and news targets; and financial and business institutions. By attacking and disrupting such targets,
Russia can effectively distract the targeted citizens from rapidly developing into an insurgency or
organising a more robust means of defence; Arthur, 2020, pp. 52-53.
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making attempts to use the United Nations (UN) Security Council to sanction the
potential Russian opening of humanitarian corridors, using Kosovo and Libya as
legal precedents for Russian actions; Russian courts sentencing Ukrainian officials in
absentia; and Russian propaganda fabricating a legal case to justify the deployment
of Russian “peacekeeping forces” in East Ukraine to prevent “a humanitarian ca-
tastrophe” caused by the “genocide” of Russian speakers in the region (examples
from Voyger).?

Aside from the above-mentioned examples of instrumentalisation of law, the
different narratives on the 1994 Budapest Memorandum on Security Assurances,*
signed by the United States, Russia, Ukraine, and the United Kingdom in connection
with Ukraine’s accession to the 1968 Treaty on the Non-Proliferation of Nuclear
Weapons,* show how the interpretation of international obligations can be used
as lawfare. Signatories of the Budapest Memorandum pledged to respect the inde-
pendence, sovereignty, and existing borders of Ukraine and to refrain from the threat
or use of force against the territorial integrity or political independence of Ukraine,
undertaking that none of their weapons will ever be used against Ukraine except
in self-defence or otherwise in accordance with the UN Charter.5® Russia breached
these commitments by the annexation of Crimea in 2014 and subsequent aggression
in Ukraine; however, Russian officials asserted that the loss of Ukraine’s territorial
integrity has resulted from complicated internal processes, which Russia and its ob-
ligations under the Budapest Memorandum have nothing to do with.>” Such delib-
erate misinformation about the scope of treaty obligations and the attempt to negate
the validity of an international treaty, which runs afoul of the principle pacta sunt
servanda, demonstrates the lack of good faith and amounts to a case of treaty abuse,
potentially giving rise to state responsibility.>® Mosquera and Bachmann note that by
distorting international law, Russia has engaged in hybrid warfare against not only
Ukraine but also the entire NATO.% In this context, it is important to note that the
1994 Budapest Memorandum was purposefully designed to be ambiguous to allow
its signatories to achieve significant goals. It provides a clear example of how legal
ambiguities can become vulnerabilities that are exploited by hybrid adversaries.5°

53 Voyger, 2015, p. 20.

54 Memorandum on security assurances in connection with Ukraine’s accession to the Treaty on the
Non-Proliferation of Nuclear Weapons, signed in Budapest on 5 December 1994, UN Treaty Series
vol. 3007, No. 52241.

55 Treaty on the Non-Proliferation of Nuclear Weapons, concluded in Washington, Moscow, London on 1
July 1968, UN Treaty Series vol. 729, No. 10485.

56 Articles 1 and 2 of the Budapest Memorandum.

57 Statement of the Russian Minister of the Foreign Affairs, Alexander Lukashevich, of 12 March 2015,
cited in Munoz Mosquera and Bachmann, 2015, p. 27.

58 Munoz Mosquera and Bachmann, 2015, p. 27.

59 Munoz Mosquera and Bachmann, 2016, p. 84.

60 For a detailed analysis of the 1994 Budapest Memorandum in the context of the Russia-Ukraine war,
see Soldatenko, 2023.
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The 2014 Russian hybrid attacks against Ukraine, the intensity of which reached
its peak with the annexation of Crimea in February—March 2014, amounted to acts
of aggression contrary to the prohibition of the use of force set forth in the UN
Charter.%! Although, in February 2022, the initial hybrid conflict transformed into
a conventional high-intensity military conflict, this full-scale military conflict has
constantly been a theatre of various hybrid operations, including, but not limited to,
actions aimed at triggering energy, humanitarian, and food crises. The commercial
blockade of Black Sea ports is an illustrative example of hybrid tactics used in the
2022 Russian military invasion against Ukraine. The blockade resulted in a dis-
ruption of Ukrainian grain exports. However, seen from a wider perspective, this not
only deprived Ukraine of its key revenue source but also aimed to cause a food crisis
at the regional and global levels. This further destabilised the situation in Africa and
the Middle East and hobbled the already critical global security situation.®? Overall,
through its hybrid actions in 2022 and 2023, Russia aimed to reduce Western support
for Ukraine and weaken the cohesion of NATO and the EU.?

3. Legal Assessment Under Public International Law

Hybrid threats and warfare can be examined from different angles with respect
to different fields of public international law. First, hybrid threats and warfare are
examined in the context of international law on the use of force (jus ad bellum)
through the prism of prohibition on the use of force and the exceptions thereto,
such as the right to individual and collective self-defence, and in the context of
attribution of responsibility. The aim is to answer the following: (1) Can the use
of hybrid threats and warfare trigger the right to individual or collective self-de-
fence? (2) If military countermeasures are not a lawful response to hybrid activities,
what defence measures can be lawfully implemented against aggression below the
threshold of an armed attack? (3) Can hybrid adversaries face the responsibility for
international wrongful acts on account of the use of hybrid threats and warfare?
Second, hybrid activities are assessed from the perspective of IHL (jus in bello, law
of armed conflicts), in terms of both international and non-international armed con-
flicts. Finally, hybrid threats and warfare are examined from the perspective of in-
ternational human rights law to determine whether, and to what extent, countering
hybrid threats can entail the curtailment of fundamental rights and freedoms.

61 Charter of the United Nations, adopted in San Francisco on 26 June 1945, XV UNCIO 335. See, e.g.
European Council, 2014, para. 2; Wyrozumska, 2014, pp. 277-278.

62 Ionita, 2023.

63 Ibid.

767



KATARZYNA ZOMBORY

3.1. Jus ad bellum

The international law governing the use of force rests upon the general prohi-
bition of the threat or use of force between states, as expressed in Article 2 para.
4 UN Charter, which states that ‘All Members shall refrain in their international
relations from the threat or use of force against the territorial integrity or political
independence of any state, or in any other manner inconsistent with the Purposes
of the United Nations’ (emphasis added). The ban on the unilateral use of force is a
universally accepted norm of customary international law.5* It constitutes one of the
core values of the international community as a principal element of the interna-
tional system of war prevention. In the UN Charter, the general prohibition of force
is subject to two exceptions. They encompass, first, collective actions of the UN Se-
curity Council to maintain or restore international peace and security, implemented
under Chapter VII of the UN Charter. Until the Security Council has taken collective
actions, the state or states under attack can resort to individual or collective self-de-
fence, which accounts for the second exception to the ban on the recourse to in-
ter-state military action. Defensive use of force is permitted under Article 51 UN
Charter, which states that the UN Charter does not impair ‘the inherent right of in-
dividual or collective self-defence if an armed attack occurs against a Member of the
United Nations’ (emphasis added). The use of force in response to an armed attack is
subject to the principles of proportionality, necessity, and immediacy, which aim to
avoid escalation of conflicts through strict requirements for a permissive collective
armed response.®® The principle of self-defence, outlined in Article 51 UN Charter,
provides a legal anchor for the collective defence mechanism enshrined in Article
5 of the NATO’s founding treaty — the North Atlantic Treaty (hereinafter, the NATO
Treaty)®® — the cornerstone of the NATO Alliance, as well as in several regional col-
lective defence mechanisms, such as those existing under the EU framework (mutual

64 Dorr and Randelzhofer, 2015, p. 203. The first international treaty on the renunciation of war as an
instrument of international relations was adopted in 1928 (Briand-Kellog Pact), with which interna-
tional law moved from jus ad bellum to jus contra bellum. For the historical development of the ban
on the use of force, see, e.g. Dinstein, 2011, pp. 81-88; Dorr and Randelzhofer, 2015, pp. 204-207.

65 Fogt, 2020, pp. 69-70. For related case law of the International Court of Justice (ICJ), see, e.g. ICJ,
Case Concerning Military and Paramilitary Activities In and Against Nicaragua (Nicaragua v. United
States of America), Merits, judgement of 27 June 1986, https://www.icj-cij.org/sites/default/files/
case-related/70/070-19860627-JUD-01-00-EN.pdf; ICJ, Case Concerning Oil Platforms (Islamic Re-
public of Iran v. United States of America), judgement of 6 November 2003, https://www.icj-cij.org/
sites/default/files/case-related/90/090-20031106-JUD-01-00-EN.pdf; ICJ, Case Concerning Armed
Activities on the Territory of the Congo (Democratic Republic of the Congo v. Rwanda), judgement of 19
December 2005, https://www.icj-cij.org/sites/default/files/case-related/116,/116-20051219-JUD-
01-00-EN.pdf.

66 North Atlantic Treaty, signed in Washington on 4 April 1949, UN Treaty Series vol. 34, Registration
No. 541.
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defence clause in Article 42 para. 7 of the Treaty on the EU) or within the Organi-
zation of American States (Article 3 para. 1 of the Inter-American Treaty of Recip-
rocal Assistance).®”

According to the prevailing interpretation of Article 2 para. 4 UN Charter, prohi-
bition of the ‘threat and use of force’ covers only the use of armed force, that is, mil-
itary force, and it does not extend to “any” possible use of force.®® Consequently, psy-
chological or economic pressure, which often forms part of the hybrid arsenal, does
not amount to the use of force within the meaning of Article 2 para. 4 UN Charter,
unless combined with the use of armed forces.®® Therefore, it can be established that
targeting a state or states with hybrid threats and warfare, which do not involve
violent acts, will not be considered waging “war” in the meaning of illegal use of
force under Article 2 para. 4 UN Charter.”® Neither does it qualify as “aggression”
in terms of the UN General Assembly Resolution 3314 (XXIX) on the definition of
aggression.”! The 2014 Russian hostilities against Ukraine were considered acts of
direct aggression in violation of the prohibition of threat or use of force, primarily
because of the deployment of Russian armed forces in Ukraine and illegal acquisition
of part of its territory, and not as a direct consequence of disinformation campaigns,
cyberattacks, or weaponisation of law, also widely employed by Russia during the
2014 hybrid conflict.

The inherent right to self-defence under Article 51 UN Charter is not linked to
the illegal “use of force” but is dependent on the existence of an “armed attack”. The
threshold for an armed attack is considered higher than that for the use of force,
implying that all armed attacks classify as the use of force, but not every use of force
qualifies as an armed attack.”? According to the International Court of Justice (ICJ),
the essential criteria that need to be considered when assessing whether hostilities
level up to armed attack are their scale and effects.” Nonetheless, the relevant provi-
sions of the UN Charter do not establish any gravity requirement, nor is the existence
of the de minimis threshold for an armed attack undisputed in the international legal
doctrine.” From the perspective of hybrid threats and warfare, the gap between the

67 The Inter-American Treaty of Reciprocal Assistance, signed in Rio de Janeiro on 2 September 1947,
Organization of the American States Treaty Series Nos. 8 and 61 (also called the Rio Pact).

68 Dorr and Randelzhofer, 2015, pp. 208-209.

69 Dinstein, 2011, p. 88; Dorr and Randelzhofer, 2015, pp. 208-210. Nevertheless, such conduct may
amount to a breach of the principle of non-interference in domestic affairs.

70 Instead of condemning the “resort to war”, drafters of the UN Charter rephrased the term used in
Article I of the 1928 Briand-Kellog Pact to ‘threat or use of force’. The goal was to settle the discus-
sion on the scope of the prohibition of war by prohibiting the deliberate initiation of force, whether
or not the hostilities amounted to the normative condition of “war”; see: Lauterpacht, 1968, p. 62;
Lesaffer, 2015, p. 54.

71 General Assembly Resolution 3314 (XXIX) Definition of Aggression, 14 December 1974, A/
RES/3314(XXIX).

72 As recognised by the ICJ in Nicaragua v. United States of America, paras. 191-195; see also Dinstein,
2011, pp. 207-210; Hathaway, 2014, p. 214; Schmidt, 2015, p. 1119.

73 ICJ, Nicaragua v. United States of America, para. 195.

74 Fogt, 2020, pp. 63-64; Sari, 2017, pp. 23-24.
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use of force and armed attack represents a serious obstacle for legal inter-operability,
meaning there are difficulties related to the legal assessment of the situation and
available countermeasures. In parallel, the gap between Article 2 para. 4 and Article
51 UN Charter creates an important advantage for hybrid adversaries by setting the
stage for conducting hostilities at such a level of intensity or in a form that does not
invest the targeted state with the right to use force in self-defence (as long as it is
kept below the threshold for an armed attack).”

There have been several attempts at clearing the legal fog of hybrid war. Fogt
suggests that in the face of low-intensity hybrid threats designed to remain below the
threshold of an armed attack, the theory of “accumulation of events” can provide a
useful tool to facilitate the threats’ legal assessment. The asymmetric hybrid char-
acter of low-level use of force, flexibility in the intensity, and disinformation and
fake news campaigns targeted at the entire papulation may collectively level up to
an “armed attack””® The possibility of cumulatively weighting a series of acts to
categorise them as an armed attack that justifies the right to use self-defence has
been established by the ICJ”” and has received support in the international legal
doctrine.”® In other words, the theory of accumulation of events provides the tar-
geted state or states a legal possibility to exercise the right of self-defence in case of
a hybrid campaign that otherwise is designed to remain below the threshold of an
armed attack. Nevertheless, even if the accumulation of several low-intensity hybrid
hostilities can be classified as an armed attack within the meaning of Article 51 UN
Charter, it must be demonstrated that the hybrid hostilities originate from a specific
state or non-state actor, and that they are attributable to those states or non-state
actors, which, as the practice shows, is difficult due to the use of proxy actors, proxy
networks, or a denial policy.

According to Dorr and Randelzhofer, the weapon-like destructive potential some
attacks might develop using information technology legitimises an exception to the
narrow interpretation of the term “force” in Article 2 para. 4 UN Charter as solely
military force.” In extreme situations, computer network attacks against the infor-
mation systems of another state might produce the effects of an armed attack trig-
gering the right to self-defence under Article 51 UN Charter and allow the targeted
state to respond by using armed force without violating Article 2 para. 4 UN Charter.

75 Sari, 2017, p. 23. There are several further legal issues connected to the use of force in legitimate
self-defence that belong to complex legal grey zones: quality and quantity of the target of an armed
attack (territory, infrastructure, military facilities, population, and person), burden of proof, and
need of a possible intention; Fogt, 2020, p. 66.

76 Fogt, 2020, pp. 66—67.

77 Case Concerning Oil Platforms (Islamic Republic of Iran v. United States of America), para. 64. The
ICJ examined the hostile incidents cumulatively to consider that they did not constitute an armed
attack on the United States of the kind that, in line with the test used in the Nicaragua case, could
have been qualified as a “most grave” form of the use of force, justifying the right to self-defence
under Article 51 UN Charter.

78 Dinstein, 2011, pp. 206-207.

79 Dorr and Randelzhofer, 2015, p. 210; similarly, Dinstein, 2011, p. 212.
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A similar approach is adopted by Dinstein, according to whom the main consid-
eration while assessing weapons for the purpose of an “armed attack” within the
meaning of Article 51 UN Charter is their consequential effects.®® Thomas P. Jordan
suggests that to determine whether a cyberattack constitutes an act of war, the ends
sought from the attack should be examined. There is a substantial difference be-
tween a cyberattack to steal sensitive documents and a cyberattack to disable the
targeted state’s ability to control its nuclear arsenal or central weapons system — only
the latter is an act of war, while the former is merely an act of espionage.® In light
of these considerations, it can be argued that if a hybrid campaign involving, inter
alia, a computer network attack was to cause severe damage to property or even
human fatalities, or seriously affect the targeted state’s defensive capacities, it could
be qualified as an armed attack, thus investing the affected state with the right to
defensive use of force.

The 2014 Russian operations in Ukraine have prompted the necessity to evaluate
the right to collective self-defence in the event of a hybrid threat or warfare. In 2015,
NATO Secretary General Jens Stoltenberg publicly declared that the Alliance and
its allies are prepared to counter hybrid warfare as part of collective defence under
Article 5 NATO Treaty.®? The 2022 NATO Strategic Concept endorsed Stoltenberg’s
earlier declaration and confirmed that the hybrid operations against Allies could
reach the level of an armed attack, which can eventually lead the North Atlantic
Council to invoke Article 5 NATO Treaty.®?

Nevertheless, a key feature of most hybrid threats and warfare is that they operate
below the threshold of armed conflict and therefore do not allow for the activation of
individual or collective self-defence within the meaning Article 51 UN Charter, Ar-
ticle 5 NATO Treaty, or other defence alliance treaties. Therefore, the lawful answer
to hybrid threats or warfare is, in most cases, limited to peacetime cooperation and
non-forcible countermeasures. At the domestic level, the victim state can answer to
hybrid threats short of an armed attack by implementing measures belonging to the
peacetime and crisis (public emergency) legal framework. If a hybrid threat merely
constitutes a breach of the principle of non-intervention, which does not level up to

80 Dinstein, 2011, p. 212.

81 Jordan, 2016, pp. 56-57.

82 Warsaw Summit Communiqué; see: NATO, 2016. Pursuant to Article 5 NATO Treaty,
The Parties agree that an armed attack against one or more of them in Europe or North America
shall be considered an attack against them all and consequently they agree that, if such an armed
attack occurs, each of them, in exercise of the right of individual or collective self-defence recog-
nised by Article 51 of the Charter of the United Nations, will assist the Party or Parties so attacked
by taking forthwith, individually and in concert with the other Parties, such action as it deems
necessary, including the use of armed force, to restore and maintain the security of the North At-
lantic area. Any such armed attack and all measures taken as a result thereof shall immediately be
reported to the Security Council. Such measures shall be terminated when the Security Council has
taken the measures necessary to restore and maintain international peace and security.

83 A similar conclusion has been drawn with respect to malicious cyber-activities; see: NATO, 2022,
paras. 25, 27.
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an armed attack, it is still possible for the affected state to employ peaceful coun-
termeasures, such as retaliatory measures through retorsions.®* A more coordinated
response is available under Article 4 NATO Treaty, which provides for a joint con-
sultation forum for the Allies: ‘The Parties will consult together whenever, in the
opinion of any of them, the territorial integrity, political independence or security of
any of the Parties is threatened’.

The attribution of responsibility for hybrid operations to a particular state or
non-state actor is a major difficulty, considering that states often use proxies to op-
erate in the grey zone and avoid accountability. The state denial policy and covert
operations by proxies and provocateurs, such as private military contractors and
non-uniformed special forces, is central to hybrid warfare.®® Moreover, global cyber-
networks that hybrid adversaries commonly use allow different actors to commit acts
of hostility while disguising their location or involvement. Even if the location from
where a cyberattack was initiated can be identified, determining whether the attack
was state-sponsored or whether the attackers operated under the protection of the
state might still be an arduous task.

Holding a hybrid aggressor accountable requires establishing who had control
over a given hybrid operation or who sponsored it.%¢ If the given hybrid operation
can be tracked back and attributed to a particular state actor, the rules of state
responsibility codified in the draft Articles on the Responsibility of States for In-
ternationally Wrongful Acts®” are applicable. They establish two conditions for an
action or omission of a state to be considered an internationally wrongful act: (1) The
conduct of the state must be attributable to the state under international law, and (2)
with such conduct, the state must have breached its international obligation.®® They
also provide for a set of rules governing the attribution of the actions and omissions
to the state. Besides the clear-cut case wherein the actions or omissions of the state
organs account for the conduct of the state, the conduct of a person or entity that is
not a state organ, but is empowered by the state’s law to exercise elements of gov-
ernmental authority, can also lead to the attribution of wrongful conduct to the state
if it acts in that capacity in the particular instance, even if it exceeds its authority
or contravenes instructions.®® What is important from the perspective of hybrid con-
flicts in which the use of proxies is commonplace is that the conduct of a person or
group of persons is considered an act of a state under international law if that person
or group of persons is in fact acting on the instructions of, or under the direction or

84 Karski and Mielniczek, 2019, p. 78.

85 Fogt, 2020, p. 74.

86 Sanz Cabellero, 2023, p. 6.

87 Articles on Responsibility of States for Internationally Wrongful Acts, UN General Assembly Resolution
56/83 of 12 December 2001, A/RES/56/83. Although the document has not been adopted as an
international treaty, some of its contents reflect customary law; Sanz Cabellero, 2023, p. 6.

88 Article 2 of the Articles on Responsibility of States for Internationally Wrongful Acts.

89 Articles 4-5 and 7 of the Articles on Responsibility of States for Internationally Wrongful Acts.

772



LEGAL ASPECTS OF HYBRID THREATS AND WARFARE

control of, that state (i.e. conduct directed or controlled by the state).”® A conduct not
attributable to a state according to the previous rules will nevertheless be considered
an act of that state under international law if the state acknowledges and adopts the
conduct as its own.”! Finally, several circumstances preclude the wrongfulness of
conduct, such as when the act constitutes a lawful measure of self-defence taken in
conformity with the UN Charter or is a countermeasure taken against another state
in breach of its international obligations.*?

By way of illustration, hostilities during the 2014 Russian-Ukrainian hybrid con-
flict that were performed by irregular forces (little green men) on the Crimean Pen-
insula can be attributed to the Russian Federation based on several provisions of the
2001 draft Articles on the Responsibility of States for Internationally Wrongful Acts.
First, during an annual televised meeting with the Russian nation on 17 April 2014,
President Putin (eventually) admitted that the “little green men” acting in Crimea
were Russian servicemen.”® This allowed a formal qualification of their activities as
having been carried out by the Russian Federation itself based on Article 4 of the draft
Articles. Second, in the light of President Putin’s statement, the responsibility of the
Russian Federation for the activity of irregular forces could also be based on Article
11 of the draft Articles, according to which the state bears international responsibility
for an activity that it acknowledges and adopts as its own. These actions, attributed to
the Russian Federation, constituted a breach of its international obligations, such as
the obligation to refrain from the use of force against territorial integrity stemming
from Article 2 Budapest Memorandum. Therefore, the conditions for considering that
Russia committed an internationally wrongful act were formally met.

The 2001 draft Articles on the Responsibility of States for Internationally Wrongful
Acts can provide an adequate framework to address state-sponsored hybrid threats and
warfare. Nevertheless, they do not eliminate two main challenges relating to the attri-
bution of responsibility for hybrid operations: hybrid threats that cannot be attributed

90 Article 8 of the Articles on Responsibility of States for Internationally Wrongful Acts.

91 Article 11 of the Articles on Responsibility of States for Internationally Wrongful Acts.

92 Articles 21-22 of the Articles on Responsibility of States for Internationally Wrongful Acts.

93 Earlier in 2014, President Putin denied on numerous occasions that the well-equipped troops oper-
ating in Crimea and wearing green uniforms without insignia had been part of the Russian armed
forces. On 17 April 2014, President Putin, while opposing the use of the term “little green men,”
said, ‘... one cannot apply harsh epithets to the people who have made a substantial, if not the deci-
sive, contribution to enabling the people of Crimea to express their will. They are our servicemen’.
While answering the question of who were the little green men, President Putin replied,

... our goal was to ensure proper conditions for the people of Crimea to be able to freely express
their will. And so we had to take the necessary measures in order to prevent the situation in Crimea
unfolding the way it is now unfolding in southeastern Ukraine. We didn’t want any tanks, any na-
tionalist combat units or people with extreme views armed with automatic weapons. Of course, the
Russian servicemen did back the Crimean self-defence forces. They acted in a civil but a decisive
and professional manner ....

For the English transcript of the annual special Direct Line with Vladimir Putin of 17 April 2014,
see President of Russia, 2014. For an account of Russia’s use of unmarked special forces as a tool of
the 2014 hybrid conflict in Ukraine, see: Wentzell, 2021.
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to any state actor and difficulties related to identifying the hybrid aggressors before
any attempts to establish the connection with any state actor. In the first case, when a
non-state actor is identified as a hybrid aggressor, as a rule, the targeted state’s domestic
criminal law will apply in terms of the attribution of responsibility.** The latter problem
justifies the need for novel approaches. For example, Thomas P. Jordan suggests re-
garding cyberattacks — a particularly challenging form of hybrid threats and warfare in
terms of identifying the attackers — that governments from whose territories the cyber-
attacks are launched should be mandated to participate in identifying the attackers or
face the presumption that the state itself was coordinating the attack.”

3.2. Jus in bello

The IHL (law of armed conflicts, jus in bello) is a body of international law that
governs the conduct of hostilities during an armed conflict, to limit its effects for
humanitarian reasons. Jus ad bellum is distinct from jus in bello, as the former’s appli-
cation is not contingent on the legality of the armed conflict; consequently, it applies
regardless of whether there has been a legitimate derogation from the prohibition
of the use of force laid down in Article 2 para. 4 UN Charter.”® The codified legal
framework for the IHL consists primarily of four Geneva Conventions for the Pro-
tection of War Victims adopted in 1949%7 (hereinafter referred to jointly as “the 1949
Geneva Conventions”) and supplemented by two Additional Protocols of 1977: Addi-
tional Protocol I (AP I), relating to the protection of victims of international armed
conflicts, and Additional Protocol II (AP II), relating to the protection of victims of
non-international armed conflicts.”®

94 Sanz Cabellero, 2023, p. 6.

95 Jordan, 2016, p. 56.

96 According to the International Committee of the Red Cross (ICRC), determination of the existence of
an armed conflict and the related applicability of IHL depends on only the circumstances prevailing
on the ground and not whether the use of force against another state is permitted under the UN
Charter. Whether a state uses force in accordance with its right of self-defence, because it has been
authorised to do so by a UN Security Council mandate, or in violation of the prohibition on the use
of force, does not affect the determination of the existence of an international armed conflict; ICRC,
2016, para. 215; see also Moussa, 2008.

97 Geneva Convention for the Amelioration of the Condition of the Wounded and Sick in Armed Forces
in the Field, adopted in Geneva on 12 August 1949, UN Treaty Series vol. 75, Reg. no. 970; Geneva
Convention for the Amelioration of the Condition of Wounded, Sick and Shipwrecked Members of
Armed Forces at Sea, adopted in Geneva on 12 August 1949, UN Treaty Series vol. 75, Reg. no. 971;
Geneva Convention Relative to the Treatment of Prisoners of War, adopted in Geneva on 12 August
1949, UN Treaty Series vol. 75, Reg. no. 972; Geneva Convention Relative to the Protection of Civil-
ian Persons in Time of War, adopted in Geneva on 12 August 1949, UN Treaty Series vol. 75, Reg.
no. 973.

98 Protocol additional to the Geneva Conventions of 12 August 1949, and relating to the protection of
victims of international armed conflicts (Protocol I), adopted in Geneva on 8 June 1977, UN Treaty
Series vol. 1125, Reg. no. 17512; Protocol additional to the Geneva Conventions of 12 August 1949,
and relating to the protection of victims of non-international armed conflicts (Protocol II), adopted
in Geneva on 8 June 1977, UN Treaty Series vol. 1125, Reg. no. 17513.
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The nature of hybrid conflicts prompts questions about whether the IHL applies
to hybrid threats and warfare and, if yes, to what extent. Hybrid conflicts, by defi-
nition, exploit the grey zone threshold of an armed conflict; therefore, they provoke
uncertainty as to whether the given use of a hybrid threat or warfare triggers the
law of armed conflicts. The issue goes far beyond academic debate, and its practical
significance is that it allows one to determine the proper legal framework regulating
the conduct of hostilities in the given hybrid conflict. Should the IHL be activated, it
influences the application of international human rights law, especially as it affects
the interpretation and scope of restrictions of certain rights and freedoms under the
general human rights regime (see section 3.3 below). For example, during an armed
conflict, adversary combatants become legitimate objects of attack, and civilians
who directly participate in hostilities lose their general protection against dangers
arising from military operations.*®

The common Article 2 para. 1 of the 1949 Geneva Conventions provides that the
IHL applies to all cases of ‘declared war’ or of ‘any other armed conflicts’, even if the
state of war is not recognised by one of them. Instead of providing a legal definition,
the 1949 Geneva Conventions introduced a fact-based approach to the notion of an
armed conflict. By virtue of Article 2 para. 1 of the 1949 Geneva Conventions, IHL
is applicable as soon as a state undertakes hostile military action(s) against another
state.!®® According to the International Committee of the Red Cross (ICRC), how
states characterise the armed confrontation does not affect the application of the
1949 Geneva Conventions if the situation evidences that the concerned state is effec-
tively involved in hostile armed actions against another state. The fact that a state
does not, for political or other reasons, explicitly refer to the existence of an armed
conflict in a particular situation does not prevent it from being legally classified as
such.'%

The interpretation of the notion of “an armed conflict” under the common Ar-
ticle 2 para. 1 of the 1949 Geneva Conventions refers to military hostilities and
armed actions, that is, the prevailing form of waging wars at the time of drafting of
the 1949 Geneva Conventions. This approach has been supported by, among others,
the International Criminal Tribunal for the Former Yugoslavia (ICTY), which holds
that ‘an armed conflict exists whenever there is a resort to armed force between States
or protracted armed violence between governmental authorities and organised armed
groups or between such groups within a State’ (emphasis added).!%? In light of such
an interpretation, there is no legal basis to establish that hybrid conflicts that do
not involve violent actions trigger the application of the 1949 Geneva Conven-
tions and IHL. Nevertheless, the ICRC has recently begun to consider technological

99 See: Article 51 paras. 1-3 of the AP I.
100 ICRC, 2016, para. 209.
101 Ibid., para. 213.
102 ICTY, The Prosecutor v. Dusko Tadi¢, Decision of 2 October 1995 on the Defence Motion for Interloc-
utory Appeal on Jurisdiction, Case No. IT-94-1-A, para. 70.
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advancements, particularly the exponential increase in states’ cyber-capabilities and
their potential impact on the civilian population and infrastructure, for the appli-
cability of the humanitarian law. According to the ICRC, cyberoperations that have
effects similar to classic kinetic operations, result in the destruction of civilian or
military assets, or cause the death or injury of soldiers or civilians may amount
to an armed conflict within the meaning of Article 2 para. 1 of the 1949 Geneva
Conventions, even if they are not carried out in conjunction with classic military
operations.}® From the perspective of THL, these situations should not be treated
as different from equivalent attacks conducted through more traditional means and
methods of warfare. Peter Mauer, former President of the ICRC, argues that multiple
strategies are needed to adapt IHL to today’s hybrid kinetic-cyber realities. He sug-
gests making logical legal interpretations from already existing legal concepts under
the 1949 Geneva Conventions, such as the principles of distinction, proportionality,
and precaution, arguing that through proper interpretation, it would be possible to
make them applicable to cyberoperations in today’s conflicts.!*4

Second, the subdivision between international armed conflicts and non-interna-
tional armed conflicts, underlying the IHL, makes the legal assessment of a hybrid
campaign even less straightforward. Based on factual and objective criteria (e.g.
involvement of an armed force), if a given hybrid conflict meets the threshold of
an armed conflict under common Article 2 para. 1 of the 1949 Geneva Conventions
resulting in the activation of the IHL, further classification of the conflict as an
international or non-international conflict is required. International armed conflict
is understood as an armed conflict between two or more states. By contrast, non-in-
ternational armed conflicts are restricted to the territory of a single state, involving
either regular armed forces fighting groups of armed dissidents or armed groups
fighting each other.!®> As Antonio Cassese points out, the division between these two
subcategories of armed conflicts has a substantial practical impact: While interna-
tional armed conflicts are subject to a wide range of rules, including those set out in
the four 1949 Geneva Conventions and AP I, internal conflicts are governed only by
a limited range of rules (common Article 3 of the 1949 Geneva Conventions and AP
11).1% The distinction is all the more important as non-international armed conflicts
are nowadays the most prevalent form of armed conflict.!?”

The existence of an international armed conflict is not dependent on any
threshold for the intensity of the armed confrontation or the duration of the hos-
tilities. According to the ICRC, even minor skirmishes between armed (land, air, or

103 ICRC, 2016, para. 255. According to van den Bosch, the view that IHL is applicable below the
threshold of attacks is not necessarily limited to cyberoperations and can even be applied to all
non-destructive military operations such as information campaigns or disturbing operations such
as jamming; van den Bosch, 2021, p. 219.

104 Mauer, 2023.

105 ICRC, 2004.

106 Cassese, 2008, pp. 5-6; ICRC, 2004.

107 ICRC, 2016, para. 194.
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naval) forces can spark an international armed conflict and lead to the applicability
of the humanitarian law.!® As already mentioned, the ICRC accepts that cyberoper-
ations having effects similar to classic kinetic operations might also amount to an
international armed conflict if they result in the destruction of property or cause the
death or injury of soldiers or civilians.

The legal category of non-international armed conflicts is vague and surrounded
by legal uncertainties due to the non-defined criteria regarding the level of organ-
isation for the non-state group, geographical scope of the internal armed conflict,
and intensity of hostilities and control of territory.'® Whether the internal hostilities
level up to a non-international armed conflict determines the possibility of the use of
force. A crisis below the threshold for a non-international armed conflict needs to be
managed using national crisis and emergency law as well as law enforcement rules
of engagement under a human rights regime. On the contrary, a conflict involving
sufficient degree of organisation and intensity of hostilities to prompt the application
of jus in bello for non-international armed conflicts will allow for more offensive
rules of engagement, which, nevertheless, will be more restrictive and defensive
than the rules of engagement for a full-scale international armed conflict.!*® Hybrid
campaigns provide a fertile ground for circumventing (and abusing) the already un-
certain threshold of a non-international armed conflict, making the legal assessment
underlying strategic and political decision-making very challenging, especially in
situations where hybrid adversaries target multiple states simultaneously with asym-
metric means and different intensities.'!!

According to Fogt, the distinction between an international and non-interna-
tional armed conflict in a hybrid warfare depends on the evidence of state attri-
bution, which is a sensitive and highly political issue.!*? The attribution of hostilities
to a given state actor is not without major difficulties, partly because of the state’s
denial policy and cover operations, which are the essence of hybrid tactics, and
partly because of different requirements for state attribution adopted by different
international courts. The ICJ upholds a strict requirement for a conduct to give rise
to legal responsibility of the state, expecting that it must be proven that that state
had “effective control” of the military or paramilitary operations (“effective control
test”).11® By contrast, the ICTY has held that the ICJ’s effective control requirement
was not suitable for acts of organised groups (e.g. a military unit or, in case of war
or civil strife, armed bands of irregulars or rebels), where the lower standard of

108 Ibid., paras. 236-237.

109 Fogt, 2020, p. 73.

110 Ibid., p. 74.

111 Ibid.

112 Ibid.

113 ICJ, Case Concerning Military and Paramilitary Activities In and Against Nicaragua (Nicaragua v.
United States of America), para. 115.
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“overall control” can be applied to attribute to a state the acts of such groups.!** The
ICJ’s strict requirement of “effective control” legally allows the state to use non-state
actors in the grey zone where the standard of attribution cannot be met.!'®

State practice shows that hybrid adversaries tend to conceal their involvement,
using various means and methods, to avoid reaching the threshold of an international
armed conflict. During the 2014 hybrid conflict, Russia employed unmarked forces
(little green men) for its hostile operations in Crimea. Initially, Russian authorities
successfully asserted that the little green men comprised persons of Crimean origin
and formed part of the Ukrainian self-defence forces. Wentzel argues that, from a
tactical viewpoint, the presence or absence of national insignia was of little impor-
tance.'® The principal effect of the absence of national markings and the broader
information operations campaign was to bolster Russia’s strategic narrative that the
events in Crimea were initially domestic in origin. Since, according to the Russian
narrative, the little green men were not Russian soldiers, the Russian Federation
could maintain plausible deniability of the military operation and disavow their ac-
tions within a sovereign state. More importantly, Russia’s claim that the little green
men were Ukrainian self-defence forces was meant to shift the classification of the
conflict from an international conflict to a domestic one. Once labelled a domestic
conflict, it was more difficult for Ukrainian authorities to address the international
community and request foreign intervention onto its territory.!*” This simultaneously
distracted the international community and facilitated Russia’s subsequent actions —
overt military operations to support the purported self-determination movement and
incorporate Crimea into the Russian Federation.

3.3. Human Rights Law

Preventing and countering hybrid threats and warfare goes parallel with the
curtailment of certain human rights and freedoms, although the scope of restric-
tions is limited by international law and depends on legal classification of the
hybrid threats. The relevant legal regime regulating restrictions and derogations
from human rights standards is anchored in both the international human rights

114 ICTY, The Prosecutor v. Dusko Tadi¢, Appeals Chamber Judgment of 15 July 1999, Case No. IT-94-
1-A, para. 120.

115 Fogt, 2022, p. 74.

116 Wentzell, 2021, p. 45.

117 Use of the little green men sufficiently concealed the Russian origin of the attack and gave more re-
luctant members of NATO grounds to debate whether or not an armed attack, rather than domestic
unrest, has indeed occurred. Wentzell further argues that from a tactical viewpoint, the presence or
absence of national insignia was of little importance. Had they considered the unmarked little green
men exclusively as a domestic threat, the Ukrainian armed forces would have been constrained by
their domestic legal regime concerning the use of force against their own people. However, it is
more likely that upon recognising that there was foreign interference, the rules of IHL would have
governed the conflict, and the Ukrainian armed forces would have only been required to distinguish
combatants from non-combatants; Wentzell, 2021, pp. 45-47.
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law and IHL, and it forms an inherent part of the legal assessment of hybrid threats
and warfare. The Council of Europe’s Committee of Legal Advisers on Public Inter-
national Law (CAHDI) recommends that each case of a hybrid campaign must be
assessed individually according to the relevant legal regime.!'®* While international
human rights law is relevant to both military and non-military actions carried out
as part of hybrid threats and warfare, if the hybrid actions level up to an armed
conflict (be it international or non-international armed conflict), then the IHL
also becomes applicable and affects the interpretation and scope of restrictions on
human rights and freedoms. In situations of armed conflict, the protections offered
by human rights conventions and the IHL co-exist, as highlighted by the ICJ'"° and
the European Court of Human Rights (ECtHR).!?° According to the ICJ and ECtHR,
the relationship between the IHL and human rights law can unfold according to
three scenarios: some rights may exclusively be matters of the IHL, others may ex-
clusively be matters of human rights law, and some others may be matters of both
these branches of international law.!?!

From the perspective of the European Convention on Human Rights (ECHR),!2?
use of a hybrid threat and warfare would prompt different consequences de-
pending on whether it occurs (1) in times of war, (2) in times of a public emer-
gency other than war, or (iii) in peacetime when no armed conflict or public
emergency exists.

According to Article 15 para. 1 ECHR, in times of “war” or “other public
emergency” threatening the life of a nation, states may derogate from their ob-
ligations under the ECHR.'?* The formal condition for a valid derogation is an
official declaration of the state of emergency by law at the domestic level.!?*
Article 15 para. 2 ECHR excludes the possibility of derogation, even under a

118 CAHDI, 2018, para. 3.

119 ICJ, Legality of the Threat or Use of Nuclear Weapons, para. 25. See also ICJ, The Legal Consequences
of the Construction of a Wall in the Occupied Palestinian Territory, Advisory Opinion of 9 July 2004,
para. 106; ICJ, Armed Activities on the Territory of the Congo (Democratic Republic of Congo (DRC) v.
Uganda, judgment of 19 December 2005, para. 216.

120 ECtHR, Hassan v. the United Kingdom, judgement of 16 September 2014, Application No. 29750/09,
paras. 102-103. In the past, the IHL framework was considered lex specialis to the human rights
framework; nowadays, however, it is accepted that both legal areas are applicable at the same time
and mutually influence each other’s application.

121 ICJ, The Legal Consequences of the Construction of a Wall in the Occupied Palestinian Territory, Adviso-
ry Opinion of 9 July 2004, para. 106; ICJ, Armed Activities on the Territory of the Congo (Democratic
Republic of Congo (DRC) v. Uganda, judgement of 19 December 2005, para. 216; ECtHR, Hassan v.
the United Kingdom, para. 102.

122 Convention for the Protection of Human Rights and Fundamental Freedoms, adopted in Rome on 4
November 1950, ETS No. 005 (hereinafter referred to as ECHR).

123 Article 15 para. 1 ECHR states that
In time of war or other public emergency threatening the life of the nation any High Contracting
Party may take measures derogating from its obligations under this Convention to the extent strictly
required by the exigencies of the situation, provided that such measures are not inconsistent with
its other obligations under international law.

124 Council of Europe, 2022, para. 53.
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state of emergency, with respect to the right to life (Article 2 ECHR), prohibition
of torture (Article 3 ECHR), prohibition of slavery or servitude (Article 4 para.
1 ECHR), and prohibition of punishment without law (Article 7 ECHR). Further
non-derogable rights stem from additional Protocols to the ECHR (the right to ne
bis in idem, as well as the protection against the death penalty),!?®> while some
rights are considered non-derogable, even if they are not expressly specified in
the ECHR or its Protocols (e.g. the right to a fair trial and the right to an effective
remedy).!2

Based on Article 15 para. 2 ECHR, lawful use of force validates derogations
from the otherwise non-derogable right to life. Deaths resulting from lawful acts
of war constitute an exemption from the absolute protection under Article 2 ECHR.
By the same token, the non-derogable status of the prohibition of death penalty
does not exclude capital punishment in respect of acts committed in times of war
or imminent threat of war.'?” The ECtHR is not required to interpret the meaning
of “war” in Article 15 para. 1 ECHR. According to the prevailing view, the term
“war”, enabling far-reaching derogations from human rights under Article 15
paras. 1-2 ECHR, should be understood as an “armed conflict” (international or
non-international) within the meaning of the common Article 2 of the 1949 Geneva
Conventions.'?® Schabas suggests that it should be interpreted in light of the test
used by the ICTY in the Tadi¢ case, which implies that a “war” within the meaning
of Article 15 para. 1 ECHR exists whenever there is a resort to armed force or pro-
tracted armed violence.'?® By referencing the understanding of “armed conflict”
under the IHL, it seems justified to conclude that hybrid hostilities can activate
the most far-reaching derogations from human rights if they involve the use of
armed force, or mutatis mutandis, resulting in the destruction of civilian or military
assets or death or injury of soldiers or civilians, even if they are not carried out
in conjunction with classic military operations (see section 3.2 above). If a hybrid
campaign meets the threshold of an armed conflict, it has two consequences: (1)
derogation from Article 2 ECHR is allowed, and (2) the IHL becomes applicable as
lex specialis to the international human rights law and determines if the lethal use

125 Article 3 of Protocol No. 6 to the Convention for the Protection of Human Rights and Fundamental
Freedoms concerning the Abolition of the Death Penalty, ETS No. 114; Article 2 of Protocol No. 13
to the Convention for the Protection of Human Rights and Fundamental Freedoms, concerning the
abolition of the death penalty in all circumstances, ETS No. 187); and Article 4 para. 3 of Protocol
No. 7 to the Convention for the Protection of Human Rights and Fundamental Freedoms, ETS No.
117.

126 Council of Europe, 2022, paras. 71-75.

127 Article 2 of Protocol No. 6 to the Convention for the Protection of Human Rights and Fundamental
Freedoms concerning the Abolition of the Death Penalty.

128 Fogt, 2020, p. 94.

129 See: ICJ, Case Concerning Military and Paramilitary Activities In and Against Nicaragua (Nicaragua v.
United States of America), para. 115; Schabas, 2015, pp. 594-595.
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of force is lawful.’*® Similarly, the existence of an armed conflict triggering the
application of the IHL also affects the interpretation of the provisions of Article 5
ECHR (right to liberty and security). This can occur only in cases of international
armed conflict, where the taking of prisoners of war and detention of civilians who
pose a threat to security are accepted features of the IHL, and Article 5 ECHR could
be interpreted as permitting such broad powers.!*

A public emergency other than war that allows states to derogate from human
rights, although not from the Article 2 of the ECHR, covers exceptional situations of
crisis or emergency that affect the whole population and constitute a threat to the or-
ganised life of the community."®* To enable derogations from human rights obligations
under Article 15 para. 1 ECHR, the effects of a crisis situation must be actual or im-
minent, must involve the whole nation, and threaten the continuance of organised life
of the community; moreover, the crisis or danger should be exceptional, meaning that
normal measures or restrictions, permitted by the ECHR for public safety, health, and
order, must be inadequate.!*® Following the terrorist attacks of 11 September 2001, the
ECtHR has taken the stand that the requirement for public emergency under Article
15 para. 1 ECHR (a threat to the life of the nation) does not need to be understood
narrowly as a threat of serious physical damage and loss of life, but it can extend to a
menace to the institutions of government or the existence of a civil community.!** Not
every public emergency constitutes a threat to the life of the nation to justify deroga-
tions from the ECHR; however, states enjoy a wide margin of appreciation in assessing
whether the life of nation is threatened by a public emergency and can consider a

130 Fogt, 2020, p. 94. The ICJ’s 1996 Advisory Opinion on the Legality of the Threat or Use of Nuclear
Weapons contains a good illustration of the interplay between human rights and IHL with respect
to the right to life. While considering whether the use of nuclear weapons violates the right to life
guaranteed in Article 6 para. 1 International Covenant on Civil and Political Rights, the ICJ con-
cluded that
The protection granted by the International Covenant on Civil and Political Rights does not cease
in times of war, except by virtue of Article 4 of the Covenant whereby certain provisions may be
derogated from in a time of national emergency. Respect for the right to life is not, however, such a
provision. In principle, the right not arbitrarily to be deprived of one’s life applies also in hostilities.
The test of what is an arbitrary deprivation of life, however, then falls to be determined by the ap-
plicable lex specialis, namely, the law applicable in armed conflict which is designed to regulate the
conduct of hostilities. Thus, whether a particular loss of life, through the use of a certain weapon in
warfare, is to be considered an arbitrary deprivation of life contrary to Article 6 of the Covenant,
can only be decided by reference to the law applicable in armed conflict and not deduced from the
terms of the Covenant itself.

See: ICJ, Advisory Opinion on the Legality of the Threat or Use of Nuclear Weapons, para. 25.

131 Hassan v. United Kingdom, paras. 102-105.

132 ECtHR, Lawless v. Ireland (no. 3), judgement 1 July 1961, Application No. 332/57, para. 28.

133 The test applied to assess whether a situation constitutes a public emergency threatening the life
of the nation was formulated by the ECHR in the “Greek Case” Denmark, Norway, Sweden, Neth-
erlands v. Greece, Applications Nos. 3321/67, 3322/67, 3323/67, 3344/67, opinion of the Sub-Com-
mission, 4 October 1969; see also Schabas, 2015, p. 595.

134 ECtHR, A. and Others v. the United Kingdom, judgement of 19 February 2009, Application No.
3455/05, para. 179.
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broad range of factors in determining the nature and degree of the actual or imminent
threat.’® The hybrid threat or warfare below the threshold of an armed conflict could
become a valid ground for derogation from the ECHR obligations if it created a public
emergency involving an actual or imminent threat to the existence of the nation. In
such a case, safeguards under the ECHR would continue to apply, subject to possible
derogations, which nevertheless could not encompass the safeguards under Articles
2, 3, and 4 paras. 1 and 7 of the ECHR. In situations short of armed conflict, the IHL
framework as such would not be applicable.

The state practice of derogating from their ECHR obligations in times of public
emergency can be exemplified by the notifications made by Ukraine following the
Russian intervention in 2014. Ukraine derogated from the ECHR (and the Interna-
tional Covenant on Civil and Political Rights [ICCPR]) for the first time in June 2015
on the grounds of the international armed conflict ongoing on its territory since 2014.
Since the first notification, more than 20 further derogation notifications have been
filed, reflecting the evolution of the armed conflict between Ukraine and Russia.!®¢
The initial notifications were made in the context of hybrid conflict culminating in
the annexation of Crimea, while the notifications made from March 2022 onwards
took place in the context of a full-scale armed conflict. Ukraine authorities justified
their first derogations in June 2015 with the needs of the anti-terrorist operations
conducted by Ukrainian forces in certain areas of the country (Donetsk and Luhansk)
against armed aggression from the Russian Federation.'®” Initially, Ukraine exercised
the right of derogation from its obligations established in Article 5 (right to liberty
and security), Article 6 (right to a fair trial), Article 8 (right to respect for private and
family life), and Article 13 (right to an effective remedy) ECHR, as well as in Article
2 para. 3 and Articles 9, 12, 14, and 17 ICCPR. Later, Ukraine derogated from several
other human rights obligations under the ECHR and ICCPR as well.!*® Some of the der-
ogations were considered void, as they effected non-derogable rights, either expressis
verbis based on the ECHR and its Protocols or based on customary international law
(e.g. the right to ne bis in idem, right to an effective remedy, or right to a fair trial).!*° Ac-
cording to the Council of Europe’s interpretation, this does not invalidate Ukrainian
derogation as a whole, which remains valid, but only that part of the rights for which
the derogation is allowed.!*° The non-derogable rights, even if derogated from, continue
to apply, meaning that derogation does not affect these rights and cannot be used to
interfere with them. The Ukrainian derogations from human rights obligations com-
plied with the formal conditions under Article 15 para. 1 ECHR, considering that

135 Ibid., paras. 179-180; see also Schabas, 2015, pp. 595-596.

136 For a detailed analysis of Ukraine’s derogations from its human rights obligations, see Council of
Europe, 2022, p. 2.

137 Secretariat General, 2015.

138 Legal Analysis of the derogation made by Ukraine under Article 15 of the European Convention of Hu-
man Rights and Article 4 of the International Covenant on Civil and Political Rights, para. 82.

139 Ibid., paras. 71-75.

140 Ibid., para. 80.
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when declaring the derogation and state of emergency, Ukraine relied on its national
laws. For example, Ukraine relied on Resolution No. 462-VIII of the Verkhovna Rada
in the June 2015 notification, on amendments to several national laws implementing
specific derogatory measures in 2016, and on martial law declaring an emergency
and imposing derogatory measures since February 2022.14

All notifications on derogations filed by Ukraine since 2015 referred to one
ground for the derogation — armed aggression of the Russian Federation. In the 2015
notification, Ukraine referred to the annexation and temporary occupation by the
Russian Federation of the integral part of Ukraine — the Autonomous Republic of
Crimea and the city of Sevastopol — as a result of armed aggression against Ukraine,
involving ‘both regular Armed Forces of the Russian Federation and illegal armed
groups guided, controlled and financed by the Russian Federation’.!*? The 2022 noti-
fications referred to ‘military aggression of the Russian Federation against Ukraine’
as grounds for derogation.!*® Although the 2014 Russian-Ukrainian conflict is con-
sidered an archetypical example of a hybrid campaign, the derogations notified in
2015 were substantiated by the existence of an armed aggression and not by the use
of non-kinetic means also widely employed in the conflict. Although the Ukrainian
case-study is not the most apposite example of a derogation under Article 15 ECHR for
a hybrid threat and warfare not involving military means, it showcases the practical
functioning of the derogation clause in the context of a hybrid campaign. It has been
suggested that in the 2021 migration crisis on the Polish/Latvian/Lithuanian-Bela-
russian border, which was considered to involve hybrid attacks that used coercive en-
gineered migration, invoking the derogation clause under Article 15 ECHR could have
been a viable option for the targeted states, especially considering that all three of
them invoked public emergency measures. A situation of instrumentalised migration
could be qualified as a public emergency where the situation reaches the level of pro-
hibited use of force and validates the derogation from human rights obligations.*

The third possible scenario involving the effect of hybrid actions under the human
rights framework refers to situations where the hostilities do not amount to armed
conflict or a public emergency threating the nation. The derogation clause in Article
15 ECHR is not applicable, nor is the IHL.! In peacetime, no derogation from human
rights obligations is possible, while restrictions on human rights and freedoms guar-
anteed in the ECHR can be imposed only in accordance with the limitation clauses spe-
cifically provided for in the ECHR. In accordance with para. 2 of Articles 8, 9, 10, and

141 Ibid., paras. 58-59.

142 Notification — JJ7979C Tr./005-185 — Ukraine — Derogation to the Convention on the Protection of Hu-
man Rights and Fundamental Freedoms, p. 2.

143 Secretariat General, 2022, p. 3.

144 Huttunen, 2024.

145 Nevertheless, according to the ECtHR, lack of a formal derogation under Article 15 of the ECHR
does not prevent the court from considering the context and provisions of IHL when interpreting
and applying the ECHR rights in peacetime, e.g. Article 5; see: Hassan v. United Kingdom, para. 104.
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11 ECHR, as well as Article 2 para. 3 of Protocol No. 4 to the ECHR,*¢ the protection
of national security or public safety can constitute valid grounds for curtailment of
human rights. Any response to hybrid threats and warfare leading to human rights
restrictions must not only pursue a legitimate aim, such as national security, but also
be prescribed by law and be necessary in a democratic society. Moreover, Article 18
ECHR prohibits the states from applying the restrictions permitted under the ECHR for
any purpose other than those for which they have been prescribed.

The Parliamentary Assembly of the Council of Europe has expressed a concern
that certain Member States have already taken measures (e.g. surveillance measures,
blocking of websites, expulsion of foreigners, and criminal convictions for online
statements) that prompt questions concerning the respect for human rights, pri-
marily the right to freedom of expression, along with the right to information, right
to respect for one’s privacy, and right to the freedom of movement.'*” A 2018 Recom-
mendation of the Parliamentary Assembly envisaged the development of new legal
standards to prevent and combat hybrid threats and warfare, which was followed
by a Parliamentary Assembly resolution with that aim.!*®* However, the CAHDI con-
sidered that developing new legal standards to prevent and combat the threats of
“hybrid war” is premature at this stage, considering the absence of a common under-
standing as to what a “hybrid war” is.1*

When considering hybrid threats and warfare from the perspective of the inter-
national human rights law, it is exceedingly difficult to balance the interests of na-
tional security and states’ sovereignty with freedom of expression, right to privacy,
and other individual human rights and freedoms. That combined with the legal
asymmetry between hostile actors and democratic states and the fear of eventual
“hypocrisy costs”'*® can hamper an effective response to hybrid threats; this further
enhances the likelihood of the success of hybrid actions. The human rights agenda,

146 Protocol 4 to the European Convention for the Protection of Human Rights and Fundamental Free-
doms, securing certain Rights and Freedoms other than those already included in the Convention
and in the First Protocol thereto, signed on 16 September 1963, ETS No. 46.

147 Parliamentary Assembly of the Council of Europe, Legal challenges related to hybrid war and human
rights obligations, Resolution 2217 (2018).

148 Parliamentary Assembly of the Council of Europe, Recommendation 2130 (2018) on the ‘Legal
Challenges Related to Hybrid War and Human Rights Obligations’, 26 April 2018; Parliamentary As-
sembly of the Council of Europe, Legal challenges related to hybrid war and human rights obligations,
Resolution 2217 (2018).

149 Opinion of the CAHDI On Recommendation 2130 (2018) of the Parliamentary Assembly of the Council
of Europe — ‘Legal Challenges Related to Hybrid War and Human Rights Obligations’, para. 5.

150 The term “hypocrisy costs” denotes symbolic political reputational costs that can be imposed when
there exists a real or perceived disparity between a professed commitment to liberal values and/or
international norms and demonstrated state actions that contravene such a commitment. They are
operationalised in a manner such that once a government or its leadership has publicly committed
itself to a principle, canny observers can use those positions, and their command of information,
to expose the distance between discourse and practice. Hypocrisy costs can further enhance the
likelihood of success of hybrid actions carried out by hybrid adversaries; for an example of coercive
engineered migration, see: Blake-Martin, 2023.
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which questions absolute state sovereignty, might at times collide with the UN
Charter and has been identified as a major challenge to the international security
architecture.'™

4. Legal Assessment Under the EU Law and Policies

4.1. Hybrid Threats within the EU Common Defence and Security Policy

Countering of hybrid threats forms an integral part of the Strategic Compass for
Security and Defence, the first quasi-military strategy of the EU approved by the
Council of the EU on 21 March 2022. It establishes a common strategic vision for
the EU’s security and proposes several concrete actions in four main domains: act,
secure, invest, and partner. The action plan under the Strategic Compass sets out,
among others, main objectives related to countering hybrid threats. These include the
(1) creation of the EU Hybrid Toolbox, consisting of various instruments to prepare
for and respond in a coordinated manner to a wide spectrum of hybrid threats; (2)
creation of the Hybrid Fusion Cell to enhance situational awareness through stra-
tegic analysis and assessments of hybrid threats; and (3) establishment of the EU
Hybrid Rapid Response Teams to secure short-term and targeted assistance to EU
Member States in case of a hybrid campaign.'®> Moreover, the Strategic Compass
envisages measures to counter foreign information manipulation and interference
(FIMI) taking place within broader hybrid campaigns, such as by developing the EU
toolbox to address and counter the FIMI. These actions are to be implemented in
parallel to enhance further counter-hybrid cooperation with NATO.

The significance attributed to countering hybrid threats, evidenced by its ful-
ly-fledged place in the Strategic Compass, is a consequence of several years of policy-
making for hybrid threats long preceding the adoption of the Strategic Compass. The
EU’s policymaking for addressing hybrid threats began in the aftermath of the 2014
Russian annexation of Crimea and the beginning of the Donbas conflict. In 2015, the
Council of the EU adopted conclusions on the Common Defence and Security Policy,
calling for a joint framework with actionable proposals to counter hybrid threats and
foster the resilience of the EU and its Member States. The first comprehensive policy
document, the Joint Framework on Countering Hybrid Threats — A European Union Re-
sponse' was issued in 2016 by the European Commission and High Representative

151 Hathaway, 2014, pp. 217-222; Sanz Caballero, 2023, p. 5.

152 Strategic Compass for Security and Defence, 2022, p. 22.

153 European Commission and the High Representative of the Union for Foreign Affairs and Security
Policy, Joint Communication to the European Parliament and the Council. Joint Framework on counter-
ing hybrid threats — a European Union response, Brussels, 6 April 2016, JOIN(2016) 18 final.
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of the Union for Foreign Affairs and Security Policy; this was followed by the 2016
EU Operational Protocol for Countering Hybrid Threats ‘EU Playbook™* and the 2018
Joint Communication on Increasing Resilience and Bolstering Capabilities to Counter
Hybrid Threats.'>> In 2020, a mapping of almost 200 measures related to enhancing
the EU’s resilience against hybrid threats, implemented under the auspices of the
EU, was made public.’*® A highly relevant policy document, the Council Conclusions
on a Framework for a Coordinated EU Response to Hybrid Campaigns,' was adopted
in June 2022 to support the development of the EU Hybrid Toolbox and counter the
FIMI actions as envisaged in the 2022 Strategic Compass. These conclusions have
been adopted in light of Russia’s armed aggression against Ukraine, which, as the
Council of the EU acknowledged, was ‘combined with hybrid tactics, cyberattacks,
foreign information manipulation and interference, economic and energy coercion
and an aggressive nuclear rhetoric’.’*® The Annual Progress Report on the Implemen-
tation of the Strategic Compass for Security and Defense, published in March 2023, rec-
ognised that the use of hybrid tactics against the EU and its Member States has been
exacerbated by Russia’s invasion of Ukraine, which has witnessed hybrid tactics such
as the instrumentalisation of food, irregular migration, energy, and lawfare.’°

4.2. Coordinated and Collective Response to Hybrid Threats
under the EU Legal Framework

The primary responsibility for countering hybrid threats and campaigns relates
to national security and defence and lies with the EU Member States. Nonetheless,
many Member States face similar or common threats that target cross-border infra-
structures or networks and can be addressed more efficiently with a coordinated
response at the EU level, using instruments envisaged by the EU treaties and policies.
The 2016 Joint Framework on Countering Hybrid Threats — A European Union Response
and the 2022 Council Conclusions on a Framework for a Coordinated EU Response to
Hybrid Campaigns provide an overview of the instruments and policies that are most
suitable for a coordinated response to malicious hybrid activities at the EU level.

154 European Commission and the High Representative of the Union for Foreign Affairs and Security
Policy, Joint Staff Working Document. EU operational protocol for countering hybrid threats ‘EU Play-
book’, Brussels, 5 July 2016, SWD(2016) 227 final.

155 European Commission and the High Representative of the Union for Foreign Affairs and Secu-
rity Policy, Joint Communication to the European Parliament, the European Council and the Coun-
cil. Increasing resilience and bolstering capabilities to counter hybrid threats, Brussels, 13 June 2018,
JOIN(2018) 16 final.

156 European Commission and the High Representative of the Union for Foreign Affairs and Security
Policy, Joint Staff Working Document. Mapping of measures related to enhancing resilience and coun-
tering hybrid threats, Brussels, 24 July 2020, SWD(2020) 152 final.

157 Council of the European Union, Council Conclusions on a Framework for a coordinated EU response to
hybrid campaigns, Brussels 21 June 2022, 10016/22.

158 Ibid., para. 1.

159 High Representative of the Union for Foreign Affairs and Security Policy, 2023, p. 11.
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Decisions on a coordinated EU response should be made on a case-by-case basis,
and several guiding principles must be observed, as laid down in the 2022 Council
Conclusions. The coordinated countermeasures in response to hybrid campaigns
should serve to protect democratic values, processes, and institutions, as well as
the integrity, security, and strategic interests of the EU, its Member States, and their
citizens; they need to provide for attainment of the objectives of the EU, particu-
larly the Common Foreign and Security Policy objectives set out in the Treaty on
EU (TEU) and Treaty on the Functioning of the EU (TFEU); they shall be based on a
shared situational awareness among the Member States and correspond to the needs
of the specific situation at hand; and finally, they should consider the broader context
of the EU’s external relations with the state concerned by the response. More impor-
tantly, if seen from the legal perspective, the decision on a coordinated EU response
shall ensure that the envisaged countermeasures (1) ‘respect international law’, (2)
‘protect fundamental rights and freedoms’, (3) ‘support international peace and se-
curity’, and (4) are ‘proportionate to the scope, scale, duration, intensity, complexity,
sophistication and impact of each particular hybrid campaign’ (emphasis added).!¢°

In many cases, a decision on a lawful and proportionate response to hybrid
campaigns is contingent on the attribution. The process of attribution, most impor-
tantly legal and political attribution, is understood as assigning responsibility for
a malicious hybrid activity to a specific state or non-state actor and consists of dif-
ferent levels.’®! Under the existing EU framework, the attribution is a sovereign na-
tional prerogative, a political decision made by EU Member States on a case-by-case
basis.’®2 The Member States’ decision on attribution should be based on all-source
intelligence, in which they can rely on the assistance of the EU Single Intelligence
and Analysis Capacity framework, which combines civilian and military intelligence
to produce all-source intelligence assessments, particularly the Hybrid Fusion Cell.
However, hybrid threats and campaigns are often designed in such a way as to create
ambiguity around their origins and hinder decision-making processes, which makes
attribution a principal legal challenge impeding EU Member States’ effective re-
sponse. In the 2022 Council Conclusions, the Council of the EU affirmed that not all
measures forming part of a coordinated EU response to hybrid campaigns require
assigning responsibility to a state or non-state actor.!®> Measures covered by the
Framework for a Coordinated EU Response can be tailored to the degree of certainty
that can be established in each case. When coordinated attribution is not possible
or public attribution is not in the best interest of the EU and its Member States,

160 The EU Framework for a Coordinated Response to Hybrid Campaigns, para. 8.

161 Some types of hybrid threats also require a technical attribution, such as in case of cyber-incidents,
where the process of technical attribution involves using information technology forensics to evalu-
ate technical artefacts and evidence to gather knowledge about the attacker’s actions; see: Bendiek
and Schulze Attribution, 2021, p. 10.

162 Council conclusions of a Framework for a coordinated EU response to hybrid campaigns, paras. 14
and 17.

163 Ibid., para. 18.
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well-calibrated asymmetric actions from the toolbox covered by the framework can
be implemented on a case-by-case basis, providing that they comply with interna-
tional law and receive due approval.'®*

According to the Council of the EU’s conclusions, when the perpetrator of a hybrid
campaign can be identified “with a high degree of certainty”, asymmetric and pro-
portionate measures in line with international law may be taken, to either prevent
or respond to a hybrid campaign.'®> Member States’ response is not limited to hybrid
campaigns that are classified as internationally unlawful acts; they can also be trig-
gered by malicious activities that do not classify as such but are considered unfriendly
acts.’® The EU toolbox includes various countermeasures in areas such as diplomatic,
political, military, economic, and strategic communication. Countermeasures based
on the Framework on a Coordinated EU Response to hybrid threats can encompass
measures falling within the foreign, security, and defence policy, such as (1) preventive
measures, including capacity and confidence building measures; (2) cooperative
measures, (3) stability building measures, including public diplomacy and diplomatic
engagement with the involved state actor; (4) restrictive measures (sanctions); and (5)
measures to support Member States, upon their request, which choose to exercise their
inherent right of individual or collective self-defence as recognised in Article 51 UN
Charter.!%” Category 5 refers to collective defence under the mutual assistance clause in
Article 42 para. 7 TEU™® and the solidarity clause under Article 222 TFEU.!%°

The solidarity clause, laid down in Article 222 TFEU, provides that the EU and its
Member States can act jointly in a spirit of solidarity if a Member State is the object of
“a terrorist attack” or victim of a “natural or man-made disaster”.!”° Article 222 TFEU
allows for an EU action as well as direct assistance by one or several Member States to
a targeted Member State.'”! EU action under Article 222 para. 1 TFEU is implemented

164 Ibid.

165 Ibid., para. 14.

166 Ibid.

167 Ibid., paras. 14-15. The objective of measures within foreign, security, and defence policy are to
strengthen prevention, encourage cooperation, facilitate the mitigation of immediate and long-term
threats, and influence the behaviour of potential aggressors in the long term.

168 Treaty on European Union of 13 December 2007 — consolidated version, Official Journal of the Euro-
pean Union C/202 of 7 June 2016.

169 Treaty on the Functioning of the European Union of 13 December 2007 — consolidated version, Official
Journal of the European Union C/202 of 7 June 2016.

170 Both terms are defined in Article 3 of Council Decision 2014/415/EU. A “terrorist attack” means
a terrorist offence as defined in Council Framework Decision 2002/475/JHA of 13 June 2002 on
combating terrorism, while “disaster” means any situation that has or may have a severe impact on
people, the environment, or property, including the cultural heritage.

171 The solidarity clause was introduced by the Treaty of Lisbon as a political response to different
terrorist attacks, such as those in New York in 2001 and Madrid in 2004, as well as to natural disas-
ters such as the floods in Central Europe in 2002. The location of Article 222 TFEU in Part V TFEU
concerning the external action by the EU underlines that the sources of these threats are, at least in
part, seen to be outside the EU, even though the events dealt with in Article 222 TFUE occur on the
territory of the Member States and not externally; see: Erlbacher, 2019, p. 1691.
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by applying Council Decision 2014/415/EU,"7? which sets out the conditions of in-
vocation of the solidarity clause and the available means of reaction. The solidarity
clause is designed as a subsidiary tool of last resort, as the affected Member States
may invoke it only if they consider that the crisis clearly overwhelms the response ca-
pabilities available to them, after having exploited the possibilities offered by existing
means and tools at the national and EU levels.!”® The affected Member State addresses
the invocation of Article 222 TFUE to the Presidency of the Council of the EU. The
European Commission and EU High Representative identify the relevant EU instru-
ments that can best contribute to the response to the crisis. In their respective areas
of competence, they are both responsible for taking all the necessary measures pro-
vided under those instruments, identifying military capabilities with the support of
the EU Military Staff, identifying and proposing the use of instruments and resources
falling within the remit of EU agencies, and producing regular integrated situational
awareness and analysis reports.’”* Invocation of the solidarity clause triggers coordi-
nation at the Council of the EU level (Integrated Political Crisis Response arrange-
ments).'”> Application of the solidarity clause under Article 222 para. 1 TFEU stems
from the EU’s general obligation of solidarity towards its Member States, expressed
as the obligation to mobilise all instruments at its disposal, including the military
resources made available by the Member States, to assist a Member State at the re-
quest of its political authorities in the event of a terrorist attack, to protect democratic
institutions and the civilian population from any terrorist attack, and to prevent the
terrorist threat in the territory of the Member States. In situations involving direct
assistance by one or several Member States to a Member State under Article 222
para. 2 TFUE, Council Decision 2014/415/EU does not apply. The obligation of mutual
assistance between Member States is expressed in a less extensive manner than the
solidarity obligation incumbent on the EU towards its Member States. Each Member
State has the sovereign right to choose the most appropriate means to comply with its
own solidarity obligation towards the affected Member State.!”¢

If a hybrid attack includes an armed aggression, it can trigger the invocation of
the mutual assistance clause (also referred to as the mutual defence clause) set forth
in Article 42 para. 7 TEU. It guarantees that

If a Member State is the victim of armed aggression on its territory, the other Member
States shall have towards it an obligation of aid and assistance by all the means in
their power, in accordance with Article 51 of the United Nations Charter. (emphasis
added)

172 Council Decision 2014/415/EU of 24 June 2014 on the arrangements for the implementation by the
Union of the solidarity clause, Official Journal of the European Union, 1 July 2014, L 192/53.

173 Article 4 para. 1 of Council Decision 2014/415/EU.

174 Article 5 para. 2 of Council Decision 2014/415/EU.

175 Joint Framework on countering hybrid threats, p. 16.

176 Declaration No. 37 on Article 222 of the Treaty on the Functioning of the European Union, Official
Journal of the European Union, 7 June 2016, C 202/349.
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Article 42 para. 7 TEU imposes a legally binding obligation on Member States to
provide ‘aid and assistance by all the means in their power’ to a Member State that is
the victim of armed aggression in its territory. However, the exact nature of aid and
means of assistance can be determined by each Member State differently. Article 42
para. 7 TEU does not require Member States to take military action; military assis-
tance remains only one possible means of aid.

Unlike the solidarity clause under Article 222 TFEU, the mutual assistance
clause foresees Member States’ action only, providing for a direct country-to-country
support, without a previously determined procedure of implementation that needs to
be followed. Member States implement the mutual assistance clause bilaterally with
the Member State invoking it, which, at least in theory, allows for a prompter, more
flexible, and tailored response.!”” Any cooperation between the Member States under
Article 42 para. 7 TEU should respect the specific character of the Member States’ se-
curity and defence policy and comply with the commitments under the NATO, which
remains the foundation of its member states’ collective defence and the forum for its
implementation.!”® As Ramopoulos notes, insertion of Article 42 para. 7 TUE in the
text of the Treaties does not transform the EU into a defence or military alliance but
instead conveys a strong political message.'”’

The key question from the point of view of legal assessment of hybrid threats
and warfare from the perspective of EU law is whether and when hybrid operations
can be classified as an armed aggression under Article 42 para. 7 TEU or a terrorist
attack or man-made disaster under Article 222 TFEU to enable a collective response.
EU policy papers confirm that “multiple serious hybrid threats” can amount to armed
aggression and thus fall within the ambit of Article 42 para. 7 TEU.'®® However, it
is believed that the solidarity clause is more likely to be used in the case of hybrid
attacks that combine criminal and subversive actions without military means.!! The
Council of the EU has recognised that while the use of military force can be an
integral component of some state actors’ hybrid tactics, they might also use hybrid
tactics as a substitute for armed aggression.!8?

177 Ramopoulos, 2019, p. 282; see also Novaky, 2017.

178 Council conclusions of a Framework for a coordinated EU response to hybrid campaigns, para. 15.

179 Ramopoulos, 2019, p. 282.

180 Joint Framework on countering hybrid threats, p. 16. For a recent study on the applicability of Article
42 para. 7 in response to hybrid threats, see: Deen, Zandee and Stoetman, 2022.

181 European Commission and The High Representative of the Union for Foreign Affairs and Secu-
rity Policy, Joint Report to the European Parliament and the Council on the implementation of the
Joint Framework on countering hybrid threats — European Union response, Brussels, 19 July 2017,
JOIN(2017) 30 final, p. 16. The practice shows that states might be more willing to invoke Article
42 para. 7 TEU than Article 222 TFEU, even when the underlying crisis is not of a military nature,
due to the more flexible and less regulated framework of mutual assistance compared to the solidar-
ity clause, which does not entail handing over of political coordination to the Council Presidency,
as in the procedure of Article 222 para. 1 TFEU. Nevertheless, any definite conclusions cannot be
well-founded, as Article 42 para. 7 TEU has so far been invoked only once, by France in 2015, fol-
lowing the terrorist attacks in Paris. For more, see Bakker et al., 2016, pp. 22-29.

182 Council conclusions of a Framework for a coordinated EU response to hybrid campaigns, para. 16.
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The 2016 Joint Framework on Countering Hybrid Threats has called on the Eu-
ropean Commission and EU High Representative to examine the applicability and
practical implications of Article 222 TFEU and Article 42 para 7 TEU in case a
wide-ranging and serious hybrid attack occurs, but such an assessment has not been
accomplished yet. A clearer specification of the thresholds for and consequences of
invoking either clause in the event of a hybrid threat could significantly enhance the
EU’s ability to promptly counteract hybrid hostilities in line with the common opera-
tional protocol. Although embarking on negations on purely hypothetical thresholds
would be counterproductive, creating a common frame of reference among EU
Member States through regular simulations and joint exercises could prevent situa-
tions where some states could question the legitimacy of the invocation and subse-
quently refrain from rendering meaningful assistance.'®

So far, the Member States’ practice does not provide any examples of invoking
either the mutual assistance or solidarity clause to counter hybrid threats. The ar-
tificially engineered migration surge on the Poland-Belarus, Lithuania-Belarus, and
Latva-Belarus borders in 2021, identified by EU officials as hybrid attacks, was dealt
with by the affected countries without resorting to either Article 42 para. 7 TEU or
Article 222 TFEU. The three targeted countries successfully managed the hybrid
attacks with domestic crisis regulations on public emergency,'®** and they were sup-
ported by the EU’s restrictive measures imposed on Belarus. So far, it has been argued
that the EU’s response to hybrid threats and warfare remains overly circumspect, as
the EU is deferring, on the one hand, to national governments to protect themselves
and to NATO on the other.'8°

5. Conclusions

In 1952, Hersch Lauterpacht famously wrote that ‘if international law is, in some
ways, at the vanishing point of law, the law of war is, perhaps even more conspicu-
ously, at the vanishing point of international law’.!%¢ If the law of war is already at the
vanishing point of international law, the emergence of hybrid threats and warfare
has pushed it even further into the abyss, for which military and legal scholars have
coined the term “grey zone.” Waging war with a hybrid arsenal makes contemporary
conflicts an alternative example of the Schrédinger’s cat paradox, which pins down
the dilemma wherein war exists and at the same time it does not. One may argue

183 Deen, Zandee and Stoetman, 2022, p. 22.

184 For an extensive study of the domestic regulations on the public emergency regime in these states,
which enabled an effective response to hybrid threats, see: Nagy and Horvéth, 2020.

185 Tallis and Sime¢ka, 2017, pp. 21-22.

186 Lauterpacht, 1952, p. 382.
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that unlike the paradox in Schrodinger’s quantum experiment, this contradiction
can be easily resolved by distinguishing war in the material sense, meaning factual
hostilities between states (de facto combat), and war in the technical sense, which
denotes the normative condition of the state of war (de jure state of war).'®” However,
the hybrid incidents the world has witnessed in the last two decades, as well as the
legal and military debate surrounding them, clearly show that the legal and political
assessment of hybrid conflicts is far from that easy.

When assessed in relation to the prohibition of the threat and use of force (Article
2 para. 4 UN Charter) and the right to self-defence (Article 51 UN Charter), hybrid
campaigns highlight several specific challenges that the use of unconventional con-
temporary warfare poses to the international system of war prevention. Prohibition
of the use of force under Article 2 para. 4 UN Charter refers to armed force; therefore,
classifying hybrid campaigns that do not involve violent military acts as illegal use
of force is contrary to the prevailing interpretation of Article 2 para. 4 UN Charter,
although some consideration has recently been given to the weapon-like destructive
potential of cyberattacks. The threshold for an armed attack enabling the right to
self-defence under Article 51 UN Charter is higher than that required to consider
hostilities as illegal use of force under Article 2 para. 4 UN Charter; therefore, it
is even more difficult to conclude that the use of hybrid threats and warfare would
trigger the right to self-defence. Hybrid adversaries deliberately act at such a level
of intensity that normally does not allow the targeted state to use forcible measures
in self-defence. In the aftermath of the 2014 Russian hybrid operation in Ukraine,
the NATO declared that hybrid operations could reach the level of armed attack
that could lead to the invocation of Article 5 NATO Treaty. However, it is not clear
whether such operations would require any violent acts by hybrid adversaries to
trigger the NATO’s collective defence mechanism. Otherwise, states targeted with
hybrid threat or warfare below the threshold of an armed attack are limited in their
response to non-forcible countermeasures and peacetime regulations.

The nature of hybrid conflicts, which combine kinetic and non-kinetic means
of warfare, makes it difficult to determine whether the use of hybrid threats and
warfare qualifies as an armed conflict that activates the application of IHL, and if
yes, whether it triggers the IHL regime for an international or non-international
armed conflict. The 1949 Geneva Conventions were drafted at a time when kinetic
warfare prevailed, and currently there is no legal basis to establish that hybrid
conflicts, which do not involve violent actions, trigger the application of the 1949
Geneva Conventions. Nevertheless, the ICRC has recently begun considering the
technological advancements and impact of cyber-capabilities for the applicability of
humanitarian law. The experience of the 2014 hybrid conflict between Russia and
Ukraine shows that the threshold enabling the application of the IHL for an inter-
national armed conflict can easily be averted. The international community’s reluc-
tance to declare the existence of an international armed conflict, entailing the risk

187 Dinstein, 2011, pp. 9-10; Greenwood, 1987, p. 283; Lauterpacht, 1968, p. 65.
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of escalating violence and possibly activating collective self-defence, can successfully
be exploited by hybrid adversaries by using hybrid threats and warfare, such as the
use of unmarked forces and the denial policy.

When countering hybrid threats and warfare, states are bound to respect human
rights law. The relevant legal regime regulating restrictions on and derogations from
human rights obligations is anchored in both the international human rights law
and the THL, and it needs to be assessed individually on a case-by-case basis. Hybrid
campaigns can prompt different consequences depending on whether they occur (1)
in times of armed conflict, (2) in times of public emergency other than armed con-
flict, or (3) in peacetime when no armed conflict or public emergency exists. In times
of war or other public emergencies threatening the life of the nation, states may
derogate from their human rights obligations pursuant to Article 15 ECHR. During
armed conflict, the ECHR enables the most far-reaching derogation of human rights,
even from the otherwise non-derogable right to life set forth in Article 2 ECHR. In
times of public emergencies other than armed conflict, states can derogate from
certain human rights obligations, although not from Article 2 ECHR. Hybrid threats
or warfare below the threshold of an armed conflict can become a valid ground
for derogation from the ECHR regime if the triggering public emergency involves
an actual or imminent threat to the existence of the nation and when the normal
restrictions permitted by the ECHR for the interests of national security are inade-
quate. Hybrid hostilities that do not amount to armed conflict or a public emergency
threating the life of the nation cannot legitimise any derogations from the human
rights obligations under the ECHR. Any response to hybrid threats and warfare en-
tailing restrictions on the enjoyment of individual human rights and freedoms need
to be prescribed by law, must pursue a legitimate aim (e.g. interests of national se-
curity), and should be necessary in a democratic society. Countering hybrid threats
and warfare under the international human rights law paradigm highlights that the
main challenge is balancing the interests of national security and state sovereignty
with the enjoyment of individual human rights, such as the right to privacy.

In the EU domain, hybrid threats and campaigns can trigger various measures
envisaged in the EU treaties and policies, primarily in the area of foreign, security,
and defence policies, including the collective response under Article 42 para. 7 TEU
(mutual assistance) and Article 222 TFEU (obligation of solidarity). Such measures
should be decided on a case-by-case basis; comply with both the international law
and the EU’s strategic interests; and ultimately be well-calibrated and proportionate
to the scope, scale, duration, intensity, complexity, sophistication, and impact of
each hybrid campaign. It requires optimal situational awareness, often lacking in
cases of a concerted hybrid threat or campaign. A coordinated response at the EU
level can be instigated against malicious hybrid activities that constitute interna-
tionally wrongful acts and against those that are merely considered unfriendly acts.
The attribution of responsibility for hybrid activities to a particular state or non-state
actor is not a precondition for the implementation of countermeasures at the EU
level; nevertheless, some measures (e.g. sanctions) can only be targeted. Compared
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to the international legal framework, the framework of the EU (compared to NATO)
“theoretically” offers wider possibilities for a collective response to hybrid threats
and campaigns by enabling the invocation of the mutual solidarity clause (Article
222 TFEU) in situations that otherwise could not trigger the collective defence mech-
anism under Article 5 NATO Treaty. Nevertheless, the possible application of Article
222 TFEU or Article 42 para. 7 TEU (mutual defence clause) to hybrid attacks has not
yet been assessed or implemented in practice.

The analysis in this chapter demonstrates that it is hardly possible to generally
and unequivocally conclude whether the use of hybrid threats and warfare leads
to de facto combat that amounts to the use of force, and whether it triggers legal
consequences attached to the existence of armed conflict, especially if the hybrid
campaign does not involve the use of kinetic force. Balancing between war and
peace, hybrid warfare could indeed substitute for Schrodinger’s cat. It aptly high-
lights how the international community and international legal order thrives on the
traditional dichotomy between war and peace — a dichotomy that is hardly com-
patible with the realities of international relations and works in favour of hybrid ag-
gressors.!8® Facilitating the application of existing international standards to hybrid
threats and warfare through a clearer interpretation of the relevant thresholds and
legal consequences would amount to effective “lawmunition”, translating into better
preparedness and resilience. However, in the author’s opinion, any interpretation
or re-interpretation of the existing international standards, albeit necessary, should
be guided by the spirit of the UN Charter, which seeks to protect our children and
grandchildren from the scourge of war.'®

188 George F. Kennan, 1948, para. 1, expressed that concern already in 1948:
We have been handicapped however by a popular attachment to the concept of a basic difference
between peace and war, by a tendency to view war as a sort of sporting context outside of all polit-
ical context, by a national tendency to seek for a political cure-all, and by a reluctance to recognize
the realities of international relations — the perpetual rhythm of struggle, in and out of war.

189 Teleological interpretation is an imperative that stems from the interpretation guidelines contained
in Article 31 para. 1 of the Vienna Convention on the Law of Treaties, adopted in Vienna on 23 May
1969, UN Treaty Series vol. 1155, Reg. no. 18232.
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