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Abstract

This chapter aims to address the problem presented by governance regimes applicable
to the dual (civilian and military) use of emerging and disruptive technologies such
as artificial intelligence and biotechnology. The author first examines the definition
of “dual use” as it emerges from various unilateral and multilateral governance in-
struments. As several definitions currently coexist, “dual use” is found to constitute a
fuzzy notion, requiring clarification in further regulation and application. The major
regimes governing dual-use technology proliferation and trade are presented with
an emphasis on the role of securitisation in determining the applied regulatory ap-
proach and content. The technological and economic rivalry between the United
States of America and the People’s Republic of China was found to have a defining
role in the current transformation of such governance regimes to the detriment of
free trade. Subsequently, the problems posed by artificial intelligence, biotechnology,
and 5G broadband data transfer were examined in light of dual-use technology regu-
lation, with conclusions presented regarding the future desirable development of the
regulatory environment.
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1. Introduction

1.1. Dual use as a result of technological synergies

Technological and scientific development and warfare are closely associated.
Some of the defining inventions of modern life itself, in fields ranging from power
generation to medicine, manufacturing to telecommunications, and transportation
to data processing, have either been employed during warfare or, quite often, have
even been developed! specifically with warfare in mind. Thus, some technologies
have peaceful and war-like applications simultaneously while requiring little to no
adaptation to suit either purpose. These are the situations to which the notion of
dual-use technology, in its broadest sense, refers.

The ongoing wars in Ukraine or the Middle East allow us to observe, for example,
the deployment? of small, toy-like unmanned aerial vehicles (“drones” in common
parlance, sometimes abbreviated as UAS in the case of light-weight systems, although
henceforth we will refer to them as UAVs) during combat operations.> Many of these
platforms, unlike larger, military-grade UAVs, were initially designed for hobbyists
interested in amateur aerial photography rather than for military use. Adding simple
mounts for ammunition to be released over the heads of enemy forces converts what
was once conceived of as little more than high-end toys, into weapons of war.

In cases when such dual use occurs, a synergy of different technologies, building
on various specialised items and knowledge, is indispensable: to construct an im-
provised combat UAV, an off-the-shelf product must be modified and reprogrammed
by capable personnel. It would not function without advanced telecommunication
support (possibly access to the Internet, or some other way of conveying commands
and transmitting flight telemetry, as well as image data, likely also requiring elec-
tronic countermeasures to evade hostile jamming efforts), access to a global nav-
igation system, or the microprocessors, cameras, remote controllers, screens, an-
tennas, motors, and actuators assembled as a “package” (albeit with a purpose other
than war), which permit effective use of the toy-turned-weapon in combat by the
operator.

This case is instructive in several respects: First, it demonstrates that technol-
ogies thought of as generic or civilian are often of dual use. Second, it shows that
the regulation of such technologies, especially by rules intended to prevent their
proliferation or hostile use, is difficult to accomplish and may affect free trade and
civilian technological development. Third, it shows that whenever we consider du-
al-use “technologies” in the strict sense, we cannot ignore the categories from which
such dual use stems, simply because the technology itself is a result of a synergy

1 Brunk and Jason, 1981, pp. 437-455.
2 Puranik, 2021, pp. 33-52.
3 Thompson, 2024.
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(a self-enforcing interaction) between specialised knowledge (such as that gained by
research and experimentation) and artefacts, or items (ranging from raw materials,
to manufactured — corporeal — goods).* Therefore, dual-use knowledge, items, and
technologies should all be considered as separate objects of regulation. I shall none-
theless examine them together, as references to dual-use technology oftentimes in-
clude not just “technology” in the proper sense of the word, but also knowledge, and
items (components) utilised in its makeup.

1.2. The “grey zone” of dual-use technologies

Some knowledge, items, and technologies, such as those whose purpose is evi-
dently the construction of weapons of mass destruction (WMDs), weapon systems,
or other possibly destructive end uses (e.g. the aptitudes of some nuclear scientists,
rockets and jet engines, highly enriched or weapons-grade fissile materials, reactor
containment vessels, precursor chemicals, pathogens, avionics equipment, advanced
aerospace alloys, radars and targeting systems, directed energy systems, specialised
machine tools, etc.) present obvious dangers, and their identification and strict reg-
ulation poses less of a challenge. These fall into a “black zone” of knowledge, items,
and technologies (mostly dealt with by non-proliferation conventions and weapons
embargos) with clearly defined edges or limits for some obviously destructive
purpose.

The difficult question for experts, regulators, and industry alike is how to define
and regulate items, technologies, and knowledge that do not fall neatly into this cat-
egory, but are part of a “grey zone”, being (mostly) employed in the civilian sector,
or with only marginal obvious significance for warfare, unless some destructive syn-
ergies are created, such as the ones which gave rise to the improvised combat UAV.
Clearly, weapon systems cannot be reasonably considered as having a “dual use”:
their single envisaged use is combat itself. Therefore, these will not form the object
of my analysis, as they are mainly subject to rules on stricto sensu arms control.

Thus, the subject matter of my study shall be constituted by the “grey zone”
items, technologies, and knowledge, the proliferation of which, even for civilian use,
may result in nefarious applications. This is because this “grey zone” is the one that
also includes many of the most significant technological developments for civilian
use, and which presents grave implications for global economic interconnectedness,
including technological interdependency.

While underregulating dual-use technologies poses significant risks, overregu-
lation or abusive enforcement of regulation may also result in costs, which may have
a chilling effect on the development of certain technologies, as during the allocation
of funding, such extant or future limitations on their potential markets will be con-
sidered. Various regimes regarding dual-use technologies seek mainly to balance
national security and national interest concerns with those of business: a high regard

4 For this categorisation, see: Forge, 2010, pp. 112-115.
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for national security may be paired with a low or high regard for national business
interests, and consideration may also be granted to national business interests as
part of national security concerns.®

One other problem for national security, which is rarely voiced, but should not
be ignored when studying the problems posed by dual-use technology regulation,
is the “conversion” of dual-use knowledge, items, and technologies,® which permits
some flexibility in the transfer of resources between enterprises with a focus on de-
fence or on civilian implementation as desirable. In this manner, defence spending
during low-threat periods may be reduced without losing the capability to re-employ
resources for defence if needed.” Such conversion has the added benefit of camou-
flaging defence spending, as exemplified by the development of UAV technology
using European Union (EU) research funding (e.g. Horizon 2020 projects), through
consortia with a hybrid (state and private) structure and also a hybrid (both civilian
and military) purpose, which constitute a nascent “European Industrial Military
Complex” as a response to recent changes in the strategic environment and the de-
fence needs of EU member states.®

1.3. Securitisation as the common element
of current dual-use technology regulation

In the field of dual-use technologies, various regulatory regimes aim to address
two problems. The difficulties of this endeavour are usually summed up by the ‘du-
al-use dilemma’ and the ‘dual-use security dilemma’.’ The former refers to the risk of
intentional or accidental misuse (including unintended military use) of knowledge,
items, or technology in general and is mainly treated in ethical codes, as well as do-
mestic and international regulatory regimes which aim to prevent misuse. The latter
constitutes a behavioural pattern between two actors, where the second fears that
the first will develop or acquire dual-use knowledge, items, or technologies to utilise
them for military purposes, and aims to prevent such an acquisition. In this second
dilemma, every measure one actor takes is considered to have an offensive purpose
by the other, leading to a spiral of ever-stricter responses and counter-responses with
potentially devastating effects on regional and global trade as well as technological
development.

The regulation of dual-use knowledge, items, and technologies may, even without
any hostile relations between economic actors, constitute a pretext for erecting tar-
iff-like barriers, thus excluding some actors from markets and resulting in trade
policies instituted to create a civilian industrial base, which can then be turned to

5 Seyoum, 2017, pp. 695 et seq.

6 Brandt, 1994, pp. 365 et seq.

7 See: Skolnikoff, 2008, pp. 42-47.

8 Martins and Kiisters, 2019, pp. 280 et seq.
9 Lupovici, 2021, pp. 260-263.
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war-like purposes.’® Such policies may also be weaponised as a tool for trade wars
aimed at the economic and political containment of not just real adversaries but also
economic competitors.

Numerous theories have been proposed to explain the effects of dual-use tech-
nology regulations on trade. They recognise the economic impact of such regimes
and that they may be implemented solely for their economic effects, including restric-
tions on free trade.!* Markets, especially those in the economic spheres of influence
of great powers, may be nudged, or outright coerced to only obtain technology from
some suppliers, while competition from entities deemed to be “hostile” may be se-
verely restricted. Such theories, widely referred to as economic securitisation, imply
that by designating a given domain as being of existential importance within a po-
litical unit (i.e. a state or an alliance system) and viewed from the perspective of
the common values of that political system, such a domain may be brought under
a regulatory regime specific to urgent threats: it may be regulated by means and
methods specific to extraordinary rather than ordinary legislation.!? In simple terms,
economic securitisation means that states or alliance systems consider competition
from other states or alliance systems with different values or different geopolitical
interests as a hostile act, or at the very least as a long-term threat in and of itself,
which must be countered by regulatory means specific to (armed) conflicts. These
means may include restrictions on trade and technology transfer as well as other
measures to stunt the development of the perceived adversary.

The securitisation of dual-use knowledge, items, and technology poses several
problems. The primary issue, which must be considered pivotal to future regulation,
is whether, by implementing extraordinary measures, the political entity in which
this phenomenon occurs (e.g. Western democracies) creates a counterproductive en-
vironment for its own economic development, resulting in the re-establishment of
isolated geopolitical blocks to the detriment of interconnectivity. Securitisation, in
its extreme manifestation, may even result in the fragmentation of scientific pro-
gress, especially when, as proposed,!® even institutions of higher education should
observe measures to prevent the undesired transfer of dual-use knowledge, items,
and technologies. Tailoring free-trade regimes set forth in various agreements to
curtail dual-use technology transfer outside a given alliance structure is also an
increasing practice.’* All these considerations must be addressed concurrently to
understand the impact of dual-use technology regimes in the military, civilian, and
specifically, the economic and trade fields.

Owing to such considerations, defining the conceptual limits of dual use and the
scope of regimes that impose limits on dual-use knowledge, items, and technologies

10 See: Blanken and Lepore, 2024, pp. 192-205.

11 Fuhrmann, 2008, pp. 645-649.

12 Buzan and Waver, 2009, p. 265. For further details on securitisation theory, see: Taureck, 2006;
Floyd, 2007; Stritzel, 2007.

13 See: Gearon, 2017; Gearon and Parsons, 2019.

14 Klaus, 2003, pp. 120-129.
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is indispensable. Yet, partly due to the diversity of such regimes, manifested both
in sources of soft law, such as scientific ethics codes, and hard domestic and inter-
national law instruments, such as acts of legislation or international conventions,
and partly due to the diversity of meanings in which “dual use” is utilised, such a
definition is elusive.

The fields in which the dual-use problem has arisen are growing in number as
various disruptive technologies (such as biotechnology, artificial intelligence, and
quantum computing) have emerged from the synergy of new scientific knowledge,
novel materials, and other items as well as previous technologies. Therefore, consid-
ering the security and economic implications of restrictions imposed owing to the
possible dual use of disruptive new technologies, such limitations must be subject to
analysis, which I will undertake in the following sections.

This chapter considers dual-use technology regulation mainly from the per-
spective of technological development and transfer of technology to avoid over-ex-
tending the scope of this enquiry. Due to the breadth of the field of regulation, in
a context of ever-increasing securitisation of geoeconomic competition, this study
cannot offer a comprehensive view of all the relevant regulatory regimes that may
affect dual-use technologies. Therefore, my enquiry is limited mostly to export con-
trols, where the dual-use dilemma is present in the sources of soft law, black letter
law, and administrative practices. For this reason, I shall specifically exclude — apart
from minor references — from the object of this study the problems of foreign in-
vestment screening, which is not specifically regulated by major international in-
struments, and where the relevant EU regulation' has been enacted only relatively
recently. This regulation realised only partial harmonisation when creating the EU
Investment Screening Mechanism (which focuses specifically on information sharing
between the member states, as well as between them and the European Commission,
and transparency and non-discrimination), and left the most significant part of
setting up and operating domestic investment screening regimes to member states
(with the marginal positive effect that some member states that did not operate such
screening were induced to create these mechanisms).!® Consequently, the possible
interactions between measures taken to prevent access to dual-use technology by
making use of foreign direct investment oversight!” against potential adversaries and
export controls will not be analysed separately.

15 Regulation (EU) 2019/452 of the European Parliament and of the Council of 19 March 2019 establishing
a framework for the screening of foreign direct investments into the Union (consolidated text), 2019.

16 Bauerle-Danzman and Meunier, 2024, pp. 8-9, 14-15.

17 See: Zwartkruis, 2024.
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2. Defining dual use

Defining dual use as referring to knowledge, items, or technologies is fiendishly
difficult. Determining the meaning of dual use as an expression constitutes just one
layer of the complexity involved. This is because dual-use concepts in sources of hard
or soft law, legal (and ethics) literature, and doctrine are by no means unitary; in
fact, there exist numerous framings of this notion in both normative instruments and
the relevant literature.!® Some of these conceptually overlap.

Originally, the term “dual use” was clearly meant to achieve the delineation of
technologies that may be turned to military or civilian purposes alike, from those
(few) which did not pose such risks; this meaning was however superseded with the
advent of legal instruments aimed at ensuring non-proliferation of various technol-
ogies, especially the prevention of terrorism, through export controls.' In this sense,
military use was essentially supplanted by malevolent, destructive, or illegal use.?°

One possible model for the historic transformation of the concept of dual use was
charted by Rath et al., who considered national and international non-proliferation
and antiterrorism instruments according to the following scheme:

1. dual use in the meaning of a concomitant, i.e. dual civilian, and military
purpose for the regulated knowledge, item, or technology complemented by
the notions of benevolent or malevolent purpose, when discussing dual use in
anti-terrorism, or anti-criminal contexts (with an added distinction between
accepted use by allies, and unaccepted use by non-allies) — this concept is
present in both national and international, multilateral instruments,

2. dual use, as taken in the above-mentioned civilian-military (or law-en-
forcement) as well as benevolent-malevolent dichotomies, complemented by
a specific meaning of benevolent, or malevolent purpose understood in the
context of human rights protection (i.e. the propensity for an end-use of pro-
scribed knowledge, items or technology in order to restrict exercise of, or
infringe on human rights) — this concept is mostly present in national (and
regional), unilateral instruments,

3. dual use in the meaning of peaceful and non-peaceful purpose of the regu-
lated knowledge, item or technology, a situation encountered in the non-pro-
liferation regimes specifically designed to prevent the spread of weapons of
mass destruction (WMDs) — this meaning is usually found in multilateral
instruments,

4. dual use in the context of biosecurity oversight, where instead of the tra-
ditional dichotomies mentioned above (which consider the — sometimes

18 See: Rath, Ischi and Perkins, 2014; Miller, 2018; Sanchez-Cobaleda, 2022.

19 Rath, Ischi and Perkins, 2014, p. 770.

20 For the possible use categories of technologies deemed as possibly of dual use, including political
use for restricting basic freedoms, and the analysis of the difficulties presupposed by defining such
categories, see: Mahfoud et al., 2018.
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presumed — purpose or use-case), the risks posed by the regulated knowledge
or item is considered, especially regarding whether it could be wilfully, or in-
advertently diverted from its original purpose, thus giving rise to a risk-based
approach, which transcends the known or presumed intentions of the user —
this approach is specific to ethics guidelines in scientific research.

Regarding the presence of the notion of dual use in various major international
instruments, it has been shown?? that the Treaty on the Non-Proliferation of Nu-
clear Weapons® only refers to dual use indirectly (when mentioning fissile — “fis-
sionable” — materials); the Biological Weapons Convention?* refers to the purpose
of use of certain biological agents, an approach that is mirrored by the Chemical
Weapons Convention? (however, the latter also includes schedules listing substances
that are to be considered as being of potential dual use), while UN Security Council
Resolution 1540 (2004) employs the notion of dual use materials only implicitly,
with reference to proscribed materials lists.?¢ Other — mostly non-binding (soft law),
even if regularly adhered to — instruments, such as the Nuclear Suppliers Group
Guidelines,? the Missile Technology Control Regime Guidelines,?® and the Australia
Group Guidelines and Common Control Lists*® employ the notion of “dual use” ex-
plicitly, usually to refer to the substances, items, technology, and software included
in specific proscription lists.®** Among international soft-law instruments, the Was-
senaar Arrangement on Export Controls for Conventional Arms and Dual-Use Goods
and Technologies®! stands out (as the successor regime to the previous Coordinating
Committee for Multilateral Export Controls, or COCOM, arrangement), as its rules
attempt to define dual use by separating military and nonmilitary utilisation of the
various items to which it refers.3?

21 Rath, Ischi and Perkins, 2014, pp. 771-779. A situation related to this last meaning of the notion of
dual use may also be conceived in the case of artificial intelligence and other disruptive technolo-
gies (e.g. nanotechnology, quantum computing, etc.) which by their possibly world-altering effects
would only be comparable to biotechnology, but which, due to their theoretical nature, are as of yet
unregulated or underregulated.

22 Rath, Ischi and Perkins, 2014, pp. 774-777; Sanchez-Cobaleda, 2022, pp. 77-95.

23 Treaty on the Non-Proliferation of Nuclear Weapons, 1968.

24 The Biological Weapons Convention, 1972.

25 Chemical Weapons Convention, 1993.

26 ‘Related materials: materials, equipment and technology covered by relevant multilateral treaties
and arrangements, or included on national control lists, which could be used for the design, devel-
opment, production or use of nuclear, chemical and biological weapons and their means of delivery’.
UNODA, 2004.

27 Nuclear Suppliers Group Guidelines, no date.

28 Missile Technology Control Regime Guidelines, 2023.

29 The Australia Group, no date b.

30 Rath, Ischi and Perkins, 2014, pp. 771-777; Sanchez-Cobaleda, 2022, pp. 77-95.

31 The Wassenaar Arrangement on Export Controls for Conventional Arms and Dual-Use Goods and Tech-
nologies, 1995.

32 Rath, Ischi and Perkins, 2014, p. 774; Sanchez-Cobaleda, 2022, pp. 77-95.
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Thus, the concept of dual use is, apparently, inextricably linked to what have
been referred to as ‘purpose concepts’,*® in fact, dichotomies of “desirable” and
“undesirable” purposes, and which may be summarised as follows: a civilian or a
military purpose, a benign (non-destructive) or a malevolent (destructive) purpose,
a peaceful or a non-peaceful purpose, a legitimate or an illegitimate purpose (from
the perspective of national security and human rights), and finally a “good” military
or a “good” civilian purpose, as opposed to “bad” civilian and “bad” military pur-
poses (mostly significant in the case of technologies with important civilian uses).

It should be emphasised here that while the literature recognises the case of dual
use, where such use may be inadvertent (i.e. in the form of risk-based ethical regu-
lation), this cannot be comfortably squared with any of the above-mentioned dualist
categories, which implicitly assume the existence or possibility of a purpose, that is,
are based on the presumed intentions of the user.

This, in turn, renders the concept of dual use vulnerable to misconstruction
based on the regulator’s intrinsic perspective, instead of on any set of objective cri-
teria. Thus, the risk of dual use may at times just be in the eye of the beholder, that
is, it may depend more on irrational elements than on any objective criterion.>

This conclusion underscores one of the major issues that I would like to address
in this chapter: In the regimes set up to regulate dual-use knowledge, items, and
technology, the casuistic approach runs rampant. Such a method of regulation, even
of soft-law norms such as ethics codes, is particularly problematic in the case of scien-
tific knowledge already gained and cutting-edge research, where in both life sciences
and artificial intelligence, the notion of ‘dual-use research of concern’* has evolved,
just as dual use previously did, very much under the radar of legal scholarship.

The complementary concepts of knowledge, items, and technology are also
somewhat problematic, as they may include tangible items or entire technologies
(materials, plans, research results, microprocessors, UAVs, etc.) but almost always
present an intangible component in the form of education, training, and know-how.%¢

Thus, the conceptual systematisation of rules pertaining to dual-use knowledge,
items, and technologies is an evident necessity. In the international arms control
law literature, a fourfold system of factors has been developed to determine if an
item should be proscribed (including as being dual-use), which may also be readily
applied to dual-use technology regulation in its entirety:

Whether or not an authorization for the export of an item is required will, in general,

”» o«

be determined by answering the “what”, “where”, “who”, and “how” questions. What

33 Rath, Ischi and Perkins, 2014, pp. 779-783; Sanchez-Cobaleda, 2022, pp. 77-95.

34 This phenomenon is present in the ‘I’ll know it when I'll see it’ doctrine developed by the Supreme
Court of the United States in the case of Jacobellis v. Ohio (1964), when it was used to avoid provid-
ing a detailed definition of the concept of “pornography”. Gewirtz, 1996, p. 1026; Rath, Ischi and
Perkins, 2014, p. 777.

35 Urbina et al., 2022, p. 607.

36 On this problem, see: Katz, 2020; Sanchez-Cobaleda, 2022.
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are the product specifications of an item, and do they correspond with a listed item
(classification)? Where is an item heading (destination); is that State subject to a
sanctions regime? Who is ultimately the user of the item (end-user)? And finally, how
will the item ultimately be used (end-use)?*”

Such a system, when adapted to the regulation of dual-use knowledge, items, and
technologies, could be used to summarise and systematise the approaches described
above. This tentative systematisation is presented in the following table:

Table 1. Summary of approaches to the various definitions of dual use
(author’s own).

Context of . .. Dual-use character
Main characteristic 0
dual-use determined Instruments
. of use category )
definition according to:

Traditional civilian / military use |end use national and in-

perspective ternational (multi-
lateral); binding and
non-binding

Positional®® use by an ally / end user, end use mostly national and

perspective use by an adversary regional (e.g. EU)
binding instruments

accepted use / end use
unaccepted use

Law-enforcement |legal use / illegal use end user, end use national and in-

and anti-terrorism ternational (mul-

perspective tilateral), binding
and non-binding
instruments

Human rights potential use infringing |end user, end use national and re-

perspective on human rights gional unilateral
instruments

37 Voetelink, 2022, p. 72.

38 What I choose to call a “positional” definition here refers to provisions contingent on the status
(position) of an actor. Under such a definition, the very same conduct may be legal when exercised
by one actor, and illegal when exercised by another. Such positional rules regularly result from val-
ue-system principles (moral, political, and ethical principles) that imbue legal rules with external
values (such as states under a rule of law, as opposed to states considered autocracies). These values
are sometimes subject to sudden change. See: Kelsen, 1991, p. 115.
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Context of . . Dual-use character
Main characteristic .
dual-use determined Instruments
.. of use category .
definition according to:
Non-prolifer- potential nefarious classification, desti- |binding interna-
ation of WMD (non-peaceful) use nation, end user tional (multilateral)
perspective instruments, na-
tional instruments
Biosecurity and potential for unethical, |classification, end non-binding ethics
life sciences risky, or nefarious (non- |user, end use codes
perspective peaceful) use

I consider that the concept of dual use as well as all complementary concepts in-
dicated above constitute what is called, including in legal science, a fuzzy set, that is,
a set whose elements cannot be clearly defined, with some meanings possibly outside
the set, as well as inside it, and major conceptual overlaps, depending on subjectively
attributed criteria (resulting from the “I’ll know it when I'll see it” approach intrinsic
to the regulation of the topic).* This is a well-known problem in instruments aimed
at achieving non-proliferation and arms control, where the use of imprecisely de-
fined notions is both intentional and problematic, not just allowing political manoeu-
vring, but also inadvertent misunderstanding*® when it comes to potential dual-use
knowledge, items, or technologies subject to the imposed measures.

The creation of a functional normative definition of dual-use technology has also
been attempted. In our opinion, the best definition to date was proposed by Forge
and is as follows:

An item (knowledge, technology, artefact) is dual use if there is a (sufficiently high)
risk that it can be used to design or produce a weapon, or if there is a (sufficiently
great) threat that it can be used in an improvised weapon, where in neither case is
weapons development the intended or primary purpose.*

The author aptly notes immediately after the definition that ‘The judgements
about risk and threat are contextual [...]. Also, the definition presupposes a system
of values that informs the general attitude to weapons production as bad because it
provides the means to harm’.*

In this way, the subjective complementary content of the definition stands clearly
recognised: this definition, and in fact any attempt at a normative definition of dual
use, is predicated on first creating a moral framework for acceptable and unacceptable

39 See: Legrand, 1999, p. 238.

40 Bremer-Maerli and Johnston, 2002, pp. 54-56.
41 Forge, 2010, p. 117.

42 Forge, 2010, pp. 117-118.
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use that will inherently constitute a value-judgement on the purpose of the user,
which in turn presents numerous difficulties.*® First, there is no universal, all-encom-
passing definition of dual use that ignores a subjectively defined purpose. Second,
the use of purpose-based dichotomies makes divorcing any possible definition from
a case-by-case judgement of particular circumstances, and possibly political or eco-
nomic expediency, rather difficult. Third, this exposes regulatory regimes of du-
al-use knowledge, items, and technology to securitisation-driven regulation, thereby
drawing into the field of such regulation the geopolitical and geoeconomic concerns
of the national regulator beyond purely normative (black letter law) content.

A tempting proposition for treating the issue at hand would be to dispense with
the notion of dual use, as some international instruments cited above do, and con-
centrate on the affected knowledge, items, and technology. This solution, however,
presents its own risks as it tends to result in “leaky” proscription lists, especially if
tailored too tightly around extant information. Therefore, it would exclude emerging
disruptive technologies, at least until a periodic review of the lists of proscribed
knowledge, items, or technology is duly undertaken, a problem that, as I shall show
below, is currently present, especially in the (non)regulation of dual-use artificial
intelligence algorithms. Conversely, a general list of proscribed objects would result
in stifling trade, even when dual-use risks are minimal or non-existent. Finally,
the creation of global and regional governance regimes, complete with institutions
that would determine the dual-use potential of knowledge, items, and technologies
through a transparent procedure administered by a court or arbitration body, would
be desirable. Such proposals merit consideration by national regulators and interna-
tional organisations.

3. Major regulatory regimes applied to dual-use technologies

Governance and regulatory regimes applied to dual-use technologies can be clas-
sified as either multilateral or as unilateral regimes. The first is characterised by some
form of cooperative adoption and enforcement, even if the regime itself is based on
soft law, that is, non-binding instruments. The second is based on the national instru-
ments by which the desired export controls are achieved. While unilateral regimes
abound in the field of dual-use technology regulation, multilateral regimes have his-
torically proven to be more efficient tools for preventing the undesired proliferation
of technology and providing regulatory templates for unilateral regimes.

43 I would also like to note here that the definition seems to ignore forms of non-desirable use, other
than military use, even if such forms, including infringements of human rights, result in inadvertent
but possible existential risks.
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An example of such multilateral solutions and arms control regimes is the
well-established element of the international legal order. Binding and nonbinding
instruments with the scope of preventing the proliferation or development of WMDs
abound and have existed for a considerable amount of time (at least since the 17th
century).*

Numerous such instruments, especially those adopted beginning in the second
half of the 20th century, many of which will be mentioned in this respect in the
following, usually contain some provisions regarding dual-use knowledge, items, or
technologies, even if the notion of dual use itself is not explicitly mentioned in their
text. Their stated aim was to enhance global, regional, and national security by
restricting the proliferation of knowledge, items, and technologies that were con-
sidered to pose significant risks. Such regimes may manifest themselves in binding
multilateral instruments, such as arms control treaties (specifically adopted to defend
against the spread of weapons of mass destruction or other types of weapons), export
restrictions, and other barriers to trade enacted at the regional level, or unilateral
measures.*

From the perspective of dual-use knowledge, items, and technologies, the first
regime which remains relevant today was the result of the (now — possibly — first)
Cold War, namely, the establishment of the Coordinating Committee for Multilateral
Export Controls (COCOM) in 1949,% with various systems instituted in different
forms throughout the Cold War and beyond.*” The establishment of this first specific
regime and its maintenance during the Cold War also occurred with the intention of
stunting technological development in countries that were considered hostile to the
United States (US).*® Therefore, it constitutes an eloquent example of a multipurpose
regime that serves national security objectives, as well as economic and political
leverage in the form of an embargo. The COCOM regime later evolved into the Was-
senaar Arrangement,* geared initially — in the climate of cooperation and good will
that characterised the end of the Cold War - towards preventing technology transfers
to “pariah” states that could pose a significant risk to international order. Following
this transformation of the COCOM regime, other dual-use technology control re-
gimes continue to aim to restrict technology transfer in the interest of national se-
curity as well as to impose embargos and erect other impediments to international
development in the interest of major powers.>

The most significant multilateral (legally non-binding but generally adhered
to) instruments for dual-use technology export control include the Missile Tech-
nology Control Regime, the Nuclear Suppliers Group, the Australia Group, and the

44 Davis, 2002, pp. 20-22.

45 For an exhaustive historical list of such regimes, up to the year 2002, see: Grahame, 2002.
46 See: Bown, 2020, pp. 296-298.

47 I shall analyse the notion of dual use in such later regimes, in more detail in the following.
48 See: Hofhansel, 1993.

49 Kim, 2021, pp. 386-387.

50 Davis, 2002, pp. 32-36.
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Wassenaar Arrangement. Of these, the last is the most significant, as the other in-
struments are either not meant to govern dual-use technologies in general terms and
remain limited to the fields of nuclear and missile technology, respectively, or (as in
the case of the Australia Group, being confined to the governance of chemical and
biological technologies®!) do not explicitly, or even implicitly, consider all emerging
and disruptive technologies.

Unilateral export controls constitute regimes instituted at the national or re-
gional level®? (mostly implemented by significant geopolitical and economic actors
or alliances of such actors) to impede the transfer of (dual-use) technology to po-
tential adversaries and competitors. Export controls may result not only from con-
cerns about the proliferation of weapons or technologies that may be weaponised,
but also from the intention to contain or sanction potential adversaries, and even to
stifle competition. Unilateral regimes may be set up by significant individual tech-
nology exporters such as the US and the People’s Republic of China (PRC). It is
these two exporters’ unilateral regimes that I shall present with particular emphasis
in what follows, with the proviso that several other major technology exporters,
such as some EU member states, also establish significant export control regimes
(by adopting national control lists of proscribed items and/or by adhering to the
EU Dual-Use Regulation).>® Before analysing unilateral regimes, however, the most
significant international framework for controlling dual-use items, knowledge, and
technologies must be discussed.

3.1. The Wassenaar Arrangement

The Wassenaar Arrangement (named for the small town near The Hague where
it was signed) was founded in 1995 by the Final Declaration of December 1995 and
counts among its members 42 technologically advanced countries.>® It is by far the
most significant multilateral regime for regulating dual-use technologies, and the
most relevant when it comes to emerging technologies. Based on this arrangement,

51 The Australia Group, no date a.

52 Here I include EU instruments among unilateral export controls as EU norms, which constitute a
complex mesh of rules, which intermingle with national export control regimes and are binding
upon the member states just as domestic law would be, while the EU, due to its wider scope, cannot
be considered an international organisation in the classical sense.

53 E.g. In the year 2023, the Netherlands, Spain, Lithuania, and Finland adopted such national control
lists from among the member states of the EU. European Commission, 2024b, pp. 7-8.

54 The Wassenaar Arrangement on Export Controls for Conventional Arms and Dual-Use Goods and Tech-
nologies. Final Declaration, 1995.

55 These are as follows: Argentina, Australia, Austria, Belgium, Bulgaria, Canada, Croatia, the Czech
Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, India, Ireland, Italy, Ja-
pan, Latvia, Lithuania, Luxembourg, Malta, Mexico, Netherlands, New Zealand, Norway, Poland,
Portugal, Romania, Russia, Slovakia, Slovenia, South Africa, South Korea, Spain, Sweden, Switzer-
land, Turkey, Ukraine, the United Kingdom, and the United States. Arms Control Association, 2023,
n. 1.
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the Secretariat instituted by its founding documents publishes and, after considering
the feedback from the members, regularly updates the List of Dual-Use Goods and
Technologies, and Munitions List.>® These constitute the proscribed item lists re-
garding which members agree to institute export controls (implementing a mainly
classification-based approach).

Two noteworthy facts should be emphasised. The first is that the Wassenaar
Arrangement members include Russia, which in the current security environment
is proving extremely problematic when it comes to voluntary compliance,’” whereas
this regime does not include the PRC; the second is that it does not include the EU
itself.>® Even if EU member states are partners in the arrangement, the EU as such
is only informally and thus indirectly bound by what is agreed, leaving the content
of harmonisation instruments to be determined by a block constituted almost ex-
clusively of members of the arrangement (with the notable exception of Cyprus),
without being itself a formal member.

While the arrangement is a sound tool for the control of dual-use technology
in general, when it comes to disruptive technologies, it has its shortcomings, as the
potential risks and transformative effects of these technologies are not yet known,
and many states may desire to progress in developing them. At the same time, the
proscribed item lists may not be kept sufficiently up to date to prevent undesired
proliferation.

The issue of the PRC’s non-participation in the arrangement comes to the fore
specifically because of the significant development there related to cyber-surveil-
lance technologies, for which the PRC is also a significant exporter. The arrangement
was updated for specific categories of surveillance technologies in 2012-2013, such
as systems permitting intrusion into the targeted information technology infra-
structure (including mobile telecommunication interception) and internet providers’
surveillance tools.> However, this was not done with reference to human rights or
their possible infringement through the use of mass surveillance, but from tradi-
tional defence considerations.

In addition, while the necessity of the arrangement’s adaptation to dual-use tech-
nologies in general has long been known,® and the participating states set out to

focus on novel or rapidly evolving technologies such as quantum computing, ad-
ditive manufacturing, suborbital vehicles, advanced sensors, robots and artificial

56 The second volume of these lists is published. For the latest list, see: The Wassenaar Arrangement
Secretariat, 2023.

57 The fact that Russia aims to implement dual-use technologies in its military industrial development
programmes is quite well known, and even openly stated, and has been so for a long time. See, for
example: Bzhilianskaya, 1996.

58 Bown, 2020, p. 298.

59 Kim, 2021, pp. 389-394.

60 Himmelfreundpointner, 2017, p. 65.
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intelligence [considering the Arrangement] as the appropriate forum in which to
address trade and security challenges arising from new and emerging technologies,®

no notable progress has been made in this regard. However, of the disruptive
new technologies, quantum computing is indirectly considered, as the 2023 edition
of the Wassenaar Arrangement lists includes technologies that may be utilised to
harden or defend cryptography during and after the advent of quantum computing®?
(post-quantum encryption), which would compromise the prime factor-based cryp-
tosystems widely used today.

In addition, while the Wassenaar Arrangement is the gold standard in the domain
of multilateral instruments governing the non-proliferation of some dual-use technol-
ogies, the technical approach it takes is subject to criticism, as it employs proscribed
items lists agreed upon unanimously by the participant states. Such agreements are
reached through time-consuming negotiations and therefore may be problematic, as
it is necessary to update the arrangement in response to unpredictable advances in
disruptive technology, a shortcoming that is already evident with respect to artificial
intelligence, as an element of a wider debate®® on updating the agreement to cover
cyber weapons.

Further, the arrangement does not provide for efficient catch-all tools, as it does
not result in the adoption of a commonly agreed-upon list of suspicious entities
(which would mention end users to whom exports are prohibited) or similar docu-
ments, which other mostly unilateral tools utilise. Therefore, while the arrangement
is useful as intended against pariah states it is less so against geopolitical adver-
saries or competitors, a major goal for the development of other dual-use technology
regimes, which remain instituted mostly by way of unilateral instruments, even if
coordinated at the level of various ad hoc coalitions or alliances.

3.2. The US export control regime

The US operates a complex and comprehensive export control regime® com-
prising several systems or layers of regulation. The rules of the regulatory regime
are not limited to what would be considered exports in the common sense of the
notion, regarding knowledge, items, or technologies, but also cover so-called deemed
exports, i.e. disclosures of information, or release of technologies inside the US to a

61 Griffiths, 2019, p. 4.

62 The Wassenaar Arrangement regulates “post-quantum, quantum-safe or quantum-resistant” algo-
rithms. The Wassenaar Arrangement Secretariat, 2023, p. 95.

63 Ruohonen and Kimppa, 2019, pp. 175-183. The arrangement’s proscribed items list does refer to
“military offensive cyber operations” but not specifically to cyber weapons used for surveillance
and suppression of human rights.

64 For an overview and critique of this system, see: Congressional Research Service, 2020. See also:
Congressional Research Service, 2021.
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foreigner, including in situations of academic discourse and scientific communica-
tion.%®> One of these layers is constituted by the International Traffic in Arms Regu-
lation (ITAR),% which governs weapons and related military-use technology exports
(which are not included under the dual-use category). More significant, from the
perspective of this chapter, is the Export Authorization Regulations (EAR),% through
which the Bureau of Industry and Security (BIS) of the US Department of Commerce
historically regulated less sensitive technology (not evidently destined for military
use).%® This historic and somewhat limited scope of regulation has been extensively
revised since 2018% and now constitutes the principal instrument of dual-use tech-
nology export control, affecting US-first exporters and foreign re-exporters alike (as
well as some participants in US domestic commerce). Therefore, this regulation can
be applied extraterritorially. The 2018 iteration of the export control rules constitutes
the implementation of a strict, unified regime for the administration of the exports of
dual-use technologies (in the civilian-military dichotomy), which follows a wave of
moderate deregulation after the end of the Cold War to prevent hindering US exports
and as a means of increasing American competitivity with other economies.

Today, the EAR mainly regulates the export of dual-use knowledge, items, and
technologies subject to export controls specific to civilian (or at least non-military)
implementations, constituting the cornerstone of the Dual-Use System for export
control.”’ The scope of the Dual-Use System extends to ‘commodities, software, or
technologies that have both civilian and military applications’”* The system was ad-
ministered under the Export Control Reform Act of 2018 (ECRA),”> which ultimately
imposes export restrictions on dual-use technologies within the powers of the exec-
utive branch, and more specifically, the president of the United States.”® Determining
which dual-use technology exports will be subjected to export controls, however,
mainly falls under the jurisdiction of the BIS.

The scope of the US export control rules is established by enumerating the tech-
nologies to which they refer ( without defining any form of dual use). As novel
provisions of ECRA, when compared to the previous regime, and in response to

65 Weinberger, 2009, p. 156. The author points out that deemed exports are vaguely and generically
defined, a conclusion valid even in light of the current regulatory regime. See: Deemed exports, no
date.

66 The International Traffic in Arms Regulation (ITAR), 2024.

67 Export Authorization Regulations (EAR), 2024.

68 See: Alavi and Khamichonak, 2017, p. 67; Lazarou and Lokker, 2019, pp. 2-3.

69 Whang, 2021, pp. 19-20.

70 See: Congressional Research Service, 2020, pp. 2-4.

71 Congressional Research Service, 2020, p. 1.

72 Export Control Reform Act of 2018, 2018, secs. 2, 115.

73 For a description of the current provisions of the Export Control Reform Act of 2018, see: Congres-
sional Research Service, 2021.
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the growing (but by no means recent’) unease about geopolitical and geoeconomic
rivalry with the PRC,”® the act contains separate measures for emerging and foun-
dational technologies (also named in the act as emerging critical technologies), by
creating an interagency process under the supervision of the president of the US, to
identify and regulate the export of such technologies. These technologies, pursuant
to the ECRA, may be added to the Commerce Control List (sometimes also referred
to as the BIS list), a solution that was previously applicable to less sensitive dual-use
technologies.

While the act in force does not specifically enumerate the technologies to which
this enhanced regime applies, according to the BIS, these should include technol-
ogies such as” additive manufacturing (popularly known as 3D printing), advanced
computing technology, advanced materials (including nanomaterials), advanced
surveillance technology, artificial intelligence and machine learning-related tech-
nologies, various biotechnologies, brain-computer interfaces, data analytics technol-
ogies, hypersonic technologies, (advanced) logistics technologies, microprocessor
technology, position, navigation, and timing technologies (e.g. global positioning
systems), quantum information and sensing technologies, and robotics.”” Along with
the possibility for the BIS to compile lists of proscribed items, the ECRA provides for
administrative licencing of potentially dual-use exports (but also of foreign direct in-
vestment in situations where it might provide access to such technologies — a solution
that blurs the lines between export controls and investment screening). During the
licencing process, the presence of foreign entities or persons who would be con-
sidered a threat to US national security is also examined, and considered along with
risks presented by the export to the US defence industrial base either in the form
of a penury of the exported item, or based on broader economic concerns, such as
a reduction in the US domestic production of items, the development of which was
funded by federal resources, or the reduction of employment of persons with skills
critical to national security within the US.”® Due to the relative inability of the World

74 The US has been hostile to what it perceives as the “rise” of China and Chinese technological de-
velopment for decades, citing reasons of economic competition, perceived as significant from the
national security and technological superiority perspectives, demonstrating the securitisation of
economic competition. See: McCormick, 2006; Officials Show Scant Interest in Major Export Control
Overhaul for China, 2011.

75 Whang, 2021, p. 26; Gehrke and Ringhof, 2023b.

76 Congressional Research Service, 2021, p. 20; Tongele, 2022a, 2022b. A much wider list of technol-
ogies was considered as subsets of the ones listed above. See: Industry and Security Bureau, 2018.

77 Other technologies were added to this list, resulting from the 2019 update of the Wassenaar Ar-
rangement, these being: ‘hybrid additive manufacturing (AM) / computer numerically controlled
(CNC) tools; computational lithography software designed for the fabrication of extreme ultraviolet
(EUV) masks; technology for finishing wafers for 5nm production; digital forensics tools that cir-
cumvent authentication or authorisation controls on a computer (or communications device) and
extract raw data; software for monitoring and analysis of communications and metadata acquired
from a telecommunications service provider via a handover interface; and sub-orbital craft.” Con-
gressional Research Service, 2021, p. 21.

78 Congressional Research Service, 2021, p. 24.
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Trade Organization’s (WTQO’s) General Agreement on Tariffs and Trade (GATT”®)
system to combat de-globalisation through the securitisation of world trade,®® this
system allows for provisions (Art. XXI(b)(ii) of the GATT in the 1994 version of the
text) that permit the restriction of trade in case of shortages and for the defence of
national security virtually without restriction, enabling the US to pursue a wide-
ranging geoeconomic programme using export restrictions.

Therefore, the extant US export control regime, and specifically its new post-
2018 provisions under the ECRA, aims for more than controlling dual-use technology
outflows to protect national security imperatives. In fact, the regime instituted re-
flects what can be considered as a new, wider notion of economic security, or, more
precisely the ‘securitization of economic policy’,®! an attempt to maintain and en-
hance technological and economic advantages over not just adversaries such as the
PRC,?®2 but also simple competitors.?

The US export control regime also doubles as a de facto sanction regime, as the
BIS maintains an Entity List,®* which, unlike the proscribed technology lists, and
specifically the control lists of the Wassenaar Arrangement referred to above, does
not regulate dual-use knowledge, technology, or items in particular, but the entities
to which exports of such items are effectively banned or subject to special conditions.
This list contains numerous legal and natural persons, not just from states subject to
sanctions but also from EU member states, thereby effectively hindering trade with
the EU (albeit within the remit of US economic relations with EU member states).

The US unilateral export control regime effectively operates as an offensive
geoeconomic tool®® (not just as a simple sanction regime or embargo) because of the
extraterritorial application of its rules: products that are manufactured outside the
US but with export-restricted technology remain subject to it even if the products
themselves do not incorporate restricted technology. In this manner, the US may
leverage, and is known to have leveraged,® its technological might to interfere in
commerce between third parties.

79 The name is the abbreviation of the General Agreement on Tariffs and Trade, 1947.

80 Bown, 2023.

81 Bown, 2020, pp. 287-289; Hrynkiv, 2022. The cited author sees the reasons for this securitisation
in the transformative effects of digitalisation, and especially artificial intelligence, which increases
competition between nations, and threatens to disrupt previous global economic and power hier-
archies. In this context, export controls aim not only to defend national security, but also have a
broader economic and technological supremacy over perceived adversaries, constituting a manifes-
tation of deglobalisation, when coupled with other, apparently purely economic measures (such as
politically, rather than economically motivated tariffs).

82 Bown, 2020, pp. 289-292.

83 Pillar, 2023.

84 For the current entity list, see: Supplement No. 4 to Part 744, Title 15. Entity List, 2024.

85 Bauerle-Danzman and Meunier, 2024, pp. 9-13.

86 See: Fagersten et al., 2023.
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From these norms, it may be discerned, as has been duly observed,®” that for
geoeconomic reasons, the US desires to decouple from the PRC and acts to preserve
and increase American advantages in the high-tech sector (currently specifically
semiconductors), with possible adverse effects on the trade position of the EU and its
member states.®® Specifically, unlike the EU, the US utilises its export control regime
in a punitive manner to impose specific sanctions on adversaries such as the PRC,
while the EU adopts a country-neutral regime combined with specific sanctions to
control the export of dual-use technology to states such as Russia.®

3.3. The EU dual-use regulation

The EU operates an export control regime comparable in complexity to that of
the United States, which is meant to hinder the export of dual-use technologies,
to enforce the international obligations of the member states pursuant to non-pro-
liferation instruments adopted under the aegis of the United Nations (such as the
Nuclear Non-Proliferation Treaty, the Chemical Weapons Convention, the Biological
Weapons Convention, and UN Security Council Resolution 1540), to comply with in-
ternational soft-law instruments that set up multilateral export control regimes, and
to implement EU foreign policy measures, including various sanctions.’® This regime
is underpinned by the recently recast comprehensive Regulation (EU) 2021/821%
(EUDUR). The EU dual-use technology regime may well be considered as a multi-
lateral instrument, as, while the EU does have a legal personality under international
law, its regulatory powers extend to member states.

Regulation (EU) 2021/821, as the previous applicable norm, does not stop
member states from adopting dual-use technology export controls of their own, in-
sofar as they do not contradict the provisions of the EU norm, a behaviour that has
resulted in undue complications in determining applicable norms, and the risk of a
“patchwork” legal regime.”? According to the EUDUR, member states are beholden to
enforce all international sanctions obligations, arising from ‘(...) sanctions imposed
by a decision or a common position adopted by the Council or by a decision of the
OSCE or by a binding resolution of the Security Council of the United Nations’ (Ar-
ticle 15(1)(b), see also Recital no. (19)).

87 Gehrke and Ringhof, 2023a, 2023b; Fagersten et al., 2023, pp. 6-7.

88 Fiagersten et al., 2023, pp. 55 et seq.; Chorzempa and von Daniels, 2023.

89 Gehrke and Ringhof, 2023b.

90 See: European Commission, 2024a.

91 Regulation (EU) 2021/821 of the European Parliament and of the Council of 20 May 2021 setting up a
Union regime for the control of exports, brokering, technical assistance, transit and transfer of dual-use
items, 2021.

92 European Commission, 2024b, p. 8. To document national export controls for dual-use technology,
the European Commission on 20 October 2023 published a list of national export controls. See:
European Commission, 2023.
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The specific solution for dual-use technology export control adopted by the EU
is tailored to the structure of the EU itself, and therefore serves as a harmonisation
instrument. The EUDUR creates a set of common rules for exports, including tech-
nical assistance and transit of items subject to export restrictions, of dual-use tech-
nology, as well as common criteria based on which the exports are to be assessed
and authorisations are to be granted, common end-use controls, and catch-all rules
for non-listed items (e.g. that may be used to restrict human rights in the course of
cyber surveillance, or the manufacture of WMDs).”® This part human rights-based
approach, especially regarding the catch-all clause governing the export of technol-
ogies prone to use in cyber surveillance (to which I shall refer below during the dis-
cussion of dual-use Al), constitutes a specific aspect of the EU export control regime
and one that was not universally accepted at the outset, in part because it placed
the onus of vetting potential export destinations on the exporting entity, usually a
private company.>

The EUDUR is the result of a recent trend in the EU, dictated by the European
Commission, which has the aim of mobilising the bloc towards proactive partici-
pation in geoeconomic rivalries. in the post-2017 context of US-PRC tensions, ten-
dencies for disengagement from multilateral organisations by the US, an increase in
economic protectionism, and risks such as the Covid-19 pandemic and the flareup
of the Russo—Ukraine war. In short, the regulation stems from the EU’s intention
to follow suit in the increasing securitisation of economic relationships by creating
offensive and defensive geoeconomic tools, among which export controls occupy a
significant position.”®

This, especially with regard to the PRC, is in stark contrast to the pre-2017
period, during which, in the lack of any major security interest in the Asia-Pacific
region, the EU placed emphasis on Eastward-bound trade and cooperation, while
observing existing export restrictions, such as the arms embargo instituted against
the PRC after 1989.%¢

This period ended in a series of near-collisions between EU and US policies to-
wards the PRC, in which the US demonstrated a high degree of commitment to-
wards securitising trade relations, and as part of a wider pressure campaign to force
US allies to choose sides in the Indo-Pacific region’s disputes, strong-arming the
EU into adopting policies contrary to the initial intentions of the bloc, such as dis-
couraging several EU member states from participating in the Asian Infrastructure
Investment Bank or the Belt and Road Initiative.’”

This demonstrates that centripetal forces in action between the US and the PRC
are pushing the EU towards adopting measures, including in the domain of export

93 See: European Commission, 2024a.

94 Kanetake, 2019, pp. 159-161.

95 Bauerle-Danzman and Meunier, 2024, p. 13.
96 Bréduner, 2013, pp. 460-461.

97 Deng, 2020, pp. 113-118.
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regulation, that now run counter to initial attempts at establishing interconnectivity
and rare dictated by developments in a region that the EU, for a long time, prior to
US-driven securitisation of economic relations — considered as one outside its sphere
of strategic interest, as merely a partner and economic competitor, but not a security
threat.”®

The EU export control regime may be considered as long-suffering from various
maladies that the recast version of the EUDUR (as well as previous iterations of its
rules) has only partly addressed, such as difficulties in the mutual recognition of
export licence documentation, the problems of firms established in several member
states in correlating and adhering to the various national regimes, along with the
common EU regime, and the information flow regarding end users of the exported
technology, which is crucial for operating the catch-all rules of the regulation.”®
Some of these difficulties were partly addressed;!®® however, the current state of
the regulation has not been immune to criticism (especially when it comes to trans-
parency and the possibility of member states “taking over” measures adopted by
other member states, a particularly pernicious problem if a common defence market
is to be achieved). This criticism was levelled against several aspects of the EUDUR
as follows:

1. The regulation continues to be a patchwork system, with a wide range of pos-
sibilities for member states to institute their own controls, parallel to the EU
framework, a problem that is compounded by the fact that that these frame-
works, in spite of the publication of a compilation of national rules in late
2023, lack transparency and are developed without sufficient consultation.

2. If member states decide to adopt (take over, as a measure permitted by the
regulation) and implement controls previously enforced by other member
states, there is little communication about when and how this may occur,
a problem that particularly impacts catch-all measures specific to unilateral
sanctions, which should be (but are not being) efficiently disseminated be-
tween the exporters of the various member states.

3. Member states may be barred by domestic rules from adopting export con-
trols from other member states.

4. Forum shopping may occur when products cannot be directly exported from
a given member state to a third country, but after transfer to another member
state with more lenient rules for dual-use technology export, such an export
may commence.

5. The lack of a common set of overall objectives in the field of export control
policy, as member states hold the initiative in defining the contents of what
is basically a multilateral regime (a problem that the White Paper on Export

98 Bauerle-Danzman and Meunier, 2024, p. 7.
99 Chopping the Red Tape, 1998, pp. 4-5.
100 United States: Proposed Changes to the EU Dual-Use Export Control Regime, 2016.
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Controls proposes should be solved by extracting this domain from the or-
dinary legislative procedure).

6. The lack of common EU action internationally, as part of the EU common
foreign and security policy, which also exposes some member states to strong-
arming, even from partners.!!

Thus, the EUDUR is an imperfect instrument that should be updated, keeping in
mind the creation of a common set of EU-administered export rules, constituting a
unified regime that may also benefit the common defence market currently taking
shape.

3.4. The PRC’s export control regime

Chinese policy on the development of civilian-military dual-use technology
has shown significant novelty in recent years. Both direct and indirect instruments
adopted in this area have increased in number and significance, starting in 2001,
with a noticeable wave of regulation from 2015 to 2020. It demonstrates a policy
trajectory towards enhanced bi-directional (military-to-civilian sector and civil-
ian-to-military sector) technology transfer, as well as technological integration be-
tween military and civilian applications, including by breaking down confidence
barriers between the military and civilian sectors, and by establishing common
standards.'*

This change in stance can be attributed to the broader set of policies enacted to
achieve a wider economic transformation, by relying on emerging and transform-
ative (digital) technologies as the drivers of future economic growth. The overall
objective is avoiding the “middle income trap” that threatens the current structure
of the PRC’s economy.!®® Therefore, the PRC’s efforts to attain a leading position
in emerging and transformative technologies constitute more than a simple drive
for modernisation, of which there have been many in the nation’s history; they are
driven by an imperative set in the strategic context of geopolitical rivalry. This per-
ception stems from an expectation on behalf of PRC policymakers towards inter-
ference by the USA and other Western powers directed at the economic containment
of the PRC,'** which has, from the Chinese perspective, been partly realised by con-
crete measures, particularly those enacted by the US, directed against the export of
technologies vital to the PRC’s aspirations.

In response to measures undertaken by the US in the context of what is perceived
on both sides of the Pacific as a wider geopolitical and geoeconomic rivalry (inter
alia, by targeting PRC-registered companies for mixed, partly politicised reasons),

101 European Commission, 2024b, pp. 8-12.
102 Meng and Wang, 2023.

103 Qi and Chu, 2022, pp. 19-23.

104 Qi and Chu, 2022, p. 16.

331



JANOS SZEKELY

the PRC has also enacted its first Export Control Law'® (known as the ECL, replacing
under this respect the less detailed provisions of the Foreign Trade Law), which came
into force in 2020. Dual-use items are specifically mentioned as within the scope of
this law, as well as a catch-all category comprising ‘technologies, services and items
relating to the maintenance of national security and national interests’ (which con-
stitute a novel element of the rule as opposed to the previous governance regime).'%
The ECL places the onus of identifying dual-use knowledge, items, or technologies
subject to export control on the exporter. While the PRC’s government does provide
some lists of proscribed items, due to the lax formulation of the provisions of the
law, its material scope may even be arbitrarily extended to other knowledge, items,
or technology during the applicable administrative procedure when exporters apply
for a licence.!” During this procedure, the effects of granting the licence must also
be examined, inter alia on considerations of national security and national interest,
as well as on the “sensitivity” of the exported item itself.1®

The export control regime instituted in the case of dual-use technologies by the
PRC, dominated by the state in its administrative capacity, lends wider leeway to
abuse than the previously examined systems, as the exporter is left to establish
compliance mainly by its own devices, but it should be noted for its ability to rapidly
adapt to changing technological realities.

4. Control regimes of some emerging dual-use technologies

The wide range of foundational, emerging, and disruptive dual-use technologies
mentioned above require regulation to prevent major, even existential risks, not only
to national but also global security, and to achieve non-proliferation. Therefore, not
all such technologies may constitute the object of our analysis, and subjective se-
lection is inevitably required.

This selection, while subjective, should at least partly consider the impact of the
given disruptive dual-use technologies in the present and near future. Based on this
criterion, in the following, I shall assess the specific regimes applicable to artificial
intelligence, adjacent electronic processing (semiconductor technology), biotech-
nology, and 5G, leaving some other technologies, which I believe shall also have a
serious impact later, to be analysed at another future occasion.

105 The State Council of China, 2021.

106 Kostner and Nonn, 2023, pp. 82-83, 87. The similarity with the US dual-use export regime should
be noted here.

107 Kostner and Nonn, 2023, p. 92.

108 Kostner and Nonn, 2023, p. 92.
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4.1. Artificial intelligence,
advanced semi-conductor technology and quantum computing

Artificial intelligence (AI), considered one of the most important dual-use tech-
nologies under development, with a potentially transformative effect on most aspects
of human existence, not only in the domain of information technology, but also in
biotechnology and even warfare using dynamic weapons, constitutes one of the most
significant objects of dual-use technology regulation, which is increasing in depth
and volume.'*®

Several use-cases of Al being quite similar if not entirely identical in civilian
and military applications (e.g. a self-driving “car” may very well be, in fact, also
an armoured vehicle), the percolation of civilian Al development into the military
field, along with robust research and development for exclusively military appli-
cations are a foregone conclusion. Considering the possibility of such diffusion,
although some studies have shown that it is not (yet) very significant,'® it is rea-
sonable to assume that AI should constitute a major object of regulation meant
to impede the free flow of technologies, specific items (e.g. microprocessors), and
specialised knowledge.

In the case of Al, concerns of civilian technological advances being used for
military purposes (according to the common dichotomy used to define dual use,
especially from the European perspective) have been accompanied by concerns that
some states (such as Russia or the PRC) or other non-state actors may view this tech-
nology through a different ethical prism, with less emphasis on basic human rights
and freedoms, which may in turn facilitate utilising Al as a new, and from their per-
spective, very useful tool for social control. In this context, the expected utilisation
of Al although not a “classic” case of dual use, as the implementation nominally
remains in the civilian (e.g. law enforcement) sphere, may also prove problematic
and even threatening.!!

It should be noted here that while dual-use technology regulation is nothing new,
the regulation of Al-related items in the form of export controls, most definitely, is,
as part of a renewed push, primarily by the US, to maintain its technological supe-
riority over perceived adversaries,!'? a policy change that became more visible after
the 2018 reform of US export regulations, as discussed above.

The restrictions on Al are by no means prompted exclusively based on trade
and economic securitisation, or even human rights considerations, as the need for
a new form of arms control is becoming more acute,'® with cyberspace now con-
sidered a new and utterly different battlefield. While multilateral arms control

109 See: Ambrus, 2020; Top 10 Emerging Technologies Steering Group, 2023.
110 See: Schmid, Riebe and Reuter, 2022.

111 Schmid, Riebe and Reuter, 2022, pp. 2-3.

112 See: Shagina, 2023.

113 See: Dumbacher, 2018.
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may be a modality by which Al as an emerging technology, may be kept in check
in the future, other means, such as export controls, are already being deployed
in an attempt to manage risks, including misuse of Al to infringe on human
rights, and also ‘global security risks if democratic nations lose their current lead
in AI’.1'* Assertions such as this make it clear that the ideological argument for
technology control in the case of AI rests on a heterogeneous basis, including
the maintenance of one trade bloc’s advantage over others, or, as seen from Eu-
rope,'’® the maintenance of US advantage over all, even at the cost of subverting
the global free trade system and the WTO (GATT) regime that was once at its
core.

The regulation of dual-use AI technology is inconceivable without regulation of
the processing equipment required to attain and operate it, which is why numerous
measures for controlling advanced semiconductor exports and proliferation are prac-
tically aimed at technologies upon which AI implementations are based. Several
export control targets must be considered for Al. These include general Al software,
untrained algorithms and open-source datasets, specific Al software, trained algo-
rithms and sensitive datasets, Al chip manufacturing equipment, and manufactured
Al chips.!t®

Establishing a regulatory regime for AI has been the object of a major effort by
the EU.' Finally, in a momentous act of legislative prowess, the EU AI Act (in fact
a regulation according to the structure of EU instruments) was adopted.''® It is note-
worthy that while most risks of the use and abuse of AI were considered during the
preparation of the AI Act, the problems of dual-use and export restrictions were not
regulated. This may be explained by the scope of the instrument: the AI Act was spe-
cifically not meant to apply to military activities or the domain of national security
(Recital (12a) and Article 2(3) of the Final Draft). While the act itself is intended
to enforce human rights protection objectives, the notion of human rights is mostly
omitted (except for the Recital (60m) of the final draft regarding artificial general
intelligence).

This is not so in the US, where, partially as a reaction to the adoption of the
Al Act, an Executive Order'’® was issued that explicitly refers to dual-use foun-
dation models and their regulation (including exports and proliferation). Foundation

114 Flynn, 2020, p. 2.

115 Herrmann, 2023, pp. 2-4; Bauerle-Danzman and Meunier, 2024, p. 13.

116 Flynn, 2020, pp. 6-9.

117 For the most significant preparatory materials, see: Independent High-Level Expert Group on Arti-
ficial Intelligence, 2019a, 2019b, 2020b, 2020a.

118 The text of the Act has not been published in the Official Journal of the EU at the time that the
manuscript of the present chapter was finalised. For the final draft, see: European Commission,
Directorate-General for Communications Networks, Content and Technology, 2024.

119 The White House, 2023.
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models constitute the essence'?® of generative Al, allowing “trained” algorithms to
be applied to real-world situations, resulting in Al-generated feedback. This notion is
also absent from the EU Al Act.

The EUDUR (with its content inspired by the Wassenaar Agreement regime) does
not consider or regulate exports in the form of trained or untrained broad-purpose Al
algorithms (such as machine learning or other algorithms implemented on hardware
capable of operating neural networks), whereas it regulates specific algorithms for
other uses in several situations (including cryptography and equipment operation).
The regulation does govern exports of hardware that may be used for AI purposes
(under items such as ‘3A001 - Electronic items’, or ‘4A004 — Computers as follows
and specially designed related equipment, “electronic assemblies” and components
therefore’).!?!

The EUDUR also implicitly governs the export of Al technologies (which in this
case do include trained algorithms), through the interoperation of Article 2(1) (the
definition of dual-use items, which includes software), Article 2(20) (which sepa-
rately defines “cyber-surveillance items” as ‘dual-use items specially designed to
enable the covert surveillance of natural persons by monitoring, extracting, col-
lecting or analysing data from information and telecommunication systems’) and the
catch-all clause at Article 5(1), which requires authorisation for cyber-surveillance
items not specifically listed,

if the exporter has been informed by the competent authority that the items in
question are or may be intended, in their entirety or in part, for use in connection
with internal repression and/or the commission of serious violations of human rights
and international humanitarian law.!2?

120 A very recent definition of foundation models establishes the meaning of the term as follows: ‘Foun-
dation models constitute large-scale AI models that are pre-trained on vast amounts of general data
and that can be adapted for downstream applications (e.g., by fine-tuning them through further
training on application-specific data). Through this pre-train and adapt approach they expedite the
development of innovative Al products and services and accelerate the accessibility of high-per-
formance Al solutions in various industries (...). Foundation models show remarkable abilities to
comprehend, generate, and adapt content across diverse domains, including creative generations
(...), software debugging (...), protein sequencing (...), or cross-modality outputs such as text-to-im-
age creations (...). With scaling, foundation models are becoming increasingly good at performing
tasks they were not explicitly trained for, thereby broadening the scope of applications achievable
by a single model without the need for additional training data or fine-tuning (...). When needed,
task-specific performance can be further enhanced through fine-tuning or effective prompt engi-
neering techniques; both of which incur significantly lower costs in comparison to developing a new
model from scratch (...)". Schneider, Meske and Kuss, 2024, p. 221.

121 The technical note of the EUDUR at item 4A004 reads as follows: ‘For the purposes of 4A004.b.,
“neural computers” are computational devices designed or modified to mimic the behaviour of
a neuron or a collection of neurons, i.e., computational devices which are distinguished by their
hardware capability to modulate the weights and numbers of the interconnections of a multiplicity
of computational components based on previous data.’

122 See: Vandenberghe, 2021.
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In an approach that sets US regulations only slightly apart from the European
model, the BIS specifically establishes restrictions on disruptive technologies, which
include AI, with a view to strategic competition with the PRC (even if such restric-
tions are again centred mostly on hardware components and specifically microchips,
that is, semiconductors, of a given ability),'?® a solution present in the EUDUR.

Such restrictions have been recently updated to include several new export
control items:

(...) 3A090, which concerns some advanced ICs that can have transfer rates of
600 gigabytes or more, (...) 3B090, which concerns semiconductor manufacturing
equipment and related items, (...) 4A090, which concerns computers, assemblies, and
components that include integrated circuits (ICs) over the limit delineated in 3A090a
(...) 4D090, which concerns software tailored to developing items controlled under
4A090.124

Manufacturing equipment!? for such advanced semiconductors is also the target
of export restrictions.

These restrictions are dispersed and the Commerce Control (BIS) Lists,'?® true
to the Wassenaar Arrangement model, only refer to processing equipment and en-
cryption algorithms. The above-mentioned Executive Order on the Safe, Secure, and
Trustworthy Development and Use of Artificial Intelligence covers algorithms but
does not yet specifically regulate the export of general-purpose Al algorithms.

This approach (prevalent in the literature between 2017 and 2020) is accredited
in theory by considering that general-purpose Al algorithms would be harder to
regulate, and the choke-point that should be targeted by dual-use technology export
regulations, is primarily the semiconductor industry.’?” However, this method of
regulation tends to ignore recent and dramatic advances in generative AI (such as
ChatGPT), which, although having a general purpose, shows impressive potential as
a direction for technological development.

The focus on advanced semiconductors and computer assemblies (as well as
only some specialised algorithms) by the EU and US regulators alike, with the EU
rules enhanced by human rights protection clauses, begs the question of whether
a catch-all clause would have to be included in the norms, to extend the rules to
general-purpose Al algorithms, as well as some commonly recognised threat actors,
to permit cooperation and create an environment in which free trade and security
concerns may coexist, as much as possible.

123 Bureau of Industry and Security, 2022, 2023a.

124 Reinsch, Schleich and Denamiel, 2023.

125 Bureau of Industry and Security, 2023a; The United States Announces Export Controls to Restrict
China’s Ability to Purchase and Manufacture High-End Chips, 2023.

126 See: Bureau of Industry and Security, 2024a, 2024b, 2024c.

127 Flynn, 2020.
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Another potential problem is the use of AI in cyberweapons, such AI algorithms
could be subject to rules on military technology exports'?® if they are clearly in-
corporated into such technology, but otherwise, and unless their purpose is clearly
military, they may escape regulation altogether.

With major export control efforts directed at containing the proliferation of ad-
vanced semiconductor technology, another aspect is overlooked and perhaps more
difficult to control by either the US or EU export control regimes. Human resource mi-
gration towards states (particularly the PRC), which are the subject of clearly stated
or thinly veiled measures aiming to control the flow of certain dual-use technologies,
is difficult to subject to similar “export” controls as hardware components and manu-
facturing technologies.'?® Without considering the flow of human resources, dual-use
technology regulation as a singular measure may be necessary but by no means suf-
ficient for the stated aims of containing the complex set of technologies that result in
AT applications, even if the notion of “export” is usually defined to include revealing
sensitive information (as in the case of deemed exports).

A specific field adjacent to AI, which should be mentioned owing to its potentially
transformative nature and significant dual-use potential, is quantum computing.
While not a discipline strictly linked to Al, quantum computing may result in rev-
olutionising different aspects of information technology in the fields of encryption
and communication, rendering most modern techniques of encryption useless, and
permitting forms of communications that through a phenomenon known as quantum
entanglement results in instant, tamper-proof communications, possibly over in-
credible distances; quantum metrology also presents significant dual-use potential
as developments in this field may lead to highly enhanced location sensors.!*

While the Wassenaar Arrangement regime, and thus the EU and US export
control regimes,'®! also envisage some software applications that would either be
implemented on quantum computing systems or would be immune to the impact of
such systems on traditional means of electronic encryption, neither of these regimes
currently refers to specific quantum computing hardware, as the technical charac-
teristics of such hardware would be difficult to grasp and discern at this moment.
Therefore, as stated in the literature and in a manner somewhat similar to the case
of disruptive biotechnologies discussed below, soft-law methods of governance, such
as codes of conduct and voluntary compliance programmes, are possible methods for
preventing the proliferation of dual-use quantum computing.'*?

128 Herr and Rosenzweig, 2016.

129 Chu, 2008.

130 Johnson, 2019.

131 E.g. At item 5A002. Regulation (EU) 2021/821 of the European Parliament and of the Council of 20
May 2021 setting up a Union regime for the control of exports, brokering, technical assistance, transit
and transfer of dual-use items, 2021; Bureau of Industry and Security, 2024b.

132 Johnson, 2019.
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4.2. Biotechnology

Biotechnology (and its various subfields, such as genetics, genomics, biochemistry,
virology, bacteriology, and biology-related nanotechnology) is a complex subject of
regulation. Entry limits in the biotechnological domain are far removed from the dif-
ficulties posed by past disruptive technologies, such as nuclear weapons systems (al-
though such impediments are still more consistent than those for information tech-
nology). In fact, with increased globalisation of both knowledge and technological
means to affect biological and biochemical research (in this field, often referred
to as dual-use research of concern, abbreviated as DURC), a completely new set of
absurdly dangerous dual-use scenarios has emerged. These include the laboratory
synthesis or enhancement of dangerous pathogens, such as the machine-based gen-
eration of the 1918 influenza virus, of various poxviruses, or artificially increasing
the transmissibility of the HSN1 zoonotic influenza virus between mammals, or Al-
aided discoveries for the manufacturing of known (and possibly unknown) toxins,
such as the VX nerve agent.!*® The advent of CRISPR/Cas9 as a method of reasonably
accurate gene editing has added an entirely new layer of risk, as it makes large-scale
interventions into the DNA and RNA of existing organisms practically feasible, with
the added risk that the proliferation of this technology is not easily controlled.!*
A third layer of complexity is added by combining the above technologies with AI,
resulting in machine-learned methods for generating toxins, or enhancing pathogens
(gain of function experiments); such combinations render much if not most of the
research that makes use of technological synergies, dual-use.'*® These examples un-
derline the interconnectedness of some dual-use technologies, as information tech-
nology is integral to modern biotechnological research, with the dangerous pros-
pects of synthetic biology (the possibility of creating or enhancing living organisms,
or even new types of organisms that do not exist yet) vastly increasing the risks of
unintended consequences, including dual-use scenarios.!*¢

Development critical to advancements in medicine and pharmacology usually
occurs in the private sector; therefore, voluntary compliance with the regimes
imposed for dual-use technology regulation is paramount. However, no such cen-
tralised regime is forthcoming; a problem specific to the dual-use dilemma in life
sciences seems to be the heightened significance of ethics rules and bodies, along
with the lack of a workable definition for dual use'®” (which seems to plague life
sciences as much as legal science). The very notion of dual use has gained an en-
tirely new meaning in the field of biotechnology, one which is different from those

133 Urbina et al., 2022.

134 See: Mir et al., 2022.

135 Evans, 2022.

136 For the dilemma posed by publishing the methodology of an experiment aimed at synthetically
enhancing the H5N1 strain of influenza, see: Rager-Zisman, 2012.

137 Dubov, 2014.
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utilised in the “classical” instruments for governing dual-use technologies.'*® In this
domain, “dual use” is not only employed to refer to potential military applications,
or even just nefarious applications of a given technology, but also to unethical (e.g.
unintended) use in general.’*® Therefore, legal dual-use regimes are doubled in life
sciences by science ethics supervision,*® adding a list of government and academic
supervisory bodies (including editorial and ethics boards organised outside clearly
defined legal frameworks) and authorities to the regulatory mix, with competences
not only regarding the international or domestic (deemed) export of such technol-
ogies but also a myriad of other competences and activities.!*!

The promotion of self-regulation in this domain is therefore necessary, at least
to complement extant and future sources of law. This solution is also justified by the
high rate of voluntary compliance with such regimes, as well as the ability of the
private sector to institute consortia that would impose compliance with the standards
set, with sufficient assistance from government. This is so, first, to contain non-com-
pliant industry actors and encourage them to join self-regulating bodies and abide
by their common rules and practices, and second, to dispel industry secrecy, which
would be counter-productive for enforcement.!*?

A multi-tiered approach has recently been proposed for managing the risks posed
by dual-use technology development, which is specifically suitable for biotechnology
and may be deployed in the stages of early development by scientific institutions,
functioning in conjunction with domestic and international normative regimes. Ac-
cording to this approach, self-governing bodies, research funding agencies, regu-
lators, and publishers should all consider the risks posed by the given technology
for dual use (including nefarious use), properly screen the personnel researching
and operating the technology, share data regarding the participants in dual-use re-
search, consider the results of dialogue with civil society in general when developing
directions of research, weigh the need for research with inherent risks to determine
future risks and enhance governance, and finally adapt scientific publication prac-
tices (including publication in preprints) to prevent undesired knowledge or technol-
ogies from being published.** As a manifestation of this approach, the World Health
Organization, beginning in the early 2010s, examined (though ultimately rejected'*)
measures to suppress the publication of possibly dual-use knowledge regarding some
pathogens.!*®

138 Campbell, 2006.

139 Pustovit and Williams, 2010; van der Bruggen, 2012, pp. 745-748.

140 Rychnovska, 2016.

141 A case in point is US academic biotechnology research supervision. See: Fox, 2004.

142 Maurer and Fischer, 2010.

143 Yoshizawa et al., 2023. This approach, as the authors show, would in turn limit the scope of open
science. The problem of limiting open science in turn, particularly in life sciences and biotechnol-
ogy, is treated partly as a philosophical question (see: Selgelid, 2009; 2013), in lack of regulatory
input through hard-law instruments.

144 Rager-Zisman, 2012.

145 Stone, 2012.
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In enforcing this multitiered approach, the definition of dual use is of paramount
importance. One of the best proposed definitions (which only covers research) origi-
nates from the American National Research Council of the National Academies’ Fink
report,'*® which aggregates all definitions of dual use to which I have referred.'*
Thus, the purpose-definition problem of dual-use persists in biotechnology.

Regarding legislative (i.e. soft law, hard law, or black letter law) regimes gov-
erning dual use in the life sciences, the Biological Weapons Convention (as the Bio-
logical and Toxin Weapons Convention of 1972) did not initially envisage the dual-use
problem, perhaps owing to the lower level of interconnectedness in the domain of
biological research at the time of adoption. However, after the 11 September 2001
attacks and the associated acts of bioterrorism, this approach was reconsidered, and
the Sixth Review Conference of the convention, in its 2006 Final Document,*® did
consider the factors of dual-use items (i.e. pathogens) and knowledge,'** thereby im-
plicitly recognising the possibility that the convention’s regime may be extended to
such situations.

The EUDUR, continuing the tradition of previous norms,*® does not specifically
refer to a dual-use regime in the field of biotechnology (the civilian-military di-
chotomy forms the basis of the regulation as discussed above). However, the EUDUR
implements protective measures for some dual-use technologies specific to the field
of biotechnology, after its most recent update,’>! such as subjecting to licencing the
export of ““Software” specially designed for nucleic acid assemblers and synthe-
sisers specified in 2B352.i., that is capable of designing and building functional ge-
netic elements from digital sequence data’ as per Annex I subcategory 2D352 of the
EUDUR."*?

Further, historically the EUDUR has restricted the export of laboratory
equipment, which in turn may be of dual use (e.g. under subcategory ‘2B352 Bio-
logical manufacturing and handling equipment’). Some pathogens and substances
with biotechnological relevance are also subject to the EUDUR, such as those under
the Technical Notes for item 1C353 (e.g. biological agents that would reduce immune
responses).'>®

In addition, in the context of European geoeconomic securitisation, significant
member states have lowered the thresholds for investment screening (France and

146 Committee on Research Standards and Practices to Prevent the Destructive Application of Biotech-
nology, 2004; van der Bruggen, 2012, p. 754.

147 See: Selgelid, 2009, p. 176; van der Bruggen, 2012, p. 754.

148 Final Document of the BWC Sixth Review Conference, 2006.

149 van der Bruggen, 2012, pp. 743-744.

150 See: Czarkowski, 2010.

151 Raivo and Tri$¢uka, 2023.

152 Subcategory 2B352.i. of the EUDUR refers to ‘Nucleic acid assemblers and synthesisers, which are
partly or entirely automated, and designed to generate continuous nucleic acids greater than 1,5
kilobases in length with error rates less than 5 % in a single run’.

153 Erbay, 2023, pp. 25-26.
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Germany) and have even introduced intra-EU investment screening (Italy and Spain)
in the biotechnology sector.!>

The US BIS proscribed item lists also contain materials and agents that are rel-
evant for the development of biotechnologies and the limited access knowledge re-
quired for such undertakings,'>® similar to the EUDUR.

4.3. 5G Communications

In the field of wideband communications, and regarding the technology gen-
erally known as 5G, the dual-use dilemma takes a new shape: export controls in this
situation become secondary to foreign direct investment considerations, and import
controls enacted as part of an effort by the US and its allies to stem the growing in-
fluence of the PRC in this sector.

Technological dominance in the field of 5G'*¢ as a potentially disruptive and
transformative emerging technology, also given its possible synergies with other
emerging technologies, such as Al, robotics and the “Internet of Things” is con-
sidered key in the securitisation of national economies. This field is currently dom-
inated by the US (through domestic 5G chip supplier Qualcomm, and the collabo-
ration between Taiwanese company MediaTek and US-based Intel), with Samsung
(South Korea), and Huawei (a PRC-controlled, ostensibly independent company), the
other participants in a ‘very narrow playing field’.!®” As a manifestation of the push
for securitisation of the telecommunications industry, the US and its allies have in-
voked various concerns, including the possibility of back doors built into 5G systems
supplied by manufacturers based in the PRC, but also the unacceptable system of
values gaining prominence along with Huawei’s technological development, such
as online censorship and a breakdown of the openness that should characterise the
increasingly liberal global culture, in the name of “cyber-sovereignty”.!>®

In the hostile climate generated by the US-PRC strategic competition, and
against the backdrop of administrative measures by the US to exclude Huawei and
other PRC-based companies from developing domestic 5G infrastructure, signif-
icant EU member states such as Germany have found themselves confronted with
the dilemma of lining up behind what are essentially trade and investment policies

154 Bauerle-Danzman and Meunier, 2024.

155 See: Bureau of Industry and Security, 2023b; Deemed Exports and Fundamental Research for Biologi-
cal Items, 2024.

156 Bartholomew, 2020.

157 Moore, 2023.

158 Bartholomew, 2020; Moore, 2023. Such concerns are by no means far-fetched as the PRC has taken
a leading role in global policymaking when it comes to setting the operational standards of the
Internet, and seems to have favoured the adoption of solutions and technical standards that permit
a greater control over cyberspace, inter alia by favouring the introduction of state controlled points
of access, and a reduction of the fabled anonymity that characterised the Internet’s earlier phases of
development, including by making the identification of real-world identities of Internet users easier.
Yoo and Mueller, 2024.
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dictated by US securitisation concerns or following previously laid plans for 5G in-
frastructure development.!’>® Until recently, this dilemma has produced little in the
way of a decisive break with Huawei as a leading 5G technology manufacturer;
however, a reduction in reliance on this manufacturer’s technology in critical infra-
structure has been proposed and is being implemented!®® by means of import and
investment controls (mostly left in the sphere of competence of EU member states).
When it comes to compliance with US requests for exclusion, by legislative means,
of Huawei from the development of 5G infrastructure, one recent study'®! has con-
vincingly demonstrated that the positioning of secondary states, such as NATO and
EU member states in the US-PRC rivalry is determined by the patron-client theory
of international relations, with the most significant factor in rendering a policy re-
sponse towards exclusion of PRC-based actors from 5G development being the se-
curity guarantees granted to a state by the US (this point being validated, including
for EU member states).

This said, Germany, as one of the EU’s leading economic powers, and a significant
actor in EU-level regulation, in a way representative of the entire EU, has adopted a
stance of cautious cooperation with US policies,'®? and other measures against the
PRC in the field of emerging, and disruptive dual-use technologies, which is likely to
determine the fate of 5G development in the future.

5. Conclusions

I have attempted to offer as comprehensive a view as possible, considering
the medium used, pertaining to the topic of dual-use technology regulation and
the regulatory regime applicable to some major emerging and disruptive dual-use
technologies.

In a field dominated by mistrust and rivalry between technological powers, and
a wide array of normative instruments, some of a binding nature, others consti-
tuting soft law, it may be stated that several considerations interact to create the
fuzzy notion of “dual use”: military and civilian use, and benign and nefarious use
are at the poles of various dichotomies, leading to a combined risk-based approach
that emphasises (presumed, or possible) intention. As such, the definitions of dual
use in various instruments and regimes only partly overlap, leading to uncertainty
as to whether, and more importantly, why, some elements of emerging and dis-
ruptive technologies should be considered dual-use, whereas others should not. This

159 Krolikowski and Hall, 2023.

160 Sarah, Andreas and Hakan, 2023.

161 Christie, Jakobsen and Jakobsen, 2024.
162 Cook, Ohle and Han, 2022.
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situation is further complicated by the ethics-based approach to dual use prevalent
in the fields of molecular biology and related biotechnology, which, in turn, interacts
with applied information technology and Al

The presumed and possible intentions of parties, as well as the geoeconomic in-
terests of some actors in an atmosphere of securitisation of scientific research, trade,
and techno-economic development, combine in various unilateral and bilateral in-
struments to result in governance regimes where considerations for restricting the
flow of dual-use knowledge, items, and technologies no longer follow the previous
track of avoiding military or nefarious use, while remaining permissive to global
trade.

In this environment, the EU, through the EUDUR, an imperfect but useful in-
strument, has attempted to provide a principal, not just a geo-economic basis for con-
sidering the defence of fundamental human rights and freedoms, within a catch-all
clause to prevent the misuse of information technology to achieve greater levels of
surveillance. In turn, the US has sought to endow economic advantage and techno-
logical superiority with national security significance and has tailored its dual-use
export regime to maintain this primacy as a manifestation of securitisation. The
PRC has followed a similar track, while multilateral institutions and supra-regional
instruments have been mostly ignored or sidelined, complicated by geopolitical real-
ities, such as Russia’s membership in the Wassenaar Arrangement.

I have shown that both in the field of artificial intelligence, and the related field
of biotechnology, regulatory regimes, which do exist in the “classical” instruments
of dual-use technology governance, must be complemented by voluntary compliance
and ethical standards. Further, specifically in the field of Al, a lack of proper defi-
nitions of artificial intelligence, and governance of Al algorithms as dual-use tech-
nologies unto themselves is still present (although the “hardware” component of Al
systems in the form of semiconductors is highly regulated).

Any future regulator of dual use, including the EU, has to walk a tightrope be-
tween overly permissive and overly restrictive norms, something that is problematic
in the current environment of strengthening restrictions. Specifically human-rights
based approaches, such as those used by the “European model” for restricting pro-
liferation of disruptive, emerging dual-use technologies should be more widely con-
sidered as part of such efforts, to the detriment of economic securitisation.
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