CHAPTER VIII

THE RIGHT TO PRIVACY IN THE DIGITAL AGE:
A SLOVENIAN PERSPECTIVE

L

MATIJA DAMJAN

1. Introduction

The right to privacy protects individuals against intrusions into the intimacy
of their private life by public authorities, by business entities and by other people.
Modern liberal constitutional systems have long recognized privacy as a funda-
mental right. As such, the right to privacy is an expression of the liberal concept
of negative freedom, which must be appropriately supplemented by the concept of
positive freedom.! Although the need for privacy is generally accepted in the ab-
stract, its precise definition is elusive, as an individual’s autonomous private sphere
is a multifaceted concept and the social, economic, and technological circumstances
that interfere with it are constantly evolving.?

In the digital age,® privacy is more exposed than ever before, since information
and communication technologies, which surround and accompany us everywhere,
can easily be (mis)used to invade and closely track individual’s private lives, both
online and in the real world.* Police forces, intelligence agencies as well as private

1 Cerar, 2009, p. 1403; Humble, 2021, p. 6.

2 Rengel, 2014, p. 37; Hartzog, 2021, p. 1677.

3 The digital age, also known as the information age, is a historical period beginning in the late 20th
century with the introduction of the personal computer, in which the economy and most aspects of
everyday life are shaped by digital information and communication technologies. Bugari¢ in Dam-
jan, 2014, p. 9.

4 Hrustek and Matijasevi¢, 2018, p. 193.
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sectors have many gadgets available to intrude into individual’s privacy, e.g., IMSI
catchers, Trojan Horses viruses, CCTV with miniature cameras, drones, etc.®> The
United Nations General Assembly’s Resolution on the right to privacy in the digital
age® noted that the rapid pace of technological development enables individuals all
over the world to use new information and communication technologies and at the
same time enhances the capacity of governments, companies and individuals to un-
dertake surveillance, interception, and data collection, which may violate or abuse
human rights, in particular the right to privacy, and is therefore an issue of increasing
concern.” The advancement of information technologies also brings a corresponding
increase in the risks to privacy. Hence, privacy law must constantly reshape itself to
meet the new privacy threats brought about by new technologies.®

The purpose of this chapter is to examine how the protection of individuals’
privacy in the digital environment has evolved in the legal system of the Republic
of Slovenia to consider the use of modern technologies. As a detailed analysis of
the multitude of contemporary privacy issues is not feasible within the scope of a
chapter, the overview of the general legal framework for the protection of privacy
will be followed by a selection of notable cases concerning the right to privacy in
the digital environment that have been dealt with by the Slovenian courts and other
competent authorities in the recent years. Upon this analysis, we will establish the
recent developments in the field and try to assess whether the courts are able to cope
with the “digital” privacy issues based on existing rules or whether more specific
regulation is necessary de lege ferenda. The study of Slovenian case law will allow the
reader to compare the findings with the salient issues pointed out in other national
chapters, to discover common underlying topics concerning the right to privacy in
the digital environments, which might show a need for further European Union (EU)
legislative action, particularly concerning cross-border activities and effects.

The chapter will start with an overview of the development of the Slovenian con-
stitutional grounds for the protection of privacy as a fundamental right, operating in
the wider context of the European and international human rights law, as well as an
outline of the general Slovenian legislation relating to the right to privacy, and the
bodies tasked with protecting it in Slovenia. This will be followed by an examination
of specific measures for the protection of privacy in various fields of law: civil law,
criminal law, and administrative law. After an overview of the available protection
measures in the respective area, each of the subchapters will focus on selected issues
of privacy in the digital age, that is the cases where these measures come into play

5 Pirc Musar, 2018, p. 559.

6 Resolution adopted by the General Assembly on December 18, 2013, No. 68/167. The right to priva-
cy in the digital age.

7 The resolution was adopted in the wake of the whistle blower Edward Snowden’s revelations about
mass surveillance programs run by run by national intelligence agencies with the cooperation of
telecommunication companies. Joyce, 2015, pp. 271-272; Humble, 2021, p. 1.

8 Rengel, 2014, p. 42.
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and that have been discussed in Slovenian case law or at least legal theory. A con-
clusion will sum up the findings.

2. The evolution of the right to privacy as a fundamental
right in Slovenian law

2.1. Constitutional basis for the protection of privacy

The right to privacy has been recognized in Slovenian law for quite some time,
even if initially as a rather vague notion. The Constitution of the Socialist Republic
of Slovenia® of 1974, which applied in Slovenia while it was a constituent part of
the former Yugoslavia, did not use the term “right to privacy” but provided con-
stitutional grounds for the protection of privacy in Art. 216, which guaranteed the
“inviolability of the integrity of the human personality, of private and family life as
well as of other personality rights.” This provision was contained in the chapter on
freedoms, rights and duties of people and citizens and was interpreted in legal theory
as establishing a specific personality right to inviolability of private life.!°

Nevertheless, the legal protection of privacy started developing in earnest only
after the right to privacy was expressly recognized in Slovenia’s new constitution
adopted in December 1991, which is still in force today. The general right to privacy
is guaranteed in Art. 35 of the Constitution of Republic of Slovenia,'! which protects
the inviolability of the physical and mental integrity of every person as well as their
privacy and personality rights. This is a wide overarching clause on the right to
privacy, setting out a general sphere of individual’s privacy, without expressly de-
fining it. The general provision is then supplemented by the more detailed protection
of several specific aspects of privacy in the following articles. This nomotechnical
approach embraces privacy as a concept with multiple overlapping dimensions.!2

The first of the specific aspects of the right to privacy is the protection of spatial
privacy, defined in Art. 36 of the Constitution, which provides for the inviolability of
home. The essence of the right is that no one may, enter the dwelling or other premises
of another person without a court order, nor may they search these premises, against
the will of the resident. Subject to conditions provided by law, an official may enter
the dwelling or other premises of another person without a court order and may in
exceptional circumstances conduct a search in the absence of witnesses, where this

9 Official Gazette of the Socialist Republic of Slovenia, No. 6-44/74 et seq.
10 FinZgar, 1985, p. 121.
11 Official Gazette of the Republic of Slovenia, No. 33/91-1, 42/97, 66/2000, 24/03, 69/04, 68/06,
47/13 and 75/16.
12 Cf. Hartzog, 2021, p. 1679.

275



MATIJA DAMJAN

is necessary for the direct apprehension of a person who has committed a criminal
offence or to protect people or property. The inviolability of the home is based on the
territorial conception of privacy, historically conditioned by the protection of private
property, the preservation of the autonomy of family life and the physical separation
of the public and private spheres of residence.!®

Art. 37 of the Constitution protects communication privacy, i.e., the privacy of
correspondence and other means of communication. According to established consti-
tutional case law, the protection of communication privacy cannot be limited to the
content of communication, but the same right also protects data on the manner in
which communication took place, who established it, with whom it was established,
where it was established from and whether it took place at all.'* Only a statute
(adopted by the National Assembly) may prescribe that based on a court order the
protection of privacy of correspondence and other means of communication and
the inviolability of personal privacy be suspended for a set time where such is nec-
essary for the institution or course of criminal proceedings or for reasons of national
security.

Art. 38 of the Constitution guarantees the protection of personal data and pro-
hibits the use of personal data contrary to the purpose for which it was collected.
The Constitution mandates that a statute (adopted by the National Assembly) must
regulate the collection, processing, designated use, supervision, and protection of
the confidentiality of personal data. Everyone has the right of access to the collected
personal data that relates to them, and the right to judicial protection in the event
of any abuse of such data. In Slovenian constitutional law, data protection is usually
understood as an aspect of the general right to privacy rather than a separate right
(which is the case in EU law)."® That is why data protection is also referred to as
“information privacy” in the constitutional context.’® Due to the technical capacity
to store monitored and intercepted communications, the protection of information
privacy is closely linked to the right to communication privacy. Information obtained
through an invasion of communication privacy is, as a rule, personal data that is
subject to the protection of Art. 38.Y

Privacy as a protected constitutional value is also reflected in constitutional pro-
visions on the right to the protection of human personality and dignity in Art. 21
and the freedom of conscience in Art. 41 of the Constitution. However, the fragmen-
tation of the general right to privacy into the listed articles should not mislead—it
only serves to prescribe specific conditions for the permissibility of interferences

13 Klemeng¢i¢ in Sturm, 2011, Art. 37, p. 3.

14 Ibid. p. 4.

15 The right to data protection covers both the interests that underlie the right to privacy as well as
other fundamental rights, such as the right to non-discrimination. Hence, both rights under the EU
Charter of Fundamental Rights are closely connected but separate. Kranenborg in Peers et al., 2021,
pp. 237-239.

16 Cerar, 2009, p. 1409; Brkan, 2014, p. 70.

17 Klemen¢i¢ in Sturm, 2011, Art. 37, p. 3.
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with each specific category of privacy. For example, data relating to communication
protected by Art. 37 enjoy a higher level of protection than other personal data.
Whereas either a clear statutory basis or the affected individual’s consent are suf-
ficient to collect personal data, any interference with communication data requires a
court order which can be obtained only if necessary for criminal proceedings or the
security of the state (and not for any other, albeit legitimate and constitutionally per-
missible goal).!® In this regard, the Slovenian Constitution sets a higher procedural
threshold for the permissibility of public authorities’ invasion int o the communi-
cation privacy than international human rights documents and most other constitu-
tions.!* Communication privacy and information privacy are clearly two aspects of
the general right to privacy that are potentially most affected in the digital age, since
almost any aspect of one’s private life can now be invaded and recorded by elec-
tronic means and then transmitted and processed in the form of digital information,
usually consisting of personal data. Accordingly, most attention will be paid to these
aspects of privacy later in the chapter.

All the cited constitutional provisions protection different aspects of privacy are
contained in the chapter of the Constitution dealing with human rights and funda-
mental freedoms. Thus, the general personal right to privacy in all its emanations
is elevated to the level of a human right, which means that it is exercised directly
based on the Constitution and can be limited only by the rights of others and in
cases where the Constitution allows it (Art. 15 of the Constitution).?® All individuals
enjoy the right to judicial protection of their right to privacy. According to Art. 23
of the Constitution, everyone has the right to have any decision regarding their
rights, duties, and any charges brought against them made without undue delay
by an independent, impartial court constituted by law. To exercise this right, three
forms of judicial protection of the right to privacy come into play: civil and criminal
proceedings as well as the constitutional complaint proceedings.?! Of course, the
constitutional right to privacy can also be directly relied upon in administrative
proceedings.

The Constitution does not mention information technologies or deal with any
specific features of protecting the privacy in digital environments. There have been
no proposals to update the constitutional provisions in this respect, although there
is otherwise no taboo against amending the Constitution in Slovenian legal and
political system.?? So the task of translating the broad constitutional provisions on
the right to privacy into concrete rules applying to specific situations where privacy
may be threatened in the new technological context fell to the legislation and the
interpretation of fundamental rights in case law.

18 VSRS II Ips 473/2005 and II Ips 474/2005, 10. 10. 2007.

19 Klement¢i¢ in Sturm, 2011, Art. 37, p. 8.

20 Hrustek and MatijaSevic, 2018, p. 195.

21 Ibid. p. 201.

22 Eleven amendments to the Constitution have been adopted since its entry into force in 1991, the
latest one in 2021.
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2.2. Right to privacy in international documents on the protection of human
rights

Apart from its own constitutional provisions, Slovenia is also bound to protect
the right to privacy by international human rights documents that guarantee this
fundamental right. The Universal Declaration of Human Rights states in Art. 12, “No
one shall be subjected to arbitrary interference with his privacy, family, home, or
correspondence, nor to attacks upon his [or her] honor and reputation. Everyone has
the right to the protection of the law against such interference or attacks.” Similarly,
the International Covenant on Civil and Political Rights provides everyone with legal
protection against arbitrary or unlawful interference with their private life, family,
home, or correspondence, and provides protection against unlawful insults and repu-
tational damage (Art. 17). The European Convention on Human Rights defines the
right to privacy in Art. 8 as “the right to respect for private and family life, home
and correspondence.”?® This demonstrates that the right of privacy is universally
recognized as a fundamental right which exists as a universal principle of human
existence.*

These provisions of international treaties have direct effect in Slovenian legal
system since Art. 153 of the Constitution provides that all legislation must be in con-
formity with generally accepted principles of international law and with valid inter-
national treaties ratified by the National Assembly. The decisions of the ECtHR are
also an important source of law that should be considered when interpreting the pro-
visions of the Slovenian Constitution concerning the corresponding human rights.

The Charter of Fundamental Rights of the European Union also guarantees the
right to physical and mental integrity (Art. 3), respect for private and family life (Art.
7) and the protection of personal data (Art. 8). These provisions can be relied upon
in Slovenia based on Art. 3a of the Constitution, which allows the transfer of the ex-
ercise of a part of Slovenia’s sovereign rights to international organizations based on
respect for human rights and fundamental freedoms, democracy, and the principles of
the rule of law. Since Slovenia’s accession to the EU in 2004, this is the constitutional
basis for the application of EU law in Slovenia. In line with the principle of primacy of
EU law, the Charter’s provisions have precedence over any conflicting national laws,
which gives them a quasi-constitutional character. Although the Slovenian Consti-
tution sets a higher standard of protection of specific aspects of the right to privacy,
particularly the communication privacy, the decisions of the CJEU concerning the
Charter’s provisions on this right can also be an important source of law.

The provisions of the Constitution and of the mentioned international human
rights documents, apart from the EU Charter,?® have been drafted before the outset

23 See Schabas, 2015, pp. 369-388.

24 Humble, 2021, p. 19.

25 The EU Charter uses the term communications instead of correspondence in Art. 7, precisely to
account for technological developments. Mangan in Peers et al., 2021, p. 161.
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of the digital age. Nevertheless, with proper interpretation, they can well be ap-
plied to protect against intrusions into privacy by digital technologies and for the
protection of privacy in the digital environment. Of course, the application of the
constitutional rules to specific aspects of privacy in the digital age is detailed in
special legislation (as discussed later in this chapter) and further developed in case
law, particularly by the Constitutional Court.

2.3. The definition of the right to privacy in the Constitutional Court’s case law

The Constitution does not define the content and scope of the right to privacy. As
we have mentioned, it is in fact a rather complex concept containing many aspects.
As the ECtHR stated in Bensaid v. the United Kingdom,?® “private life” is a broad
term not susceptible to exhaustive definition.?” Therefore, the contours of the right
to privacy as a fundamental right in the Slovenian legal system have been drawn
by the Constitutional Court’s case law dealing with specific situations where this
right was infringed upon or came into conflict with other rights. The Constitutional
Court defines privacy as an individual’s sphere into which no one may interfere with
without special legal authority. The right to privacy establishes a circle of intimate
personal activity, where individuals can decide for themselves, with the guarantee
of the state, which encroachments they will allow. The Court held that Art. 35 of
the Constitution, by protecting the inviolability of a person’s physical and mental in-
tegrity as well as their privacy and personality rights, guarantees the general privacy
right that also ensures the general freedom of action.?® The latter encompasses the
principle that in a state governed by the rule of law, everything that is not forbidden
is allowed—not the other way around. Hence any prohibition or command is an in-
terference with the constitutionally guaranteed freedom of action.?® The Court stated
that the inviolability of privacy establishes a circle of intimate personal activity,
within which individuals may decide for themselves which interferences they will
allow.%¢

Privacy constitutes a set of human activities, feelings and relationships charac-
terized by the fact that individuals form and maintain them alone or in an intimate
community with their loved ones, and which provide a sense of security before the
unsolicited intrusion of the public or of anyone uninvited.® Based on these views,
the subject of privacy protected by the Constitution is defined functionally and spa-
tially. The functional aspect protects from disclosure individuals’ personal affairs,
which they wish to keep hidden and which are considered private by their nature or

26 Application no. 44599/98, judgment of 6. 2. 2001, para. 47.

27 As to different theoretical definitions of privacy and the right to privacy, see Rengel, 2014, pp.
39-40 and Humble, 2021, pp. 4-6.

28 U-1-137/93, 2. 6. 1994; U-1-290/96, 11. 6. 1998.

29 U-1-234/97, 27. 11. 1997.

30 Up-50/99, 14. 12. 2000.

31 Up-32/94, 13. 4. 1995.
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according to moral and otherwise established rules of conduct in society (e.g., sexual
life, health status, confidential conversations between relatives, diary entries).3> The
spatial aspect of privacy protects individuals from disclosure of their conduct in
places where they reasonably expect to be left alone. Apart from one’s home, indi-
viduals’ privacy is protected in every place where they can reasonably and clearly for
others expect not to be exposed to the public eye.3*

The right to privacy is not an absolute right but is limited by the protection of
the rights and benefits of others and by the individual’s behavior in public. As a
social being in constant contact with other people, no person can completely avoid
the fact that, for various reasons and inclinations, others are also interested in them
and their private life. Therefore, the concept of reasonable expectation of privacy
is essential in defining the legally protected private sphere.>* It is composed of two
elements: the expectation of privacy and the reasonableness of the expectation. Ac-
cordingly, the area of privacy can be divided into three spheres in descending order
of intimacy:

- intimate and family life (very private information);
- private life that does not take place in public; and
- public life.®

In general, the less intimate the area of an individual’s private life, the less legal
protection it enjoys when it comes into conflict with the interests and rights of other
individuals. In assessing the admissibility of an interference with an individual’s
right to privacy, the characteristics of the person whose right is being infringed must
also be considered. Apart from private individuals, whose private life is most strictly
protected, there are two groups of public persons: relative persons of public life who
are known to the public only after one, exceptional event, and absolute persons of
public life who regularly appear in the media and are of interest to the public. The
Constitutional Court held that in reporting the life events of absolute and relative
persons of public life, it is permissible to describe without the person’s consent, the
circumstances pertaining to the character, actions, and thoughts of these persons in
relation to their public engagement. Reporting about their intimate life, however, is
not permissible without the affected person’s consent.%¢

Apart from defining the scope of the right to privacy in general terms, the Con-
stitutional Court has also dealt with several specific aspects of this right in relation
to digital technologies. This constitutional case law will be discussed in the context
of different legal fields in which the issues arose.

32 U-1-272/98, 8. 5. 2003.
33 U-1-25/95, 27. 11. 1997.
34 Farmany in Avbelj, 2019, Art. 35, p. 12.
35 Up-50/99, 14. 12. 2000.
36 Farmany in Avbelj, 2019, Art. 35, p. 24.
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2.4. Right to privacy of legal entities

An important decision of the Constitutional Court recognized that legal entities
also enjoy the right to privacy, albeit to a limited extent.*” The Constitutional Court
assessed the constitutionality of a provision of the Prevention of Restriction of Com-
petition Act (ZPOmK-1),®¢ which authorized the Competition Protection Agency of
Slovenia® to initiate an investigation of a company’s business premises in connection
with proceedings for breaches of competition rules. The agency is an independent
administrative authority, responsible for the enforcement of antitrust and merger
control rules in Slovenia. The Supreme Court, which referred the issue for review of
constitutionality, suspected that entry into business premises, their inspection and
review of business documentation, as well as electronic devices and carriers could
interfere with the company’s right to privacy guaranteed by the Constitution and
should therefore only be ordered by a court of law rather than an administrative
agency.

The Constitutional Court noted that the Constitution does not expressly grant any
fundamental rights to legal persons. However, it is clear from established case law
that they must inevitably be able to hold certain constitutionally protected rights,
such as the right to property and constitutional procedural guarantees. However, the
level of protection of those rights depends on the nature of the right in question and
the characteristics of the affected legal entity. The right to privacy of legal entities
had not thus far been recognized and the Competition Protection Agency as well as
the government of Slovenia contended in the proceedings before the Constitutional
Court that legal entities should not enjoy constitutional protection of privacy.

The Constitutional Court underlined that a legal person is an artificial creation
of the legal order, derived from the natural persons’ right to organize in this way to
realize their interests and exercise their rights, such as the right to free economic
initiative. For the existence of a legal person and its normal functioning, it is im-
portant to have a reasonably protected internal sphere in which the purpose of its es-
tablishment can be exercised in peace by its members and personnel. Therefore, the
Constitutional Court concluded that the Constitution gives legal persons the ability
to protect the information on their business activities against arbitrary interferences
by the state or private individuals. The field of privacy of a legal entity has both a
spatial aspect (business premises in which it operates) and a communication aspect
(possibility of free and uncontrolled distance communication). However, both as-
pects need to consider the specific nature of a legal person and its operation.

When it comes to the spatial aspect, it is first necessary to separate the business
premises of a legal entity, which are intended for the public from those that are not
generally accessible to the public. A legal entity only enjoys the right to privacy in

37 U-1-40/12, 11. 4. 2013.
38 Official Gazette of RS, No. 36/08 et seq.
39 The Agency’s website at http://www.varstvo-konkurence.si.
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business premises that are not generally accessible to the public. The Constitutional
Court followed the case law of the ECtHR, which held that certain business premises
must be interpreted as the “residence” of a legal person.*® However, to devise a so-
lution workable under the higher procedural threshold for permissible invasions into
the spatial and communication privacy, the Constitutional Court further divided the
expected privacy of legal entities into two circles in which the expectations of the
legal entity to be left alone differs significantly.*

The wider, outer circle of privacy reflects the fact that the Constitution curtails
the right of free economic initiative by authorizing the legislature to lay down the
conditions and manner of conducting economic activity to protect other constitu-
tional values, such as a healthy living environment. It follows that legal persons
cannot expect the state not to supervise their operations to ensure compliance with
these regulatory requirements. In this wider, external circle, a legal person enjoys
only the general protection of privacy guaranteed by Art. 35 of the Constitution.
Interferences with this circle of privacy are admissible if they pursue a constitu-
tionally admissible aim and if they are proportionate. Accordingly, entering business
premises and their visual inspection by the competent authorities without opening
any hidden compartments and seizing documentation, electronic equipment and any
other objects located therein cannot be considered an interference with the legal
person’s spatial privacy.

The narrower, inner circle of privacy is defined as the internal, covert operation
of a legal entity. Interventions in this circle involve the competent bodies’ powers
to carry out a detailed search of business premises, including their hidden parts,
against the legal entity’s will, to obtain information, seize documents and other data
carriers to investigate the legal person’s compliance with the legal rules. Interference
with the inner circle of a legal person’s privacy is subject to the same conditions as
intrusions into the privacy of a natural person’s home. This means that it is permitted
based only on a court order, as required by Art. 36 of the Constitution.

Legal entities can also expect privacy regarding their distance communication
that they consider secret and do not want to disclose. Therefore, legal persons are
also entitled to the protection referred to in Art. 37 of the Constitution under which
restrictions on the communication privacy of a legal person are permissible upon a
court order when necessary for the initiation or course of criminal proceedings or
for the security of the state. Here, the Constitutional Court followed the ECtHR’s case
law which also extended the protection of the privacy of correspondence to legal
persons regarding electronic data on a computer system.*

Accordingly, the Constitutional Court annulled the provisions of the Competition
Protection Act, based on which the Competition Protection Agency held the power

40 See ECtHR cases Niemietz v. Germany, 16. 12. 1992, and Société Colas Est and Others v. France, 16. 4.
2002.

41 Stoilovski and Lekié, 2013, p. 10.

42 Wieser and Bicos Beteiligungen GmbH v. Austria, 16.10.2007.
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to authorize on its own the necessary intrusions in the spatial and communication
privacy of legal entities when investigating anti-competitive conduct of companies.
The Court concluded that the Agency must first obtain a court order expressly au-
thorizing the exercise of its investigating powers in each case involving the search of
business premises and the intrusion into the legal entities’ inner circle of privacy.

3. General grounds for protecting the right to privacy
in Slovenia

3.1. General legislation on privacy

There is no single piece of legislation in Slovenia regulating specifically the pro-
tection of the right to privacy, neither as a general sedes materiae nor as a special
regulation focusing on a specific area in which the issue of privacy arises, such as
the digital environment. No such new general legislation concerning the right to
privacy is currently planned either. Therefore, the legislative framework does not
contain a comprehensive definition of the scope and content of the right to privacy.
Nevertheless, the courts generally follow the positions of the legal theory, which
usually defines the right to privacy as the limit to which society can intrude on an
individual’s affairs. The right to privacy is considered both a personality right pro-
tected by civil-law instruments, and a human right protected by the Constitution and
international human rights instruments.* Personality rights belong to every person
equally and protect his or her unique personality, i.e., the individual’s physical and
moral essence. They are personal, non-property rights of private law and they apply
erga omnes, meaning that anyone—either another individual or the state—is pro-
hibited from interfering with these rights. This reflects the negative aspect of per-
sonality rights. However, personality rights also have a positive content in the sense
that they allow their holder to directly enjoy a certain personal value, and sometimes
even dispose of it.** Privacy is one of such personal values.*

In line with the Constitution’s division of Articles concerning the right to privacy,
the legal theory generally divides privacy into the following categories:

- information privacy, which covers the collection and management of private

and personal data (also known as personal data protection),

- privacy of the human body, which covers genetic and other investigations of

bodily fluids, tissues, or orifices,

43 Hrustek and MatijaSevic, 2018, p. 193.

44 FinZgar, 1985, pp. 38-39; Novak, 2000, pp. 991-999.

45 Others being, e.g., physical and mental integrity, physical integrity, honor and reputation, personal
name and personal image, etc.
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- communication privacy, which guarantees the privacy of mail, telephone con-
versations and other forms of communication; and
- spatial privacy, which limits intrusion on privacy at work or at home.*¢

Slovenian legislation contains no specific rules protecting the privacy of weaker
parties, such as children, seniors, or patients. The protection of children’s privacy in
school and online has been discussed a lot, lately in particular in connection with
distance learning during the COVID-19 lockdown.® However, this is based on the
general rules on the protection of privacy and personal data, as well as the legis-
lation regulating the educational system. The privacy of patients and their personal
data are protected by the Patients’ Rights Act (ZPacP),*® which also regulates elec-
tronic waiting lists for doctor’s appointments.

The rise of work from home via electronic communications during the recent
pandemic has emphasized the need to protect the workers’ privacy.*® The Em-
ployment Relationships Act (ZDR-1)*° generally requires the employer to protect and
respect the employees’ personality and privacy. However, it does not lay down more
concrete rules concerning the use of e-mail, Internet and smartphones, etc. Digital
technologies certainly benefit the workers’ productivity, yet they also enable the
employer to collect the employees’ personal data (whom they call, which websites
they visit, where they are located, etc.). It would be disproportionate to expect that
employees would never use their professional equipment for private purposes, and
vice versa to never use their own devices for work related purposes.® The potential
conflict between the employer’s and the workers’ interests in this regard are not
specifically regulated and will have to be resolved based on the general principles of
privacy protection in the workspace.

3.2. Legislation on privacy in the digital environment

In the absence of general provisions on privacy, several specific aspects of
privacy protection, however, are considered in sectoral regulations. The rules on
data protection and on privacy in electronic communications are especially relevant
for privacy in the digital environment.

The Personal Data Protection Act (ZVOP-1)>? defines the rights, obligations,
principles, and measures for the processing of personal data in the field of direct
marketing, video surveillance, biometrics, etc. The rules of ZVOP-1 have been to

46 Hrustek and MatijaSevic, 2018, p. 194.

47 Stopar, 2018, pp. 32-33.

48 Official Gazette of RS, No. 15/08 et seq.

49 Cf. Krapez, 2020, p. 1166.

50 Official Gazette of RS, No. 21/13 et seq.

51 Zupancic, 2015, p. 22; Lengersdorf Medjedovi¢ and Sotlar, 2020, pp. 8-9.
52 Official Gazette of RS, No. 86/04 et seq.
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a large extent superseded by the GDPR,> which directly applies. Nevertheless,
a new legislative act is still required to supplement or interpret the provisions
of the GDPR, e.g., by providing a legal basis for imposing fines for breaches of
personal data protection rules. However, as of September 2022, the new draft
Personal Data Protection Act (ZVOP-2) remains in the governmental procedure
and is unlikely to be adopted soon due to the end of the legislative term of the
current parliament.

In May 2022, the Information Commissioner warned that Slovenia should ur-
gently adopt appropriate regulations for the implementation of the GDPR and thus
resolve the legal uncertainties in ensuring the constitutional right to personal data
protection. In the absence of a relevant law, companies, individuals, the public
sector, and other organizations face daily ambiguities as to which act regulates spe-
cific issues, and the Commissioner cannot impose administrative sanctions under
the GDPR due to the lack of procedural rules. Since ZVOP-1 remains in force, the
regulation of individual areas, such as video surveillance, biometrics, or the transfer
of personal data to third countries, diverges from the GDPR or remains partly un-
regulated, e.g., protection of privacy in employment relationships, personal data
processing for research purposes or for the purposes of freedom of expression and
information as well as the control over personal data protection in the judiciary. The
absence of legal regulation also does not allow for the effective implementation of
measures envisaged by the GDPR to ensure compliance, such as codes of conduct and
the possibility of certification.>*

Rules of the E-Privacy Directive® have been transposed in Electronic Commu-
nications Act (ZEKom-1),> which stipulates that communications and related traffic
data may not be stored without the consent of the user, except for the purposes of
transmission or traffic management and billing for services. An exception is the
storage of communications for the purpose of proving commercial transactions, but
users must be informed in advance of the storage, the purpose of the storage and the
duration of the storage. The providers of electronic communications are obliged to
take all technical and organizational measures to ensure network security. They are
obliged to provide users with privacy, which covers the content of communications,
traffic data, location data and the facts and circumstances of unsuccessful attempts
to establish connections. Traffic data relating to subscribers and users that have been
processed and stored by the operator must be deleted or modified in such a way that

53 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free move-
ment of such data, and repealing Directive 95/46/EC, OJ L 119, 4.5.2016, pp. 1-88.

54 Agencija RS za varstvo konkurence, 2022.

55 Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning
the processing of personal data and the protection of privacy in the electronic communications
sector, OJ L 201, 31.7.2002, pp. 37-47.

56 Official Gazette of RS, No. 109/12 et seq.
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they cannot be linked to a specific or identifiable person once they are no longer
needed to transmit messages.>’

ZEKom-1’s provision on the treatment of users’ terminal equipment as part of the
private sphere is also important as it gives the user’s terminal equipment the status
of a private space in which an individual can justifiably expect privacy. Regarding
web cookies,> the law stipulates that the users must be able to reject them, and at the
same time must be made aware of what information the web server stores on their
terminal equipment using a cookie. The processing of personal data collected by the
provider of a publicly available electronic communications service for marketing
purposes is not permitted without the user’s consent (opt-in approach). Additionally,
service providers must always inform users about what data they are processing, for
what purpose and how long this information will be stored.

ZEKom-1 initially also contained provisions® requiring mandatory retention of
traffic data by the ISPs, including users’ IP addresses, in line with the Data Retention
Directive.®® However, following the invalidation of the Directive by the CJEU in the
case Digital Rights Ireland,® the Slovenian Constitutional Court annulled these provi-
sions of ZEKom-1 as it held that they disproportionally interfered with the right to
the protection of personal data.

A proposal for a new, updated Electronic Communications Act (ZEKom-2), which
will transpose the rules of the European Electronic Communications Code (Recast)5?
remains in parliamentary procedure.

3.3. Institutions tasked with protecting the right to privacy

The most important institutions providing effective protection of the right to
privacy are the general courts providing judicial relief in both civil and criminal
matters, as well as legal remedies against decisions of administrative bodies inter-
fering with the right to privacy. If an individual’s privacy was violated by an individual
act of state authorities, local community authorities, or bearers of public authority,
a constitutional complaint may be lodged before the Constitutional Court against such
an act due to the violation of a constitutionally guaranteed human right. However,

57 Hrustek and Matijasevic, 2018, p. 196.

58 Web cookies or html cookies are small blocks of data created by a web server while a user is brows-
ing a website and placed on the user’s computer or other device by the user’s web browser. Edward
and Waelde, 2009, p. 512.

59 Arts. 162-169.

60 Directive 2006/24/EC of the European Parliament and of the Council of 15 March 2006 on the
retention of data generated or processed in connection with the provision of publicly available
electronic communications services or of public communications networks and amending Directive
2002/58/EC, OJ L 105, 13.4.2006, pp. 54-63.

61 Joined Cases C-293/12 and C-594/12 Digital Rights Ireland v Minister for Communications, Marine
and Natural Resources and Others, 8. 4. 2014. See Brkan, 2019, p. 871.

62 Directive (EU) 2018/1972 of the European Parliament and of the Council of 11 December 2018 estab-
lishing the European Electronic Communications Code (Recast), OJ L 321, 17.12.2018, pp. 36-214.
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a constitutional complaint may be lodged only after all other legal remedies have been
exhausted, which means that the affected person must first lodge an appeal or other
available legal remedy against the individual act violating their privacy right. Before
all extraordinary legal remedies have been exhausted, the Constitutional Court may
exceptionally decide on a constitutional complaint if the alleged violation is manifestly
obvious and if irreparable consequences for the complainant would result from the
implementation of the individual act. If the Constitutional Court finds that a violation
has indeed occurred, it may change or repeal the challenged individual act or repeal
the executive regulation upon which the challenged individual act was based.

Apart from the courts, two independent bodies have also been important for the de-
velopment and effective exercise of the privacy right. The Human Rights Ombudsman®?
is specifically mentioned in Art. 159 of the Constitution as an autonomous body tasked
with protecting human rights and fundamental freedoms in relation to state authorities,
local self-government authorities, and bearers of public authority. The ombudsman is
not limited to direct violations of the human rights and freedoms stated in the Consti-
tution but may act in regard of any violation of any individual right by the authorities.
He or she can also intervene in the case of unfair and poor management of state officials
in relation to individuals. The ombudsman’s influence is informal and has no decision-
making power, but contributes to the protection and promotion of human rights and
fundamental freedoms in Slovenia through the investigation of the complaints, sub-
mission of opinions and recommendations to any authority, addressing pressing human
rights issues, conducting on-site inspections, conducting human rights education, re-
search, through cooperation with civil society as well as through own initiatives and
statements on legislative proposals. The protection of both personal data and other
aspects of privacy is among the expressly stated activities of the ombudsman.

The Information Commissioner®* is an independent state body with competences
in the field of two fundamental rights protected by the Constitution—the right of
access to public information and the right to the protection of personal data. Since
these two rights are closely connected to the right to privacy, the Information Com-
missioner’s opinions have also been important in defining this human right. The
Information Commissioner is appointed by the National Assembly of the Republic of
Slovenia on the proposal of the president of the Republic of Slovenia for five years
and may be reappointed. The body’s competences are defined in the Information
Commissioner Act (ZInfP)® as:

- deciding on an appeal against a decision by which the authority has rejected
a request or otherwise infringed the right to access or re-use information of
a public nature;

- inspection control over the implementation of regulations on personal data
protection;

63 The ombudsman’s website at https://www.varuh-rs.si.
64 The Commissioner’s website at https://www.ip-rs.si.
65 Official Gazette of RS, No. 113/05 et seq.
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- deciding on the appeal when the personal data controller does not comply
with the individual’s request regarding the right to be informed of the re-
quested data, to printouts, lists, insights, certificates, information, explana-
tions, transcripts, or copies under the provisions of the law governing per-
sonal data protection.

The Information Commissioner also acts as the misdemeanor authority respon-
sible for supervising the legislation governing the protection of personal data. Ad-
ditionally, in accordance with the ZPacP,%® the Information Commissioner acts as an
appellate, inspection, and misdemeanor body. The Information Commissioner’s deci-
sions in individual cases as well as the general guidelines and recommendations are
influential interpretative sources for data protection rules in Slovenia.

4. Protection measures for the right to privacy in civil law

4.1. Civil-law mechanisms for the protection of privacy

The right to privacy is a human right protected under the Constitution and at the
same time a personality right protected by civil-law instruments. The main civil-law
mechanism for the protection of privacy is contained in two provisions of the Obliga-
tions Code (0Z).” Art. 134 of the OZ regulates the request to cease infringement of
personality rights, one of which is the right to privacy. Any person can request the
court or any other relevant authority to order that action that infringes the inviola-
bility of the human person, personal and family life or any other personality right
be ceased (in case of a still lasting infringement), that such action be prevented (if
the infringement is imminent) or that the consequences of such action be eliminated
(where the infringement has ceased but its consequences remain). The court or other
relevant authority may order that the infringer cease such action, with the failure to
do so resulting in the mandatory payment of a monetary sum to the person affected,
levied in total or per time unit.

In addition, Art. 179 of the OZ allows the court to award to the injured party just
monetary compensation for mental distress suffered owing to the infringement of
the right to privacy as a personality right—if the circumstances of the case, particu-
larly the level and duration of distress, justify it. This compensation is independent
of the reimbursement of material damage and may be awarded even if there was no
material damage.

66 Official Gazette of RS, No. 15/08 et seq.
67 Official Gazette of RS, No. 83/01.
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4.2. The right to be forgotten in Slovenian civil law

The right to be forgotten as an aspect of the general privacy right was first decided
by the Slovenian Supreme Court in 2006. The district court rejected the plaintiff’s
claim for compensation for non-pecuniary damage allegedly caused by the news-
paper’s publication of his name in a newspaper article on a double murder, which
included a “list of the worst murders in Slovenia.” The court ruled that the truthful
information of a public nature had been published and that the article did not con-
stitute an interference with the plaintiff’s privacy and personal rights. The Court of
Appeal dismissed the plaintiff’s appeal and upheld the first-instance judgment. The
court took the position that due to the criminal act committed, the plaintiff became
a so-called relative public person, i.e., a person of interest to the public in connection
with a certain event. At the same time, the plaintiff did not fall into the category of
persons whose personal name cannot be used in certain situations due to the pre-
sumption of innocence, protection of the child or the individual’s intimate sphere.

The Supreme Court overturned the lower courts’ decision.%® It disagreed with
the view that no infringement of the plaintiff’s privacy occurred simply because
the newspaper had provided the public with real information, and that the plaintiff
should be classified as a relative public person without any time limit. It noted that
the court should also consider the time dimensions of relevant events, such as the
commission of a criminal offense, the finality of a criminal judgment, the termi-
nation of serving a sentence and the time of publication of the disputed article. The
Supreme Court took the view that the right to privacy alone could not prevent any
publication in matters of public interest. To decide whether the defendant’s conduct
has an element of inadmissibility, it is therefore essential to determine whether the
publication of the plaintiff’s name and surname (disclosure of the plaintiff’s identity)
was in the public interest. However, the general interest of the public cannot be
equated with the notion of curiosity but must be assessed as a right to comprehensive
information in the context of a published article. The defendant compared the double
murder discussed in the article with a list of worst murders in the past, in order of
severity. The Supreme Court held, however, that in this connection, the disclosure of
the plaintiff’s identity was not necessarily in the general interest of the public and
may constitute an inadmissible interference with the plaintiff’s privacy.

A similar conflict was decided on by the High Court in Ljubljana in 2020.%° The
plaintiff requested that a media remove from its website two articles concerning his
candidacy for the position of an ECtHR judge, which also mentioned the fact that he
had been convicted in criminal proceedings for violence. Alternatively, the lawsuit
offered, the media could also move the articles into an online archive accessible only
to registered users. The plaintiff argued that the public no longer had a legitimate
interest in being informed of these facts as the candidacy process had ended some

68 II Ips 720/2004, 26. 10. 2006.
69 I Cp 2036/2019, 11. 5. 2020.
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time ago and the plaintiff had not been selected for a human rights judge in the
proceedings. He also demanded monetary compensation for the infringement of his
personality right to privacy.

All the plaintiff’s claims were rejected. The High Court emphasized that even if
the article was no longer relevant from the perspective of the freedom of expression
after the completion of the candidacy for the post of ECtHR judge, it was still rel-
evant and of public interest in terms of historical research of this event and the
preservation of the spirit of the time (Zeitgeist). As to the plaintiff’s alternative claim
that the article should be moved to the media’s online archive, the High Court ruled
that such archiving would in fact be a step towards oblivion and would restrict the
media’s freedom of expression, which primarily guarantees the public’s right to in-
formation. The High Court drew attention to the criteria set by the ECtHR in relation
to the conflict between the right to be forgotten and the freedom of expression.” It
also emphasized the importance of the topic discussed in the two articles. In addition
to the fact that the candidacy for judge of the ECtHR is a (political) issue par excel-
lence, as pointed out by the High Court, decisive reasons for rejecting the plaintiff’s
claims under the right to be forgotten were that the defendant’s reporting was fac-
tually correct and without a tendency to defile the plaintiff, and that the plaintiff’s
presumption of innocence was respected (the article stated that it was a first instance
criminal judgment). The High Court also pointed out that in a broader social sense,
rehabilitation can also be implemented with the right to be forgotten, but not when
it comes to “eternally current” topics, such as the topic of candidates for the highest
courts in the EU.

The decision of the High Court in Ljubljana is in line with the CJEU’s decision in
case Google Spain’! when it comes to weighing the right to forget and the right to
freedom of expression.”? Like the ECtHR in Wegrzynowski and Smolczewski v. Poland,
the Slovenian court gave due importance to the right of the public to have unhin-
dered and easy access to older media articles, which do not become irrelevant due to
the topicality of their subject.”

4.3. The permissibility of evidence obtained by secret recording
in civil proceedings

The ubiquity of mobile phones in the digital era allows us to quickly take an
audio or video recording of any event, including the possible violations of rules
to keep the recording for later evidence. If such a recording was made without
the consent of the recorded person, this may violate their right to privacy, so the

70 Wegrzynowski and Smolczewski v. Poland, 16.7.2013.

71 Case C-131/12 Google Spain SL and Google Inc. v Agencia Espariola de Proteccion de Datos (AEPD) and
Mario Costeja Gonzdlez, 13.5.2014.

72 Mangan in Peers et al., 2021, pp. 182-184; Rengel, 2014, p. 49.

73 Ovcak Kos and Zakonjsek, 2020, pp. 227-228.
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question arises as to the admissibility of the use of such illegally obtained evidence
in judicial proceedings. In criminal proceedings, the court is expressly prohibited
from basing its decision on evidence obtained in violation of constitutionally de-
termined human rights and fundamental freedoms. Civil procedure, on the other
hand, does not contain a general rule on the exclusion of illegally obtained evidence.
Nevertheless, a civil court has the power to decide what evidence should be taken to
establish the decisive facts.”

The Supreme Court of Slovenia first ruled on the issue in 1999, when it held
that an audio recording of a telephone conversation with another person made by
a participant of that conversation should, in principle, be judged in the same way
as written notes of the content of the conversation, regardless of the method of re-
cording (handwriting, typewriter, computer) and regardless of the time of recording
(during or after the conversation). In any case, such a recording is mainly a support
for the writer’s memory—his “memory record,”—which can only serve as additional
evidence in support of the credibility of the confession, i.e., the verbalization of the
“memory record.” The court also considered the business nature of the conversation,
due to which it could be expected that a third party would be listening to the con-
versation or that it could be recorded. The court emphasized that a party may refrain
from being questioned as a witness about the content of their conversation with
another. Otherwise, the party’s right to refuse to testify would be circumvented.”

The precedent regarding the admissibility of the use of a secretly made recording
of a telephone conversation as evidence in civil proceedings was decided by the
Constitutional Court in 2004.7® The Court held that such recording constituted an
infringement of the right to privacy which can only be permissible under certain
particularly justified circumstances. The taking of such evidence should be essential
for the exercise of another constitutionally protected right. In such a case, the court
must respect the principle of proportionality and carefully consider which constitu-
tional right should be given priority.

The Constitutional Court rejected the idea that an audio recording of a tele-
phone conversation could be equated with a written record of the conversation. If
the recording is made without the knowledge of the affected person, it encroaches
on the person’s exclusive right to dispose of their own words or voice as the re-
cording can be replayed. The permissibility of the recording therefore depends on
whether, given the circumstances of the case, a person could reasonably expect that
a third party will not hear them. The right over one’s voice does not depend on the
content of the conversation, i.e., whether it is of an intimate nature or contains an
exchange of secret information, or whether the interlocutors have specifically agreed
that the conversation should remain secret. The possibility to change the topic of

74 Potré, 2021 at: https://www.iusinfo.si/medijsko-sredisce/dnevne-novice/277948. Cf. Wedam Luki¢,
1996, pp. 914-921.

75 11 Ips 80/98, 25. 3. 1999.

76 Up-472/02, 7. 10. 2004.
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the conversation without the person losing the ease of the conversation is covered
by the interlocutor’s right to decide for oneself and to prepare for the possible legal
consequences of the conversation. This possibility is taken away from the person if
they are not allowed to decide for themselves whether to allow the content of the
conversation to be heard or recorded by someone else.”

Referring to the decision of the Constitutional Court, the High Court in Ljubljana
refused to take evidence by listening to an audio recording of the creditor’s conver-
sation with other parties while signing a statement that was the subject of dispute
in the proceedings.”® The High Court referred to Art. 35 of the Constitution of the
Republic of Slovenia on the right of privacy as ensuring protection against secret
recording of conversations without the permission of all persons participating. If the
conversation is recorded without the knowledge of the affected person, this infringes
on their exclusive right to dispose of their own word or voice. After an assessment of
proportionality, the court gave priority to the right to privacy over the right to take
evidence.”

The admissibility of the use of covert audio recordings from criminal investi-
gation in civil law proceedings was dealt with in a different context by the judgment
of the Supreme Court from 2020.8° A newspapers published a series of articles inves-
tigating the privatization of a company, in which it reproduced parts of transcripts
of the wiretaps of the plaintiff obtained legally by the police during a criminal inves-
tigation. The transcripts were published as proof of the journalists’ findings in the
article. The plaintiff considered that this had unduly infringed on his privacy and
demanded payment of damages. The courts of first and second instance dismissed
the plaintiff’s claim in its entirety and the Supreme Court confirmed their decisions.
It noted that in such cases, the right to privacy must be balanced with the right to
freedom of expression, taking into account the following criteria developed in the
ECtHR’s case law: a) whether the information is a contribution to the discussion of
general interest, b) whether it concerns a public figure, c) the person’s prior conduct,
d) the method of obtaining information and its truthfulness, €) the content, form,
and consequences of publication; and f) the severity of the sanctions imposed on the
journalists or media.

The Court stressed that the plaintiff was a relative public person who must tol-
erate certain encroachments on his privacy, and the defendant, as a media company,
is a “guardian of the public interest,” which means that its right to freedom of ex-
pression must be particularly protected. The defendant’s journalists did not eavesdrop
on the plaintiff themselves but obtained wiretaps (which had been obtained legally)
from an anonymous source. Prior to publication, all communications concerning
the plaintiff’s private and intimate life and all information relating to the criminal

77 Potr¢, 2021 at https://www.iusinfo.si/medijsko-sredisce/dnevne-novice/277948.
78 11Ip 152/2013, 23. 1. 2013.
79 Potr¢, 2021 at https://www.iusinfo.si/medijsko-sredisce/dnevne-novice/277948.
80 II Ips 23/2019, 23. 1. 2020.
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proceedings were excluded from the information obtained. The findings show that
journalists approached reporting responsibly and published only those contents that
were important from the point of view of the discussion in the public interest. The
authenticity or veracity of the published content of the wiretaps was never disputed
in the proceedings. In individual articles, journalists even explicitly defined why
and in what way the public interest is to get acquainted with the published content.
In doing so, they followed the standards of journalistic ethics and did not unduly
interfere with the plaintiff’s privacy.

5. Protection measures for the right to privacy in
criminal law

5.1. Substantive criminal law

In its chapter on criminal offences against human rights and freedoms, the Slo-
venian Criminal Code (KZ-1)® incriminates several types of privacy violations: un-
lawful body search?®?, unlawful eavesdropping and audio recording®, unlawful visual
recording®, violation of the secrecy of communications®, unlawful publication of
private writings®®, violation of the sanctity of dwellings®’, unlawful disclosure of pro-
fessional secrets®® and the abuse of personal data®®. Most of these criminal offences
(apart from Arts. 136 and 141) can also be committed with electronic means. To
initiate criminal prosecution of these offences, the state prosecutor must first receive
a proposal by the affected person, whereas in some of the less severe offences, the
KZ-1 leaves it to the affected persons to initiate criminal investigation with a private
action. This reflects the fact that these criminal offences are personal in character
and can hardly be either discovered or effectively prosecuted without the victim’s
active cooperation. After all, privacy is a disposable right—just as a person can allow
intrusions into their privacy, they can also waive the prosecution of unlawful in-
fringements of their privacy.

An interesting criminal case concerned criminal sanctions for the violation of
privacy online in the form of so-called revenge pornography. A man was convicted of

81 Official Gazette of RS, No. 55/08 et seq.
82 Art. 136 of the Criminal Code.
83 Art. 137 of the Criminal Code.
84 Art. 138 of the Criminal Code.
85 Art. 139 of the Criminal Code.
86 Art. 140 of the Criminal Code.
87 Art. 141 of the Criminal Code.
88 Art. 142 of the Criminal Code.
89 Art. 143 of the Criminal Code.
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the criminal offence of unlawful visual recording for having published on Facebook a
nude photography of his ex-girlfriend after they had had a quarrel. The photo posted
on the “wall” of the convict’s profile showed a woman’s genitals and a hand with a
ring with the convict’s comment: “Now sue me and make a fool of yourself ;).” He
deleted the photo after one hour. The district court found that the defendant was
aware that he was making available to the public the victim’s picture in which she
would be visible and recognizable to others. His intention was to humiliate her and
take revenge on her for the reports she filed against him with the police for refusing
to serve him alcohol in a bar where she worked as a server. The High Court rejected
the convict’s appeal and upheld the judgment of the court of first instance. It stressed
that the victim agreed to be photographed only with the intention that these photo-
graphs remain between her and the defendant who were in an intimate relationship
at the time. The unlawfulness of the defendant’s conduct would therefore be ruled
out only if he also had the victim’s permission to publish the photographs on a social
network, which he did not have.

The Supreme Court, however, reversed the decision of the lower courts and ac-
quitted the convict.?® It emphasized that the Criminal Code protects only a certain
aspect of privacy as guaranteed by the Constitution and does not provide criminal
protection from any unlawful encroachment on privacy. Under Art. 138 of KZ-1, an
act committed by transmitting or presenting photographs to a third person is pun-
ishable only if it involves a photography made without the victim’s consent and sig-
nificantly interfered with the victim’s privacy. A broader interpretation that would
also incriminate transmitting or showing of a photography that has been made with
the victim’s consent would go beyond the wording of Art. 138 KZ-1 and would violate
the principle of legality in criminal law.®® The court may not interpret a certain
criminal norm in a way that implies a substantive extension of the criminal zone
since a legal analogy is prohibited in criminal law.

The Supreme Court pointed out that the issue whether to criminalize the publi-
cation of photos and video recordings made with the recorded person’s permission
but in a manner that significantly infringes on their privacy is to be decided by the
legislature. It stressed that this issue is even more relevant today, given the modern
technology that allows photos and videos to be published on various social networks,
and given that such media often publish content that significantly infringes on
privacy, whether obtained with or without permission. The Court further explained
that the finding that the victim does not have criminal protection does not mean that
she has exhausted the legal protection of her right to privacy as guaranteed by the
Constitution since the protection of personal rights is also guaranteed by civil law.

Legal commentators have concluded that the Supreme Court’s finding was
correct and indicates that the scope of incrimination of unlawful visual recording
is too narrow. It is unbearable that the scope of the criminal offence does not cover

90 I Ips 76261/2010-40, 27. 9. 2012.
91 Art. 28 of the Constitution of the Republic of Slovenia.
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situations where a person consents to certain recordings during a confidential rela-
tionship, but this trust is abused after the termination of the relationship and the
publication of the visual recording has serious consequences for the victim.??

5.2. Criminal procedure

Criminal Procedure Act (ZKP)*® provides procedural safeguards for the criminal
investigation so that the investigative powers of the police and the state prosecutors
are not used in a manner that unduly interferes with the privacy rights. The police
can obtain data on traffic in the electronic communications network from the op-
erator and intercept electronic communications in actual time. The use of computers,
telephones, and other modern communication equipment to commit criminal of-
fences, however, dictates the acquisition of the relevant data after the communi-
cation has already taken place. This can only be achieved by subsequent insight into
electronic data carriers. Therefore, the ZKP also regulates acquisition of such data
from devices. A court order is required for any major interference with the privacy
right, particularly the spatial privacy (the search of one’s home) and communications
privacy (e.g., wiretapping of electronic communications). Exceptionally, in certain
cases, an oral request is sufficient, but a written order must be issued later anyway.

The Constitutional Court has on many occasions reviewed the constitutionality
of the regulation of special investigative powers of the police, which interferes with
the constitutional right to privacy, and has in several cases annulled the regulation
of such special measures in the ZKP.** Consequently, the provisions of the criminal
procedure have been amended fifteen times in the last twenty years.

The Constitutional Court has also dealt with many individual’s complaints al-
leging the violation of the fundamental right to privacy in individual cases. In a
recent high-profile case,”® the Constitutional Court decided on a constitutional com-
plaint against an order by which a district court ordered a search of the premises
and additional areas at the address of the National Assembly, used by the com-
plainant who was a deputy of the National Assembly and an alleged accomplice in
the criminal offence concerning the abuse of position or trust in a business activity.
The complainant alleged that his right to a reasoned judicial decision was violated,
inter alia because the district court did not substantiate the proportionality between
the interference with privacy and the objectives of the ordered search.

The Constitutional Court found that the district court order in fact allowed for an
interference with the complainant’s right to communication privacy, which applies
not only to authorization to seize means of communication that might be found in the
complainant’s deputy office, but also to the seizure of evidence of communication that

92 Bobnar and Filip¢i¢ in KoroSec, Filipci¢ and Zdolsek, 2018, p. 649.
93 Official Gazette of RS, No. 63/94 et seq.

94 Jenull, 2009, pp. 15-17.

95 Up-979/15, 21. 6. 2018.
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took place via the communication channels of the National Assembly. Considering
the concrete circumstances of the case, employees or holders of public office can
reasonably expect, even when using means of communication at work, that persons
who are not addressees of such communication will not learn of the content thereof.

According to the Constitutional Court’s findings, the district court sufficiently
and reasonably justified the probability that evidence of a criminal offence would be
discovered in the investigation, and that an investigation was an appropriate measure
for achieving the pursued objective. The district court also substantiated the exis-
tence of reasonable grounds for suspicion that a serious criminal offence against the
economy had been committed. Therefore, a reasonable proportionality between the
interference with the complainant’s right to privacy, which he as a deputy enjoys in
his work environment, and the interests of the criminal procedure was ensured. The
Constitutional Court held that the challenged order violated neither the complain-
ant’s right to a reasoned judicial decision nor his right to privacy, and thus dismissed
the constitutional complaint.

5.3. Communication privacy and metadata

The provision on communication privacy in Art. 37 of the Constitution expressly
refers only to “letters” and “correspondence.” Yet, the Constitutional Court had no
problem interpreting it to protect the privacy of any mode of communication, in-
cluding any electronic means of communication that did not yet exist in the time
when the constitutional provision was drafted.®® Clearly, the Court does not subscribe
to strict originalist or textual interpretation of the Constitution but has searched for
the purpose its provisions. The Constitutional Court has also looked at the ECtHR’s
case law, which adopted the same approach when interpreting the term “correspon-
dence” in Art. 8 of the ECHR.”” The Constitution protects the privacy of any mode
of communication, which should be interpreted in the widest sense of the word.*®
Therefore, apart from old fashioned letters on paper, Art. 37 also protects telephone
calls (including VoIP), e-mail, SMS, and instant messaging as well as communication
via social networks as long as it is not directed to an indefinite circle of addressees.
Regardless of the technology used, the protection extends to any communication
that is not public and about which a person can reasonably expect their privacy. The
content of communication is immaterial: written, audio and pictorial messages are
protected as well as any objects sent. What matters is that the message transmits
information to the person involved in the communication.*®

Under Art. 37 of the Constitution, any interference with communication privacy
requires both an express legislative basis as well as a court order. The higher

96 Up-106/05, 2. 10. 2008.

97 Schabas, 2015, p. 400.

98 Up-106/05, 2. 10. 2008.

99 Klemenc¢i¢ in Sturm, 2011, Art. 37, p. 18-20.
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threshold of constitutional protection of communication privacy compared to other
spheres of privacy is because remote communication is conducted via post office or
via a telecommunication or computer network over which the sender has no direct
control. Hence, communication is even more vulnerable to interference by the state
or uninvited third parties.!°

In telephone conversation and any other remote communication carried out by
modern telecommunication means, not only the content of the conversation, but
also other information related to the communication (metadata) can enjoy constitu-
tional protection. We can distinguish between three sets of data: data on the content
of the message (media, communication); data necessary to establish and maintain
communication, i.e., traffic data (communication partners, time, duration, etc.); and
location data.’® The protection of the latter two categories can be a more complex
legal issue than the (undisputed) legal protection of the content of the communi-
cation itself. Traffic and location data are processed to enable the transfer of commu-
nications in the electronic communications network (also due to the operation of the
network itself) or to enable the billing of the service. Traffic data indicate the origin,
destination, route, time, date, scope, duration, or type of service.l°? Location data are
defined as any data processed in an electronic communications network or within
(public or private) electronic communications services indicating the geographical
location of terminal equipment. Traffic data are any data processed for the purpose
of transmitting communication over an electronic communications network or for
the purpose of charging for it. The trend of processing or storing traffic, location, and
related data collected by electronic communications providers is strengthening with
the development of technology and the expansion of various services.!®

A concrete case concerned a criminal investigation of a legally seized mobile phone
and SIM card. A complainant who had been convicted of the illicit manufacture and
trade in narcotics based on the data obtained from his SIM card (a list of telephone
numbers and text messages) claimed that this evidence was unlawful as the police had
monitored his mobile telephone communication without a court order. The Constitu-
tional Court upheld the complaint holding that the subject of the protection of com-
munication privacy also includes any data on telephone calls that are an integral part
of communication. Accordingly, the data obtained from the printout of the telephone
memory should be considered as an integral part of communication privacy. Therefore,
obtaining information on the last made calls and last missed calls and examination of
the content of the SMS message stored on the phone were held to be intrusions into the
communication privacy for which a court order is required under. The Court pointed

100 Klemenéi¢ in: Sturm, 2011, Art. 37, p. 19.

101 Lesjak in: Avbelj, 2019, Art. 37, p. 9.

102 “Origin” refers to the telephone number, IP address, or similar identification of the communication
unit provided by the service provider; the destination indicates the destination to which the com-
munication at source is intended; the term “type of service” refers to the form of service used in the
network (data transmission, e-mail, etc.). Lesjak in: Avbelj, 2019, Art. 37, p. 10.

103 Lesjak in: Avbelj, 2019, Art. 37, p. 10-12.
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out that such interference was admissible under Art. 37 of the Constitution only if
the following conditions were met: (1) the interference was prescribed by law; (2) the
interference was allowed based on a court order; (3) the duration of the interference
was precisely determined; and (4) the interference was necessary for the institution or
course of criminal proceedings or for reasons of national security.!%*

Regarding online communication, the Constitutional Court’s case law defined
when an IP-address can be considered private.!% In the first case,'° the complainant,
who was sentenced for possessing and distributing child pornography, had been iden-
tified by the Slovenian police, based on the data obtained by the Swiss police, through
the IP address assigned to his computer. The complainant used the P2P file-sharing
network Razorback in which any user of the site could view the IP addresses of other
users uploading or downloading files. The Slovenian police, without obtaining a court
order, requested a Slovenian Internet service provider to disclose data regarding the
user to whom the IP address had been assigned. During the house search, the police
found one of the seized computers contained files with pornographic material in-
volving minors. The court convicted the defendant and both the Court of Appeals, and
the Supreme Court rejected the allegation of illegally obtained evidence.!%”

The Constitutional Court repeated that the subject of protection afforded by Art.
37 of the Constitution is the communication regarding which an individual legiti-
mately expects privacy. Although the IP address must be regarded as traffic data
enjoying protection under communication privacy, the complainant waived the ex-
pected privacy in the present case, as he did not demonstrate that his IP address was
in any way concealed or inaccessible, and the disputed files on his computer could
be accessed by anyone who was interested in sharing them. Therefore, the complain-
ant’s expectation of privacy was not justified, and a court order was not necessary
to obtain an IP address. Since the complainant himself waived the legitimate expec-
tation of privacy, the information on the identity of the IP address user no longer
enjoyed protection of privacy in terms of communication privacy under Art. 37, but
only in terms of the data privacy under Art. 38 of the Constitution. This allowed the
police to obtain data regarding the identity of the dynamic IP address user from the
operator without a court order.

The convicted person lodged an application before the European Court of Human
Rights claiming the violation of his privacy right under Art. 8 of the ECHR.!® The

104 Up-106/05, 2.10.2008.

105 An IP address is a unique number assigned to every device on a network, which allows the devices
to communicate with each other. Unlike the static IP address, which is permanently allocated to
a particular network interface of a particular device, a dynamic IP address is assigned to a device
by the ISP temporarily, typically each time the device connects to the Internet. Most dynamic IP
addresses can be traced to the ISP to which the user is connected and not to a specific computer.
ECtHR case Benedik v. Slovenia, 24.4.2018, p. 96.

106 Up-540/11, 13.2.2014.

107 Golobinek, 2021, p. II; Pirc Musar, 2018, p. 554.

108 ECtHR case Benedik v. Slovenia, 24.4.2018.
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ECtHR followed the assessment of the Slovenian Constitutional Court that the privacy
right also refers to obtaining data on the user of a (dynamic) IP address for the
purpose of criminal proceedings. Contrary to the Constitutional Court, the ECtHR
considered that in the present case the complainant had not waived the expected
privacy online by omitting to hide his dynamic IP address. In ECtHR’s view, the
question was not whether the applicant could have reasonably expected to keep his
dynamic IP address private but whether he could have reasonably expected privacy
in relation to his identity. The complainant never disclosed his identity in relation to
the online activity in question nor was it identifiable by the website provider through
an account or contact data. Therefore, the ECtHR concluded that such online activity
engaged a high degree of anonymity, as the assigned dynamic IP address, even if
visible to other users of the network, could not be traced to the specific computer
without the ISP’s verification of data following a request from the police.!*°

The ECtHR also noted that at the relevant time, no regulation specified the con-
ditions for the retention of communication data obtained in criminal investigation
and no safeguards against abuse by state officials in the procedure for access to and
transfer of such data. The police, having at their disposal information on a particular
online activity, could have identified an author by merely asking the Internet service
provider to look up that information. Furthermore, no independent supervision of the
use of these police powers has been shown to have existed at the relevant time. The
ECtHR therefore found a violation of Art. of 8 the ECHR, which protects privacy.!*

The Benedik case is important as it confirmed that traffic data, such as dynamic
IP addresses, are strongly connected with communication privacy and that national
legislatures must comply with the requirements of national constitutions when au-
thorizing law enforcement authorities or other official bodies to limit this funda-
mental right.!™! In its action report, Slovenia informed the Council of Europe that
the Criminal Procedure Code had been amended accordingly following the ECtHR
ruling, so that it now clearly states that a court order is required to obtain traffic data
as well as to obtain subscription data where processing of traffic data is required to
achieve that.!'?2 Slovenian courts also gave full effect to the ECtHR’s judgment. For
example, the Appellate Court of Maribor expressly referred to the ECtHR’s findings
when holding that a court order was necessary for obtaining of subscriber infor-
mation associated with the dynamic IP address.!!®

The Constitutional Court also cited the ECtHR’s decision in another case'* where
the complainant, who had published an offensive comment on an online forum, was
identified through her IP address obtained by the injured party’s attorney from the

109 Pirc Musar, 2018, pp. 556-557.

110 Golobinek, 2021, p. IV.

111 Pirc Musar, 2018, p. 559.

112 Communication from Slovenia concerning the case of Benedik v. Slovenia (Application No. 62357/14)
Revised Action Report (06/10/2021), pts. 15-20.

113 II Kp 50396,/2011, 9. 10. 2018.

114 Up-153/17, 9. 9. 2021.
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provider of the online forum. The appellant challenged the judgment of the District
Court, which found her guilty of the crime of defamation. The Constitutional Court
acknowledged that the complainant had deliberately disclosed the content of her
communication to the public (i.e., the content of the disputed comment), as she wrote
the comment under the article on the web portal and any visitor to the article could
access the article and comments below it. However, the comment was published
anonymously (under the username “guest-citizen”) and the author’s IP address or
any other identifying information were not revealed on the website. Therefore, in
the Court’s view, it could not be argued that the complainant deliberately exposed
her IP address to the public through public communication or that she thereby dis-
closed her identity and knowingly waived her expectation of privacy. Consequently,
the dynamic IP address was the subject of the protection of communication privacy
under Art. 37 of the Constitution, and the acquisition of an IP address in this case
constituted an interference with this human right.

5.4. The permissibility of private recordings as evidence in criminal proceedings

The Supreme Court of Slovenia has in several cases ruled on the admissibility of
using a private recording made by an individual citizen as evidence in criminal pro-
ceedings. In doing so, it weighed between different human rights, namely between
the defendant’s right to privacy on the one hand and the victim’s right to security on
the other.!’

In the first case,''® the Court held that where the convicted person used a means
of communication to threaten the victim, i.e., to commit a criminal offense, he
cannot successfully claim that the recording violated his right to privacy. The district
court had found the convicted person guilty of endangering security and sentenced
him to a suspended sentence. The court found that the convict knew that the victim
had filmed him. The convict also admitted in his defense that he said to the victim
over the phone that he would strangle him. The Supreme Court held that the right
to privacy is not violated if a person allows a third party to record a call or listen
to it or if the person agrees to be recorded, thereby expressly or tacitly waiving this
aspect of privacy.

A similar decision was made by the Supreme Court in the case where the perpe-
trator committed a crime over the phone while being recorded and the recording was
transmitted to the law enforcement authorities for the purpose of prosecution.!'” The
Supreme Court weighed various human rights and, applying the principle of propor-
tionality, ruled that interference with the convict’s right to privacy is permissible in
a particular case. The audio recording, which the court considered as evidence, was
made at the moment of the convict’s commission of an extremely serious crime—an

115 Potré, 2021, at: https://www.iusinfo.si/medijsko-sredisce/dnevne-novice/277948.
116 IIps 15002/2010, 22. 12. 2011.
117 11Ips 65218/2010, 13. 4. 2017.
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incitement to murder. In this specific situation, the right to personal safety or life of
the victim undoubtedly took precedence over the convict’s personal right to privacy,
which was encroached upon by sound recording at the time of the crime and by
taking evidence by listening to the recording at the main hearing.

The Supreme Court also weighed between the defendant’s right to privacy and
the right to personal dignity or to honor and good name of a private prosecutor.!!® It
held that an invasion of privacy by secret recording may exceptionally be permissible
if especially justified circumstances exist which make the taking of such evidence
in criminal proceedings of particular importance for the exercise of another right
protected by the Constitution: in this case, this was the right to personal dignity or
the right to honor and good name of a private prosecutor.

Frequent cases concern the use of a recording made with pre-installed security
cameras. The High Court in Ljubljana, for example, held that video surveillance
camera footage of the parking lot in front of the shopping center is not inadmissible
evidence even if there was no warning that video surveillance is being carried out.!*®
After passing the proportionality test, the court gave priority to the injured party’s
right to personal security and the right to protection of private property over the de-
fendant’s constitutional right to privacy. A different decision would be unreasonable,
as it would mean that the defendant’s right to privacy when committing a crime
outweighs the victim’s right to personal safety and protection of private property,
and potential defendants could count on greater success in committing crimes.'2°

6. Protection measures for right to privacy in
administrative law

6.1. The Information Commissioner’s role

The data protection legislation belongs to the field of administrative law, which
follows from the manner of prescribing obligations and administrative sanctions for
entities of both the public and the private sector in connection with the collection
and processing of personal data. The Information Commissioner is the body respon-
sible both for administrative inspection of the compliance with data protection rules
and for imposing fines and other administrative sanctions for violations of these
rules (see Section 3.3. above). The following are three cases in which the Information
Commissioner has recently addressed data privacy issues.

118 I Ips 198/2008, 15. 1. 2009.
119 V Kp 1323/2015, 19. 5. 2015.
120 Potr¢, 2021, at: https://www.iusinfo.si/medijsko-sredisce/dnevne-novice/277948.
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6.2. Publication of a list of candidates

The National Electoral Commission!?! publishes on its website lists of candidates
who participate in the national elections. Apart from the candidates’ names, the
lists include personal data prescribed by law, including their date and place of birth,
address of residence, profession, and the work performed. In 2011, the Information
Commissioner initiated ex officio inspection proceedings against the National Elec-
toral Commission over the implementation of data protection rules. It decided that
lists of candidates who participated in previous elections should be removed.!?

It instructed the National Electoral Commission to remove from its website lists
of candidates voted on in individual constituencies in the elections to the National
Assembly in the years 2008, 2004, and 2000. The Information Commissioner noted
that the personal data of the candidates in the previous parliamentary elections were
published for the purpose of informing the free choice of the voters for which of the
candidates to cast their vote. The provisions of the electoral legislation do not imply
any other purpose of publishing the candidates’ personal data. Therefore, the Infor-
mation Commissioner concluded that once the election is over, the purpose of pro-
cessing personal data by publishing it on the website has been achieved, so the lists
of candidates must be removed from the website. Even the fact that an individual has
participated in election as a candidate is his personal information and the Electoral
Commission has no statutory basis for further processing of personal data of candi-
dates in the previous parliamentary elections. The Information Commissioner held
that the lists of candidates should be removed from the website from the day when
the election results could no longer be challenged by any legal means.

The National Electoral Commission disagreed with the Information Commis-
sioner’s decision and challenged it before the Administrative Court. It argued that
the purpose of publishing the list of candidates as prescribed by law is to inform
voters. The publication of data on who ran for the representative of the people in
the past elections cannot cause moral or material harm to any of the candidates.
Additionally, if the term of office of an elected member of parliament is terminated
early, the next candidate from the list will take his place in the National Assembly.
Therefore, candidates, their nominators and voters must know, at least until the end
of their term, which candidate is next in line.

The Administrative Court agreed with the arguments presented by the National
Electoral Commission, so it reversed and remanded the contested decision of the
Information Commissioner.'?® The Court held that the publication of the lists of can-
didates for elections to the National Assembly was legal until the expiration of the
term of office of the current composition of the National Assembly. However, the
lists of candidates who ran in the previous elections must be removed from the

121 The Commission’s website: https://www.dvk-rs.si.
122 Zagorc and Dolhar, 2011, pp. II-III.
123 1U 2229/2011, 28. 3. 2013.

302


https://www.dvk-rs.si

THE RIGHT TO PRIVACY IN THE DIGITAL AGE: A SLOVENIAN PERSPECTIVE

website, as there is no legal basis for further publication of their personal data on
the website.!2*

6.3. Publication of data on recipients of public funds

In 2015, the Commission for the Prevention of Corruption (KPK)!%* published
the web application “Supervisor,” which made it possible to check the use of public
money. Data on natural persons who earned more than EUR 200,000.00 in the period
from 2003 to 2015 at the expense of budget users through service contracts were
published. Among them was also the plaintiff, who was a professor at the Faculty of
Administration at the time of the payments, and the Minister of Higher Education
at the time of the publication of the data. The purpose of the KPK was to examine,
in the light of the data collected, whether individual cases may have violated the
duty to avoid conflicts of interest or the duty to avoid professional activity while
performing public office, and to systematically review the justification of service
contracts with budget users. Prior to the public announcement of the application,
KPK consulted with the Information Commissioner, who believed the publication of
personal data on names and amounts related to payments from public money was in
accordance with the law.

The plaintiff considered that the publication was illegal and claimed protection
against it by suing in an administrative dispute and in civil proceedings. In both
cases, the courts of first and second instance rejected her claim, while the Supreme
Court decided in her favor.

In the administrative dispute, the Supreme Court emphasized that transparency
of the use of public funds is a justified and constitutionally permissible goal, with the
requirement to prevent corruption stemming from the general principles of the rule
of law. However, those objectives are limited by the protection of human rights and
fundamental freedoms, including the protection of personal data. The publication of
the plaintiff’s personal data could be based on the provisions of the Integrity and Pre-
vention of Corruption Act (ZIntPK)'?¢ if the KPK completed the inspection procedure
on suspicion of corruption in accordance with the said law. However, the KPK did not
conduct proceedings against the plaintiff and did not find a violation either before
or after the disputed publication of her personal data. The challenged publication
of data on payments therefore had no basis in law. ZIntPK provides only a general
legal basis for the processing of personal data in connection with the exercise of the

124 Zagorc and Dolhar point out that this distinction may be meaningless given the fact that, in accor-
dance with the electoral legislation, some of the personal data in question must also be published
in the Official Gazette of the Republic of Slovenia. The legal regime of publishing in the Official Ga-
zette does not allow the removal of published information after a certain deadline as this would be
contrary to the purpose of the existence of a media outlet that also has a historical function. Zagorc
and Dolhar, 2011, p. VL.

125 The Commission’s website at: https://www.kpk-rs.si.

126 Official Gazette of RS, 45/10 et seq.
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KPK’s powers; it does not, however, authorize this body to process personal data for
the indefinite, general purpose of transparency in the operation of the public sector.
For the publication of data in Supervisor to be lawful, the law should have explicitly
stipulated what types of personal data the application can contain, the purpose of
data use, etc., none of which was the case.'?”

In the civil proceedings, the plaintiff claimed that the state had intervened in
her private sphere through its authority and claimed monetary compensation for the
infringement. The Supreme Court considered that it was clear from the provisions of
the ZIntPK that the KPK did not have the authority to obtain, process, and publish
personal data of recipients of public funds in a web application if it did not conduct
any proceedings against them. In the concrete case, the KPK acted in a qualified un-
lawful manner, which was the basis for its liability for damages.!?® In May 2022, the
KPK and the plaintiff concluded a court settlement based on which the commission
apologized to the plaintiff for illegally publishing her personal data in the Supervisor
application.!?

6.4. Checking digital COVID certificates

At the request of the Information Commissioner, the Constitutional Court as-
sessed the constitutionality and legality of several decrees by which the Government
regulated the manner of determining compliance with the condition of recovery,
vaccination or testing in connection with the infectious disease COVID-19 (RVT
condition).’®® The Information Commissioner asserted that the decrees interfered
with the right to protection of personal data without a proper basis for such inter-
ference in the law. The contested decrees stipulated that the responsible persons
organizing the work process would check the fulfillment of the RVT condition at the
entry points, either using the QR code reading application or by inspecting the cer-
tificate. Both activities include the processing of personal data, namely health data.
The Slovenian government, on the other hand, argued that the Communicable Dis-
eases Act (ZNB)'*! and EU law provided an appropriate legal basis for the processing
of personal data. It also referred to the consent of the individual to the processing of
his personal data as an appropriate legal basis.

The Constitutional Court held that the determination of the fulfillment of the
RVT condition, as follows from the challenged decrees, included the processing of
personal data. According to the established constitutional case law, any collection
and processing of personal data constitutes an interference with the right to pro-
tection of personal data, which is only permissible if the law specifically defines the

127 I Up 310/2015, 24. 5. 2017.

128 II Ips 52/2021, 6.10. 2021.

129 https://www.kpk-rs.si/blog/2022/05/30/opravicilo-komisije-za-preprecevanje-korupcije.
130 U-1-180/21, 14. 4. 2022.

131 Official Gazette of RS, No. 69/95 et seq.
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data that may be collected and processed, the purpose for which they may be used,
control over their collection, processing and use and protection of secrecy collected
personal data.

The Court also rejected the government’s view that the GDPR alone could be
the appropriate legal basis for the processing of personal data when the processing
is required by the state. The GDPR’s purpose is to protect the individual from the
inadmissible processing of his or her data, and not give a blank check to the state
to process personal data. The GDPR allows a Member State to process specific
types of personal data, such as health data, for reasons of public interest in the
field of public health, such as protection against serious cross-border health risks.
However, this can only be done based on provisions of either EU law or a Member
State’s law, providing for appropriate and specific measures to protect the rights
and freedoms of the data subject. The Slovenian Constitution requires that such
a basis must exist in a law adopted by the National Assembly rather than in a
governmental decree. Regulation 2021/953 on the EU digital COVID certificate!®?
also cannot in itself constitute a legal basis for the processing of personal data for
the verification of the RVT condition for the purposes determined by a Member
State as it still requires the establishment of an appropriate legal basis for such
processing in national law.

A person’s consent cannot constitute a legal basis for the processing of their
personal data if the consent is specified in an implementing regulation or if the law
does not specify the conditions under which the consent could be validly given,
considering the requirements of the GDPR. A valid consent to the interference with
the right to information privacy can only be voluntary. Voluntary consent to the pro-
cessing of personal data means the absence of external coercion. External coercion
does not mean merely physical or mental coercion, but any influence towards giving
consent that is not the fruit of an individual’s genuine desire. Since individuals’ par-
ticipation in social, political, and religious life would depend on their consent to the
processing of personal data to verify the RVT condition prescribed by the state, such
consent cannot be considered voluntary.

The Constitutional Court ruled that the two attacked decrees were inconsistent
with Art. 38 of the Constitution and annulled them. Yet the repeal will take effect
one year after the publication of the Court’s decision, thus giving the government
sufficient time to amend legislation accordingly while ensuring that there is no legal
vacuum in case restrictions need to be reintroduced before such amendments take
place.

132 Regulation (EU) 2021/953 of the European Parliament and of the Council of 14 June 2021 on a
framework for the issuance, verification and acceptance of interoperable COVID-19 vaccination,
test and recovery certificates (EU Digital COVID Certificate) to facilitate free movement during the
COVID-19 pandemic, OJ L 211, 15.6.2021, pp. 1-22.
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7. Conclusions

The analysis in this chapter shows that the fundamental right to privacy per-
meates the Slovenian legal system and cannot be confined to narrower fields, such
as personality rights or constitutional law. In the digital era, individuals’ private lives
are more exposed to intrusions than ever before, particularly through ubiquitous
Internet-connected electronic devices, which have made the collection, processing,
and transfer of information faster and easier than ever before. Therefore, the signifi-
cance of the legal protection of privacy in various electronic environments has also
increased and more attention is generally paid to possible infringements of privacy.
It seems that the pervasiveness of electronic communication technologies has helped
individuals recognize that privacy is more than an abstract concept but a value that
must be actively protected.!s?

The legal definition of the right to privacy in the digital age cannot remain fixed
but must constantly adapt to the development and advances of new technologies that
have the potential to interfere with individuals’ intimate sphere.’** Information tech-
nologies make it easier to access individuals’ personal information online and thus
blur the line between public and private information.!*> Therefore, it is suitable that
the legislation in force operates with the abstract term “privacy” rather than provide
its exact definition, and leaves it to the courts to define the contours of the legally
protected sphere privacy in specific contexts.

One of the consequences of the expanded use of electronic communication tech-
nologies is that most new types of intrusions into privacy can be interpreted as col-
lection, processing, or transfer of personal data. Hence the focus of today’s privacy
law has shifted towards issues of data protection as an aspect of information and
communication privacy. A possible negative consequence of this trend is that legal ap-
proach towards privacy issues all too often consists of formalistic search for express
legal basis or individual’s consent for data collection and processing. The extent to
which people are willing to give away their private data in exchange for digital apps
and services might suggest that they do not care about their privacy.!*¢ However, the
number of disputes and other legal proceedings connected with various violations of
the right to privacy demonstrate that it remains an important legal value.'®”

The Slovenian Constitution’s provisions on privacy have remained unchanged in
the last thirty years, yet the perception of the importance of privacy has certainly
grown and the measures of protection of the right to privacy have developed in the
courts’ case law accordingly. The main driver of change in legislation concerning the
protection of privacy in the digital context seems to be the EU’s regulatory activity,

133 Rengel, 2014, p. 53.

134 Humble, 2021, p. 20.

135 Rengel, 2014, p. 53.

136 Cf. Varanelli, 2019, p. 20.

137 Cf. Cerar, 2009, pp. 1403-1413.
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e.g., concerning e-privacy and data protection. If we were to formulate a de lege fe-
renda suggestion concerning the privacy legislation, it is not that additional issues
need detailed regulation but the laws implementing EU directives should be more
thought out and not just a “copy/paste” of the directives’ provisions. Obviously, the
new Personal Data Protection Act still needs to be adopted to operationalize the pro-
visions of the GDPR in Slovenian law.

Modern privacy law in Slovenia is to a great extent shaped by the case law of
the highest courts, the Supreme Court and the Constitutional Court, rather than
through legislation. Both courts rely heavily on the case law of the ECtHR and the
EU Court of Justice where available, which causes increasing convergence in dealing
with modern privacy issues arise that have arisen in very similar contexts in most
European countries. This makes it easier for the courts to cope with the “digital”
privacy issues based on existing rules and lessens the need for constant updating of
the privacy legislation. Nevertheless, the protection of the right to privacy remains
an ever-evolving issue in the digital age and evades any “final” answers.
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